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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, 8, 10 and Explorer are trademarks of Microsoft Corp.

® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ \Web registration is preferred. You can register your Vigor router via https://myvigor.draytek.com.
Firmware & Tools Updates

® Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

https://www.draytek.com
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation
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I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor1000B Series, a broadband router, integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

Vigor1000B offers two VPN tunnels for remote management. Its object-based design used in
SPI (Stateful Packet Inspection) firewall is flexible and allows your network to be safe. In
addition, the firewall allows users to set firewall policies easily.

The multi-WAN and LAN switch facilitate unified communication applications in business CO
/the remote site to handle large data from subscribed fatter pipes. The routing feature and
multi-WAN provide integrated benefits for professional users and small offices.

CSM (Content Security Management) provides users control and management in IM (Instant
Messenger) and P2P (Peer to Peer) more efficiently than before. By the way, DoS/DDoS
prevention and URL/Web content filter strengthen the security outside and control inside.
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and

connectors first.

LED Status Explanation
PWR On The router is powered on.
Off The router is powered off.
ACT Blinking The system is active.
Off The system is hanged.
USB On The USB device is installed and ready.
Off No USB device is installed.
SFP+ On The fiber connection is established.
Blinking The data is transmitting.
Off No fiber connection is established or the system is
hanged.
On (Left) The Ethernet link is established on corresponding port.
Off (Left) No Ethernet link is established.
Blinking (L) | The data is transmitting.
P3-P10 On (Right) | The Ethernet link is established on corresponding port
with 1G Mbps or above.
Off (Right) | The Ethernet link is established on corresponding port

with less than 1G Mbps.
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Interface Description

USB1 7/ USB2 Connecter for the USB device.

Console Provided for technician use.

SFP+ Connecter for SFP module with the rate of 10G/1G bps.

(P1~P2)

P3~P6 Connectors for remote network devices or local network devices
(WAN/LAN) with the rate of 1G/100M/10M bps.

P7~P10 Connecter for local network devices (LAN) with the rate of

1G/100M/10M bps.

The Factory Reset button is used to restore the default settings. Turn
on the router (ACT LED is blinking). Press the hole and keep for more
than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory
default configuration.

Connecter for a power cord.
ON/OFF - Power switch.
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|-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly.

1.

Connect a modem to any WAN port of Vigorl000B with Ethernet cable (RJ-45) to access
Internet.

Connect the other end of the cable (RJ-45) to the Ethernet port on your computer (that
device also can connect to other computers to form a small area network). The LAN LED
for that port on the front panel will light up.

Connect a server/router (depends on your requirement) to any WAN port of Vigor1000B
with Ethernet cable (RJ-45). The WAN LED will light up.

Connect the power cord to Vigor1000B’s power port on the rear panel, and the other
side into a wall outlet.

Power on the device by pressing down the power switch on the rear panel. The PWR LED
should be ON.

The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

Below shows an outline of the hardware installation for your reference.
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I-2-2 Rack-Mounted Installation

The Vigor1000B Series can be mounted on the wall by using standard brackets shown below.

Attach the brackets to the chassis of a rack. The second bracket attaches the other side of the
chassis.

After the bracket installation, the Vigor1000B Series chassis can be installed in a rack by
using four screws for each side of the rack.

Vigor1000B

Desktop Type Installation

Rubber pads are included with the Vigorl000B Series. These rubber pads improve the air
circulation and decrease unnecessary rubbing on the desktop.
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I-2-3 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router (192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

] L
Snart WPN Client
— = Sma Ien

—

J[ Getting Started »

Cornputer

Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] ! Default Pragrarms
)

st Calculator Help and Support

Windowes Security

Log off | »
k &ll Pragrarms L|

3.  Click Add a printer.

Devices and Printers

&

KN j IP;_:& * Control Panel = Hardware and Sound = Devices and Printel

Sdd a device | Add a printer

a Devices (3
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4.

A dialog will appear. Click Add a local printer and click Next.

o Add Printer E

u\ ) oy Sdd Printer

What type of printer do you want to install?

= Add alocal printer

Use this option only if you don't hawve a USE printer, (0Windows autormatically installs USE printers
wibien you plug therm in.)

=» Add a network, wireless or Bluetooth printer

Make sure that your computer iz connected to the netwaork, or that your Bluetooth orwireless
printer is turned an,

| Cancel |

In this dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
@ = Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

™ Use an existing port: ]LPTl: (Printer Port) _]

v

=

Type of port:

Mext Cancel
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6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel
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8.

Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

o |~ [ . \ﬁl
Brother | H (= Erother DCP-116C |
Canon LalBrother DCP-117C
DrrayTek Sl Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

MNext

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | emove device

: e far this printl
[server. |

& Devices (3

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

Bl DI’DDEITIES PEMOVE deviCe
| Print Server Properties x|

Forms Ports |Drivers| Securit_l.JI .&dvancedl

Port Settings |

Port Marme: |192.168.1.1

| Printer Mame or [P Address: |192.168.1.1

Protocol
[ 7 Raw &~ LPR

5 Raww Settings

Port Murrber IEIlUIJ

LPR Settings
Queue Mame: Ip]_l

[~ LPR Byte Counting Enabled

SNRAP Status Enabled

Caormmunity Marme: Ipublic

o SMEAP Dewice Index |1

QK I Cancel
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

Username

admin

DrayTek

Vigor1000B

Copyright & 2000-2021 DrayTek Corp. All Rights Reserved.

3. Please type “admin/admin” as the Username/Password and click Login.

Info If you fail to access to the web configuration, please go to “Trouble Shooting” for
detecting and solving your problem.
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4. Now, the Main Screen will appear.

Info The home page will be different slightly in accordance with the type of the
router you have.

5. The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logout
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I-4 Changing Password

16

Please change the password for the original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

Go to System Maintenance page and choose Administrator Password.
System Maintenance >> Administrator Password Setup

Administrator Password

Old Password Max: 83 characters

Mew Password

Confirm Password
Enable 'admin' account login to Web UL from the Internet

Use only advanced authentication method for Admin "WaN" login
Mobile one-Time Passwords{mOTP)

PIN Code |™**** Secret |

2-Step Authentication
Send Auth code via

SMS Profile 1-7277 v Recipient Number
Mail Profile 1-277 Mail Address

Note:

Password can containonly a-z A-Z0-9, ;. "< > +=|?2@ &~ !()

Administrator Local User

Enable Local User

Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

Info The maximum length of the password you can set is 23 characters.

Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.
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Username

admin

DrayTek

Vigor1000B

Copyright ® 2000-2021 DrayTek Corp. All Rights Reserved

Info

Even the password is changed, the Username for logging onto the web user interface
is still “admin”.
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|-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Dashboard

Online Status

A web page with default selections will be displayed on the screen. Refer to the following
figure:

Dashboard

GhE - = = Vigor1000B
Fa P10
LAN

l.'lui, 1€

o P3 P4 P5 P PT P8
Security Router 2 m m

WAN3 WAN4 WANS5S WANG

H10/100M 1G M2.56 M10G

System Information Quick Access

Medel Name Vigor1000B System Up Time 0:02:56 System Status

Router Name DrayTek Current Time Sat Jan 01 2000 00:02:42 Dynamic DNS

FW iLoader Version 3.8.6.3/vi4 Build Date/Time Jul 21 2021 20:36:28 TR-069

LAN MAC Address 14-49-BC-14-C4-30 User Management
IM/P2P Block

System Resource e

CPU Usage - 6% SysLog / Mail Alert
LDAP

Co-Proc CPU - I 1% RADIUS

Data Flow Monitor

bject Setting

IPv4 LAN Information

IP Address DHCP IP Address DHCP
LAN1 192.168.1.1/24 v
IPv4 Internet Access
Line / Mode IP Address MAC Address Up Time
WAN1 SFP+ / DHCP Client Disconnected 14-45-BC-14-C4-31 00:00:00
WAN3 Ethernat / DHCP Client Disconnected 14-49-BC-14-C4-33 00:00:00
WAN4 Ethernet / DHCP Client 14-49-BC-14-C4-34 00:00:00
WANS Ethernet / DHCP Client 14-49-BC-14-C4-35 00:00:00
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I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)

displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LAN, or WAN, related web setting page will be open for

you to configure if required.

Vigor1000B

E
P7 P Pg P10

Ghi
P3 P4 PS5 P&

WAN2 WAN4 WAN5S WANG LAN

Mio/i00M WiG M2z.5c M10G

Port Color Description

LAN Black LAN port is disconnected.
Orange LAN port is connected at 10/100 Mbps.
Green LAN port is connected at 1 Gbps.

WAN Black WAN port is disconnected.
Orange WAN port is connected at 10/100 Mbps.
Green WAN port is connected at 1 Gbps.

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.

Vigorl000B Series User’s Guide
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I-5-2 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the items and click on it. The
corresponding setting page will be open immediately.

Dashboard

CONSOLE SFS GbE

P3 P4 PS5 P6 F7 P8 Pa P10

WAN3 WAN4 WAN5 WANG

Vigor1000B

1 Idmo

Sacurity Router

WAN1I LAN LAN

HW1i0/100M 1G Mz2.56 M10G

/Quick Access \

System Information

Model Name Vigor1000B System Up Time 0:02:56 System Status
Router Name DrayTek Current Time Sat Jan 01 2000 00:02:42 Dynamic DNS
FW /Loader Version 3.9.6.3/v1i4 Build Date/Time Jul 21 2021 20:36:28 TR-DE9

LAN MAC Address 14-49-BC-14-C4-30 User Management

IM/IP2P Block
System Resource e
CPU Usage - 6% SysLog / Mail Alert
Co-Proc CPU - | 1% Lo
RADIUS
Memory Usage _ 62% \Flrew‘al\ Object Setting /
IPv4 LAN Information
SR IP Address DHCP IP Address DHCP
LAN1 192.168.1.1/24 v
IPv4 Internet Access
Line | Mode IP Address MAC Address Up Time
VAN P+ / DHCP Client Disconnected 14-49-BC-14-C4-31 00:00:00
A Efhernet / DHCP Client Disconne 14-49-BC-14-C4-33 00:00:00
Efhernet / DHCP Client Disconne 14-49-BC-14-C4-34 00:00:00
hernet / DHCP Client Disconnected 14-49-BC-14-C4-35 00:00:00

Besides, LAN, WAN interfaces, VPN security settings such as Remote Dial-in User and LAN to
LAN also can be accessed on this page easily. Scroll down the page to find them and move
your mouse cursor on the item to open the configuration web page.

Interface
WAN Connected: a, WANL WAN3 WaMN4 WAMS WAMG
f JLAN ‘ Connected: 2, Fort2 Port? Port8 Port9 Port10
Security
3 VPN Connected : 0 Remote Dial-in User / LAN to LAN
1 MyVigor Activate : 2, Web Content Filter, DrayDDNS License
1 Dos Attack Detected :
——/

20

User Mode is

OFF now.

Customize Dashboard
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Note that there is a plus ( 3 ) icon located on the left side of VPN/LAN. Click it to review the
LAN connection(s) used presently.

Interface
WAN Connected: a, WAN1 WAN3 WaN4 WANS WANG
J LAN Connected: 2, Port2 Port7 Port8 Port9 Port10
Host ID IP Address MAC Port
VIGOR 192.168.1.210 00-1D-AA-73-4A-78 P10
A1000381 192.168.1.10 60-A4-4C-E6-5A-4F F8
Security
J VPN Connectad : 0 Remote Dial-in User / LAN to LAN
3 MyVigor Activate : 2, Web Content Filter, DrayDDNS License
1 Dos Attack Detected :

User Mode is OFF now.
Customize Dashboard

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address

indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

-5-3 GUI Map

AEEEEE

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.

GUI Map
Dashboard Certificate Management
Online Status Local Certificate
Physical Connection Trusted CA Certificate
Virtual WAN Certificate Backup
Port Setup Self-Signed Certificate
WAN SSLVPN
General Setup General Setup
Internet Access User Account
Multi-VL AN USB Application
WAN Budget USB General Settings
LAN USB User Management

Hotspot Web Portal

General Setup

VLAN

Bind IP to MAC

Port Mirror/Packet Capture
PPPoE Server

Profile Setup

System Maintenance

File Explorer
USB Disk Status

System Status
TR-069

Administrator Password

User Password

Quota Management Login Page Greeting
Routing Configuration Backup

Static Route Configuration Export

Load-Balance/Route Policy SysLog ! Mail Alert
NAT Time and Date

Port Redirection SNMP

DMZ Host Management

Open Ports Self-Signed Certificate

Port Triggering

Reboot System
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I-5-4 Web Console

BREEEEA

Web Console

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The

functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

@ 192.168.1.1/doc/console htm - Goagle Chrome == =
A T2 | 192.168.1.1/doc/console.htm

Type ? for command help
> 2

% Valid commands are:

cam ddns dos exit internet ip

ipk ipf leg ldap tacacsplus mngt
msubnet object port portmaptime prn qos

quit show srv switch sys testmail
f= upnp usb vigbrg vlan vpn

Wwan hsportal radius local 8021x wol user
appgos nand apm ha S service

>

I-6-5 Config Backup

BREEDEA

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen.
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I-5-6 Manual Download

AEEEEE |

[ Manual Download
Click this icon to open online user’s guide of Vigor router. This document offers detailed
information for the settings on web user interface.

I-5-7 Logout

AEEEED

Click this icon to exit the web user interface.

Vigor1000B Series User’s Guide
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I-5-8 Online Status

Online Status

Search menu

I-6-8-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN

connection status, ADSL information, and so on.
Physical Connection for IPv4 Protocol

Online Status

Physical Connection

System Uptime: Oday 6:2:6

IPv4 IPvE
LAN Status
IP Address TX Packets RX Packets Router Primary  Rowter Secondary
192.168.1.2 180,727 20,159 8.8.8.8 8.8.4.4
WAN 1 Status => Renew
Enable Line Name Mode Up Time
Yes Fiber DHCP Client 00:00:00
IP GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
0 0 0 0
WAN 3 Status => Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- 4] 4] 1] o]
WAN 4 Status => Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- 4] 4] 1] o]
WAN 5 Status => Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- 4] 4] 1] o]
WAN 6 Status => Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- 4] 4] 1] o]
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection

System Uptime: Oday 6:3:15

IPvd IPvE

LAN Status

IP Address

FES0::200:5EFF:FE00:101/64 (Link)

FEB0::1649:BCFF:FE14:C430/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

106 814 8,292 86,347
WAN1 IPv6 Status

Enable Mode Up Time

MNo Offline ---

P Gateway IP
WAN?3 IPvE Status

Enable Mode Up Time

MNo Offline ---

P Gateway IP
WAN4 IPv6 Status

Enable Mode Up Time

MNo Offline ---

IP Gateway IP
WANS IPvG Status

Enable Mode Up Time

No Offline ---

P Gateway IP
WANSG IPv6 Status

Enable Mode Up Time

MNo Offline ---

P Gateway IP

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.
TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1 to WANS8 Status

Enable - Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.
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Item Description

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
interface.

Detailed explanation (for IPv6) is shown below:

Item Description

LAN Status IP Address- Displays the IPv6 address of the LAN interface.

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN1 to WANS8 IPv6 Status | Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

[-5-8-2 Virtual WAN

Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, VolIP service and so on.

The field of Application will list i-9the purpose of such WAN connection.
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I-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. Go to
Wizards>>Quick Start Wizard. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Flease enter an alpha-numeric string as your Password (Max 23 characters).

Old Password
New Password

Confirm Password

Hint: If you want to keep the password unchanged, leave the password blank and press
"Mext" button to skip this process.

< Back Mext = Finish Cancel

On the next page as shown below, please select the WAN interface that you use. If fiber is
used, please choose WAN1; if Ethernet is used, please choose other WAN. Then click Next for
next step.

Quick Start Wizard

WAN Interface

WAN Interface:

Display Mame: |MK-Tina |
Physical Mode: Ethernet

Physical Type:

[ <Back | [No> |

WANL1 to WANG will bring up different configuration page. Refer to the following for detailed
information.
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-6-1 For WAN1 (Fiber)

WANL1 can be configured for physical mode of SFP+ (Fiber connection).

Quick Start Wizard

WAN Interface

WAN Interface:
Display Mame:

Physical Mode:
Physical Type:

WANT v

SFP+

Auto negotiation v

| <Back | | Next> | | cancel |

Available settings are explained as follows:

Item

Description

Display Name

Enter a name for the router.

Physical Type

This setting will vary based on the Physical Mode.
In general, Auto negotiation is suggested.

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if the
ISP provides you PPPOE interface. Then click Next for next step.
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Ethernet WAN1 - PPPoE

1. Choose WANL1 as the WAN Interface. Click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP.
® PpPPoE
O static 1P
O DHCP

| <Back | | Next> | | Cancel |

2. Click PPPoE as the Internet Access Type to get the following page.

Quick Start Wizard

PPPoE Client Mode

WAN 1

Enter the user name and password provided by your ISP,
Service Mame {Optional) CHT
Username 84005657 @hinet.nat
Password
Confirm Password

= Back Mext = Finish Cancel
Available settings are explained as follows:
ltem Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.
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5.

Item Description

Confirm Password Re-enter the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN1
Physical Mode: SFP+
Internet Access: PPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

| <Back | | Finish | | Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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Ethernet WAN1 - Static IP

1. Choose WANL1 as the WAN Interface. Click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP.

) PPPOE
@® static IP
) DHCP

| <Back | | Next> | | cancel |

2. Click Static IP as the Internet Access type to get the following page.

Quick Start Wizard

Static IP Client Mode

WAN 1
Enter the Static IP configuration provided by your ISP,
WAN IP 190.165.3.100
Subnet Mask 255.2685.255.0
Gateway 192.168.31
Primary DNS 5888
Sacondary DNS 5844 (optional)
= Back MNext = Finish Cancel

Available settings are explained as follows:

Item

Description

WAN IP

Enter the IP address.

Subnet Mask

Enter the subnet mask.

Gateway

Enter the IP address of gateway.

Primary DNS

Enter the primary IP address for the router.

Secondary DNS

Enter the secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.
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4.

5.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

Please Enter the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN1
Physical Mode: SFP+
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current

settings and restart the Vigor router.

| <Back |

| Finish | | Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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Ethernet WAN1 - DHCP

1. Choose WANL1 as the WAN Interface. Click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP.
O PPPOE
O static 1P
@® DHcP

| <Back | | Next> | | Cancel |

2.  Click DHCP as the Internet Access type to get the following page.

Quick Start Wizard

DHCP Client Mode

WAN 1
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Name “figor (optional)

MAC 14 |49 [ BC |02 |-37 | -EZ (optional)

= Back MNext = Finish Cancel
Available settings are explained as follows:
Iltem Description
Host Name Enter the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.
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3.

4.

5.

Cancel Click it to give up the quick start wizard.

After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAMN Interface: WANL
Physical Mode: SFP+
Internet Access: DHCP

Click Back to medify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

| <Back | | Finish | | Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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I-6-2 For WAN3 (Ethernet - 2.5G)

WANS3 shall be used for connection with rate 2.5G.

Quick Start Wizard

WAN Interface

WAN Interface:
Display Mame:
Physical Mode:
Physical Type:

[MK-Tina |
Ethernet

Auto negotiation v
Auto negotiation

2.5G full duplex

| <Back | | Next> | | Cancel |
Available settings are explained as follows:
Item Description
Display Name Enter a name for the router.

Physical Type

This setting will vary based on the Physical Mode.
In general, Auto negotiation is suggested.

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if the
ISP provides you PPPOE interface. Then click Next for next step.

Ethernet WANS3 - PPPoE

1. Choose WANS3 as the WAN Interface. Click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 3

Select one of the following Internet Access types provided by your ISP.

@® pppoE
O static 1P
O DHCP
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2.

Click PPPOE as the Internet Access Type to get the following page.

Quick Start Wizard

PPPoE Client Mode

Password

WAN 3

Enter the user name and password provided by your ISP.
Service Name [Optional) |CHT
Username |8400565?@hinet.nel

Confirm Password

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Service Name

Enter the description of the specific network service.

(Optional)

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Re-enter the password.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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3.  Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ
Physical Mode: Ethernet
Internet Access: PPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

| Finish | | Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard Setup OR!

5.  Now, you can enjoy surfing on the Internet.

Vigorl000B Series User’s Guide

37



38

Ethernet WANS - Static IP

1. Choose
open fo

Quick §

WANS3 as the WAN Interface. Click the Next button. The following page will be
r you to specify Internet Access Type.

tart Wizard

Connect to Internet

WAN 3

Select one of the following Internet Access types provided by your ISP.
O pPPoE
@® static Ip
O DHCP

| <Back | | Next> | | Cancel |

2.  Click Static IP as the Internet Access type to get the following page.

Quick Start Wizard

Static IP Client Mode

WAN 3
Enter the Static IP configuration provided by your ISP.
WAN IP [172.16.21.77 |
Subnat Mask [255.255 255 0 |
Gateway [172.16.21.1 |
Primary DMNS |B.B.8.8 |
Secondary DNS |B.B.4.4 | (optional)
| <Back | | Next > | Cancel |

Available settings are explained as follows:

Iltem Description

WAN IP Enter the IP address.

Subnet Mask Enter the subnet mask.

Gateway Enter the IP address of gateway.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3. Please enter the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN3
Physical Mode: Ethernet
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

Finish | | Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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Wireless WAN3 - DHCP

1. Choose WAN3 as the WAN Interfac. Click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 3

Select one of the following Internet Access types provided by your ISP.

) PPPOE
) Static IP
@ pHCP

| <Back | | Next> | | Cancel |
2. Click DHCP as the Internet Access type to get the following page.
Quick Start Wizard
DHCP Client Mode
WAN 3
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.
Host Name |\figor |(optional]
mac 00| {1D] {AA] 28] {3E] {25 Jeptionai
| <Back | | Mext> | | Cancel |

Available settings are explained as follows:

Iltem Description

Host Name Enter the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.
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Cancel Click it to give up the quick start wizard.

3.  After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN3
Physical Mode: Ethernet
Internet Access: DHCP

settings and restart the Vigor router.

Click Back to modify changes if necessary. Otherwise, click Finish to save the current

| <Back |

Finish

| | cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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1-6-3 For WAN5~WANG (Etherent)

WAN5~WANS can be configured for physical mode of Ethernet.

Quick Start Wizard

WAN Interface

WAN Interface: WANS »
Display Name: | |

Physical Mode:

Ethernet

Physical Type:
Auto negotiation

1G full duplex

100M full duplex
10M full duplex

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item Description

Display Name Enter a name for the router.

Physical Type This setting will vary based on the Physical Mode.

In general, Auto negotiation is suggested.

On the next page as shown below, please select the appropriate Internet access type

according to the information from your ISP. For example, you should select PPPoE mode if the
ISP provides you PPPoOE interface. Then click Next for next step.

Ethernet WANS - PPPoE

1. Choose WANS as the WAN Interface. Click the Next button. The following page will be

open for you to specify Internet Access Type.
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Quick Start Wizard

Connect to Internet

WAN 5

Select one of the following Internet Access types provided by your ISP,
@® pppoE
O static 1P
O DHCP

| <Back | | Next> | | cancel |

2.  Click PPPoE as the Internet Access Type to get the following page.

Quick Start Wizard

PPPoE Client Mode

Confirm Password

WAN 5
Enter the user name and password provided by your ISP.
Service Name (Optional) |CHT |
Username |84005E>5?@hinet.nel |
Password | -------- |
|

| <Back | | Next> | | Cancel |
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
characters.

Confirm Password Re-enter the password.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.
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4.

5.

Item Description

Cancel Click it to give up the quick start wizard.

Please manually enter the Username/Password provided by your ISP. Click Next for

viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANS
Physical Mode: Ethernet
Internet Access: PPPoE

settings and restart the Vigor router.

Click Back to modify changes if necessary. Otherwise, click Finish to save the current

| <Back |

| Finish | | Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard Setup OR!

Now, you can enjoy surfing on the Internet.
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Ethernet WANS - Static IP

1. Choose WANS as the WAN Interface. Click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 5

Select one of the following Internet Access types provided by your ISP.
O pPPoE
@® static 1P
O DHCP

| <Back | | Next> | | Cancel |
2.  Click Static IP as the Internet Access type to get the following page.
Quick Start Wizard
Static IP Client Mode
WAN 5
Enter the Static IP configuration provided by your ISP.
WAN IP |
Subnet Mask | |
Gateway | |
Primary DNS |B.B.8.8 |
Secondary DNS |8.8.4.4 | (optional)
| <Back | | MNext> Cancel
Available settings are explained as follows:
I[tem Description
WAN IP Enter the IP address.
Subnet Mask Enter the subnet mask.
Gateway Enter the IP address of gateway.
Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3. Please enter the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANS
Physical Mode: Ethernat
Internat Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

Finish | | Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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Wireless WANS - DHCP

1. Choose WANS as the WAN Interfac. Click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 5

Select one of the following Internet Access types provided by your ISP.
O PPPOE
O static IP
@® pHcp

| <Back | | Next> | Cancel

2. Click DHCP as the Internet Access type to get the following page.

Quick Start Wizard

DHCP Client Mode

WAN 5
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Name |\figor |(0ptiona|)

| <Back | | MNext> | | Cancel |
Available settings are explained as follows:
Item Description
Host Name Enter the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.
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Cancel Click it to give up the quick start wizard.

After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANS
Physical Mode: Ethernet
Internet Access: DHCP

settings and restart the Vigor router.

Click Back to modify changes if necessary. Otherwise, click Finish to save the current

| <Back |

| Finish | | Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system

status of this protocol will be shown.

Cluick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For
using Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

l Service Activation 'W'iI -

2. The screen of Service Activation Wizard will be shown as follows.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2021-07-01

Web Content Filter(WCF) Service :

[CJ cyren 20-Days Free Trial License Agreement

This is a worldwide web content filter service. The free trial license can only be used once. At the end of the free trial period you
may purchase the offical one-year Cyren Web Content Filter from an authorized DrayTek reseller.

Dynamic DNS(DDNS) Service :

[J DT-DDNS License Agreement

This Dynamic Domain Mame service is provided by DrayTek Corporation. To active the DrayDDNS (Global) service, please select
this option to active the license. This is a 1-year free license key. For re-activation after expiry, you have to obtain a new license
from MyVigor website (https://myvigor.draytek.com).

1 agree to let the MyVigor server record the WAN or Internet IP address of this router in order to activate the
CrayDDNS service.
‘You can stop this service and clear your IP address at any time.

Domain Mame : = 2021033116303201 .drayddns.com

[J 1 have read and accept the above Agreement. (Please check this box).

Cancel
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3. You can activate the Web content filter services and/or DDNS service at the same time
or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2021-07-01

M‘mlent Filter{(WCF) Service :

yren 30-Days Free Trial License Agreement

TFhis is a worldwide web content filter service. The free trial license can only be used once. At the end of the free trial period you
ay purchase the offical one-year Cyren Web Content Filter from an authorized DrayTek reseller.

Dynamjc DNS(DDNS) Service :

T-DDMNS License Agreement

Fhis Dynamic Domain Name service is provided by DrayTek Corporation. To active the DrayDDNS {Global) service, please select
this option to active the license. This is a 1-year free license key. For re-activation after expiry, you have to obtain a new license
ffom MyVigor website (https://myvigor.draytek.com).

1 agree to let the MyVigor server record the WAM or Internet IP address of this router in order to activate the

DrayDDNS service.
You can stop this service and clear your IP address at any time.

omain Name : | 2021033116303201 .drayddns.com

[ I have read and accept the above Agreement. (Please check this box]). ]

Mext = [ Cancel

Info ° Cryan 30-day trial is WCF which offers 30-day trial period.

o DT-DDNS, developed by DrayTek, offers one year free charge service of
dynamic DNS service for internal use.

3. Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version

Sevice Activated : wab Content Filter ( Cyren / Commtouch }

Please click Back to re-select service type you to activate.

< Back | | Activate | | Cancel

Info The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

4. The web page (CSM>>Web Content Filter Profile) will display the service that you have
activated according to your selection(s).
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CSM >> Web Content Filter Profile o

Web-Filter License Activate

[Status: Activated] [Provider:Cyren] [Start Date:2021-07-01 Expire Date:2021-07-31]

Setup Query Server |auto-se|ected | Find more

Setup Test Server |auto—se|ected | Eind more

Web Content Filter Profile Table: Cache :[L1 + L2 Cache v Set to Factory Default

Profile Name Profile Name
Default

[P e
S

Note:
To make Web Content Filter profile effective, please go to Firewall »= Filter Setup page to create a

firewall rule and select the desired profile.

Administration Message (Max 255 characters) Default Message

<body><center»<brr><br»<br»<p>The requested Web page <br» from ¥SIP% <br>to BURLE <br>that is
categorized with %CL¥ <brrhas been blocked by ¥RNAMEX Web Content Filter.<p»Please contact
your system administrator for further information.</center></body>
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I-8 Registering Vigor Router

52

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1

2

3

Please login the web configuration interface of Vigor router by typing “admin/admin’ as
User Name / Password.

Username

admin

Dray Tek Password
Vigor1000B

Copyright @ 2000-2021 DrayTek Corp. All Rights Reserved

Click Support Area>>Production Registration from the home page.

Product Registration

Service Status

A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

ion with the exception of your IP Address which is recorded after login for security purposes.

-

Usemame

caimeni

Password

DrayTek

MyVigor

Create Account / Get Help

Terms of Service / Privacy Policy
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Info

If you haven’t an accessing account, please refer to section Creating an

Account for MyVigor to create your own one. Please read the articles on the

Agreement regarding user rights carefully while creating a user account.

4 The following page will be displayed after you logging in MyVigor. Type a nickname for
the router, then click Submit.

Product register ( Add Device )

Device Name

Model

MAC

Serial Number

| Vigor10008 ‘

Wigor10008
449BC14C430

2021033116303201

5  When the following page appears, your router information has been added to the
database. Your router has been registered to myvigor website successfully.
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6

Clicking My Product for viewing the general information of the registered router on
MyVigor website.
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-9 VPN Client Wizard

The VPN Client Wizard will configure the router as a client to connect to a remote VPN server
using a LAN-to-LAN VPN tunnel. The wizard will guide you through the setup process.

1. On the menu bar, click on Wizards, and then VPN Client Wizard.

VPN Client Wizard

Choose VPN Establishment Environment

Note:

LAM-to-LAN VPN Client Mode Selection: Route Mode v

Please choose a LAN-to-LAN Profile: [[Index] [Status] [Name] ~

1. Please use Route Mode for typical LAM-to-LAN tunnels.

2. If the remote network is only expecting a single client er IP and is not cenfigured to route the
subnet then select NAT Mode.

3. If you are unsure of your configuration select Route Mode.

| Next> | | Cancel |

Available settings are explained as follows:

Item

Description

LAN-to-LAN Client
Mode Selection

Route Mode - All traffic between the local network and the
remote network bear the originating IP addresses. Select
this if the VPN server can establish routes to handle
inter-LAN traffic routing.

NAT Mode - The VPN client (local router) uses a single IP
address assigned by the VPN server (remote router) and
uses NAT to keep track of the connections. Select this if the
VPN server expects only one IP address on the local
network to communicate with the remote network.

Please choose a
LAN-to-LAN Profile

The profile used to store this tunnel configuration.

Selecting an index that has already been setup previously
will result in the existing setup getting overwritten by the
wizard.
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When you finish the mode and profile selection, please click Next to open the following
page.

VPN Client Wizard

VPN Connection Setting

Security Ranking: Throughput Ranking:

Very High Very High

L2TP over IPSec L2TP / PPTP (Mone Encryption)
High High

IPSec f S5L IPSec
Medium Medium

PPTP (Encryption) L2ZTP over IPSec / PPTP (Encryption)
Low Low

L2TP / PPTP (Mcne Encryption) SSL

Select VPN Type: |PPTP (Encryption) v
| <Back | | MNext> Cancel

Available settings are explained as follows:

Item Description

Select VPN Type Select a VPN protocol for the LAN-to-LAN tunnel. Different
VPN protocols offer different levels or security and
performance.

Info The following descriptions for VPN Type are based on the Route Mode

specified in LAN-to-LAN Client Mode Selection.
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If you have selected PPTP (None Encryption) or PPTP (Encryption), the following

configuration screen appears.

VPN Client Wizard

VPN Client PPTP Encryption Settings

Profile Name |’??? |
VPN Dial-Out Through [WANT First v
[J always on
Server IP/Host Name for VPN | |
(e.g. draytek.com or 123.45.67.89)
Username |’??? |
Password | |
Remote Network IP |U.0.D.D |
Remote Network Mask (2552652550124  ~|
Local Network IP [192.168.1.1 |
Local Network Mask (2552552550124  ~|
[<Back | [ Net> |
If you have selected IPsec, the following configuration screen appears.
VPN Client Wizard
VPN Client IPsec Settings
Profile Mame |’??? |
VPN Dial-Out Through [ WAN1 First M

[ Always on

Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
® Pre-Shared Key
Confirm Pre-Shared Key
) Digital Signature (X.509)
Peer ID
Local ID

Subject Name First
Local Certificate

IPsec Security Method

Alternative Subject Name First

m

m
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O Medium (AH)
® High (ESP) |AES with Authentication V|
Remote Network IP |0.0.D.D |
Remate Network Mask [255.265.2860/24 ~|
Local Network IP [192.168.1.1 |
Local Metwork Mask [255.25525850/24  ~|
< Back | | Next =

57



If you have selected SSL/L2TP, the following configuration screen appears.

VPN Client Wizard

VPN Client L2ZTP Settings

Profile Mame
WPN Dial-Out Through

[ Always on

Servar IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

Username

Password

Remote Network IP
Remote Network Mask
Local Network IP
Local Network Mask

[772 |
[WAN1 First v

|
[772 |
| |
[0.0.00 |
[255.2552550/24 ~|

[192.168.1.1 |
(2552562550124 ~|

| < Back || Next > |

Cancel

If you have selected L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), the

following configuration screen appeatrs.

VPN Client Wizard

VPN Client L2TP over IPsec (Nice to Have) Settings

Profile Name
VPN Dial-Out Through

[J always on

Server IP/Host Mame for VPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
@® pre-Shared Key
Confirm Pre-Shared Key
() Digital Signature (X.509)
Peer ID
Local ID
Alternative Subject Name First
Subject Name First
Local Certificate

IPsec Security Method
O Medium (&H)
® High (ESP)
Username
Passwaord
Remote MNetwork IP
Remote Network Mask
Local Network IP
Local Network Mask

[772 |
[WAN1 First v

o
{

D
{

[AES with Authentication v
[722

|

[0.0.0.0
(2852562550124 |
[192.168.1.1 |
[2652552550/24 |

| < Back | | Mext =

Cancel

Available settings are explained as follows:
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Item

Description

Profile Name

Name that identifies this profile. The maximum length of the
Profile Name is 10 characters.

VPN Dial-Out Through

The WAN interface to be used for dialing out to establish the
VPN tunnel.

WANX First - The Router first attempts to establish the VPN
tunnel using this WAN interface. When that is unsuccessful,
it will attempt to use other WAN interfaces.

WANXx Only - The Router will establish the VPN tunnel using
this WAN interface only.

Always On

If selected, the router will maintain the VPN connection.

Server IP/Host Name
for VPN

Enter the IP address or hostname of the server of the remote
VPN server.

IKE Authentication
Method

IKE Authentication Method to be used. Choose between
Pre-shared Key and Digital Signature (X.509).

Pre-shared Key

® Pre-Shared Key- Specify a key for IKE authentication.
® Confirm Pre-Shared Key-Confirm the pre-shared key.
Digital Signature (X.509)

® Peer ID - Select Peer ID from the dropdown list. Peer
IDs are managed using VPN and Remote Access >> IPsec
Peer Identity.

® Local ID - Select Alternative Subject Name First or
Subject Name First.

® Local Certificate - Select a certificate from the
dropdown list. Local certificates are managed using
Certificate Management >> Local Certificate.

IPsec Security Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means payload

(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),

Triple DES (3DES), and AES.

Username This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the password is limited to 11 characters.

Remote Network IP

Please enter one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please enter the network mask (according to the real
location of the remote host) for building VPN connection.

Local Network IP

Enter the local network IP for TCP / IP configuration.

Local Network Mask

Enter the local network mask for TCP / IP configuration.

After you have entered all the required information, click Next to proceed to the
confirmation page. The confirmation page shows a summary of all the settings. If you
need to make adjustments to the settings, click Back to return to the previous page.
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Otherwise, select one of the following actions and click Finish to save the changes to
the LAN-to-LAN VPN profile.

VPN Client Wizard

Please confirm your settings

LAMN-to-LAN Index:
Profile Name:

VPN Connection Type:
VPN Dial-Out Through:
Always on:

Server IP/Host Name:
IKE Authentication Method:
IPsec Security Method:
Remote Metwork IP:
Remote Metwork Mask:
Local Network IP:
Local Network Mask:

Click Back to modify changes if necessary. Otherwise,click Finish to save the current settings
and proceed to the following action:

1

Marketingl

L2TP over IPsec (Nice to Have)
WAML First

Yes

172.16.3.8

Pre-Shared Key

AES with Authentication
172.16.3.100
255.255.255.0
192.168.1.1
255.,255.255.0

@® Go to the VPN Connection Management.

) Do anocther VPN Client Wizard setup.
) View more detailed configurations.

| =Back | | Finish | | Ccancel

Available settings are explained as follows:

Item Description

Go to the VPN Proceed to VPN and Remote Access>>Connection
Connection Management to manage VPN sessions.
Management

Do another VPN
Client Wizard Setup

Rerun the VPN Client Wizard to configure another
LAN-to-LAN VPN profile.

View more detailed
configuration

Open this profile in VPN and Remote Access>>LAN to LAN
to make additional configuration changes.
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I-10 VPN Server Wizard

The VPN Server Wizard can be used to set the router up as a server that accepts inbound VPN
connections from a VPN server using a LAN-to-LAN VPN tunnel.

Site-to-Site (LAN-to-LAN)
® A connection between two router's LAN networks.

® Allows employees in branch offices and head office to share the same network resources.

Local Network
192.168.1.0/24

o 172.16.2.0/24
Y= AR g

Remote Access (Remote Dial-in)

Remote Network

® A connection between the remote host and router's LAN network. The host will use an IP
address in the local subnet.

® Allows employees to access the company's internal resources when they are traveling.

Local Network
192.168.1.0/24

T : . Remote Host
oo S 192.168.1.100
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The wizard will guide you step by step through the setup process.

1. On the menu bar, click on Wizards, and then VPN Server Wizard.

VPN Server Wizard

Choose VPN Establishment Environment

VPN Server Mode Selection: | Site to Site VPN (LAN-to-LAN] v

Please choose a LAN-to-LAN Profile: | [Index] [Status] [Name] v|

Please choose a Dial-in User Accounts:

Allowed Dial-in Type:

PPTP
IPsec
L2TP with IPsec Policy
SSL Tunnel
[ MNext> | [ cancel |
Available settings are explained as follows:
Item Description
VPN Server Mode Type of VPN Server to be configured.
Selection Site to Site VPN (LAN-to-LAN) - Configures the VPN server

for inbound connections from other routers.

Remote Dial-in User (Teleworker) - Configures VPN server
for inbound connections from remote users.

Please choose a If the VPN Server Mode selected was Site to Site VPN
LAN-to-LAN Profile (LAN-to-LAN), choose a LAN-to-LAN profile to store this
configuration.

Please choose a If the VPN Server Mode selected was Remote Dial-in User
Dial-in User Accounts | (Teleworker), choose a Dial-in user profile to store this
configuration.

Allowed Dial-in Type | Select all VPN protocols that are allowed for this LAN-to-LAN
Profile or Dial-in User Account.

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2. After making the choices for the server profile, please click Next.

3. The following dialog box appears, reminding you to not configure IPsec fields if the
remote location has a dynamic IP address.
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192.168.1.1

If you are using IPsec Main mode and the remote VPN gateway has
a dynamic IF address please don't setup " PeerlP" or "Peer ID" fislds,
and don't tick "IPsec Authentication”. Instead, please go to the VPN
and Remote Access = = [Psec General Setup page to setup a
commaon preshared key.

Click OK to dismiss the dialog box and proceed to the next page.
If you have chosen to configure a LAN-to-LAN VPN profile, proceed to step 4.

If you have chosen to configure a Remote Dial-in User VPN profile, proceed to step 5.

4.  The Site to Site VPN (LAN-to-LAN) configuration page appears as follows if you have
selected PPTP/SSL.

VPN Server Wizard

VPN Authentication Setting

Profile Mame |’?'?? |
PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication
Username |’?'?? |
Password | |
Peer IP/VPN Client IP | |
Site to Site Information
Remote MNetwork IP |U.U.D.D |
Remote Network Mask [255.255.256.0/24 ~|
Local Network IP [192.168.1.1 |
Local Network Mask [255.255.256.0/24 ~|

< Back | | Next =
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If you have selected PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or
L2TP with Policy (Nice to Have/Must), the following configuration screen appears.

VPN Server Wizard

VPN Authentication Setting

Profile Mame |’??? |
PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication

Username |’??? |
Password | |

IPsec / L2TP over IPsec Authentication
Pre-Shared Key | |
Confirm Pre-Shared Key | |
[ Digital Signature {X.509)
Peer ID None v
Local ID
Alternative Subject Name First

) subject Name First
Peer IF/VPN Client IP | |

Peer ID | |
Site to Site Information

Remote Network IP |O.U.D.I} |
Remote Network Mask [2552552550/24 +|

Local Network IP [192.168.1.1 |
Local Network Mask [255.2552550/24 w|

(<Bae ] (o> ]

If you have selected IPsec, the following configuration screen appears.

VPN Server Wizard

VPN Authentication Setting

Profile Mame |'?'?? |
IPsec authentication
Pre-Shared Key | |
Confirm Pre-Shared Key | |
) pigital Signature (X.509)
Peer ID None v
Local ID
Alternative Subject Name First

 subject Name First
Peer IP/VPN Client IP | |

Peer ID | |
Site to Site Infermation

Remote Metwork IP |0.0.D.D |
Remote Network Mask [255.256.2660/24 ~|

Local Network IP [192.168.1.1 |
Local Network Mask [2552552550/24  ~|

[<Bak ) [Non>

Available settings are explained as follows:

Iltem Description

Profile Name Name to identify this VPN profile.
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User Name Used by the remote LAN to establish a VPN connection.
The length of the user name is limited to 11 characters.
Password Used by the remote LAN to establish a VPN connection.

The length of the password is limited to 11 characters.

Pre-Shared Key

For PPTP / IPsec / IPsec XAuth / L2TP with IPsec / SSL Tunnel
authentication, you have to configure a pre-shared key
and/or digital signature.

Note that, if the remote client has a dynamic IP address, do
not enable any of the settings (PSK / Digital Signature) in this
section. Instead, configure the global IPsec settings by using
VPN and Remote Access>>IPsec General Setup.

Pre-Shared Key - Select to enter an IPsec Pre-shared Key
specific to this profile. The length of the PSK is limited to 64
characters.

Confirm Pre-Shared Key - Re-enter the Pre-shared Key again
to confirm.

Digital Signature
(X.509)

Digital Signature (X.509) - Select to enable X.509 digital
signature.

Peer ID - Select a predefined X.509 digital signature as the
Peer ID. Peer IDs must be configured first using VPN and
Remote Access>>IPsec Peer Identity.

Local ID - Specifies whether the Subject Name or the
Alternative Subject Name of the X.509 Peer ID is to be
checked first. Select either Alternative Subject Name First
or Subject Name First.

Peer IP/VPN Client IP

Enter the WAN IP address or VPN client IP address for the
remote client.

If values are specified, only connections coming from the
specified IP address and/or having the specified Peer ID will
be accepted.

Peer ID

Enter the ID name for the remote client.
The maximum length of the peer ID is 47 characters.

If the values are specified, only connections coming from the
specified IP address and/or having the specified Peer ID will
be accepted.

Site to Sit Information

Remote Network IP

Enter the IP address of the remote network.

Remote Network
Mask

Enter the subnet mask of the remote network.

Local Network IP

Enter the local network IP for TCP / IP configuration.

Local Network Mask

Enter the local network mask for TCP / IP configuration.
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The Remote Dial-in User (Teleworker) VPN configuration page appears as follows if you
have selected PPTP/SSL.

VPN Server Wizard

VPN Authentication Setting

PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication
Username |’?'?? |
Password | |
Peer IP/VPN Client IP | |
Local Network IP [192.168.1.1 |
Local Network Mask [255.255255.0/24 |
[<Back ] [Nex> |

If you have selected IPsec /L2TP with IPsec Policy (None)/ (Nice to Have)/ (Must), the
following configuration screen appears.

VPN Server Wizard

VPN Authentication Setting

PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication
Username |’??? |

Password | |
IPsec / L2TP over IPsec Authentication

Pre-Shared Key | |

Confirm Pre-Shared Key | |

[ pigital Signature {X.509)

Peer ID
Peer IP/VPN Client IP | |
Peer ID | |
Local Network IP [192.168.1.1 |
Local Network Mask (2552552850124 |

| < Back | | Next =

Available settings are explained as follows:

Item Description

User Name Used by the remote LAN to establish a VPN connection.
The length of the user name is limited to 11 characters.

Password Used by the remote LAN to establish a VPN connection.
The length of the password is limited to 11 characters.

Peer IP/VPN Client IP | Enter the WAN IP address or VPN client IP address for the
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remote client.

If values are specified, only connections coming from the
specified IP address and/or having the specified Peer ID will
be accepted.

Local Network IP

Enter the local network IP for TCP / IP configuration.

Local Network Mask

Enter the local network mask for TCP / IP configuration.

6.  After finishing the configuration, click Next to proceed to the confirmation page.

VPN Server Wizard

Please Confirm Your Settings

WPN Environment:
Index:

Profile Name:
Username:

Allowed Service:

Peer IP/VPN Client IP:
Peer ID:

Remote Network IP:
Remote Metwork Mask:
Local Network IP:
Local Network Mask:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

Site to Site WPN (LAN-to-LAN)
1

test

ppendss

IPsec XAuth+L2TP+L2TP with IPsec Policy
172.16.3.99

testfor

172.16.3.150

255.255.255.0

192.168.1.1

255.255.255.0

® Go to the VPN Connection Management.
Do another VPN Server Wizard setup.
) Wiew more detailed configurations.

| <Back | | Finish | | Cancel |

Available settings are explained as follows:

Item Description

Go to the VPN Proceed to VPN and Remote Access>>Connection
Connection Management to manage VPN sessions.
Management

Do another VPN
Server Wizard Setup

Rerun the VPN Server Wizard to configure another
LAN-to-LAN VPN profile.

View more detailed
configuration

Open this profile in VPN and Remote Access>>LAN to LAN
to make additional configuration changes.

7.  Click Finish to save the profile, or Back to make changes, or Cancel to exit the wizard

without saving.
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Part || Connectivity
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Q)

WAN

®

LAN

NAT

©

Applications

Routing

It means wide area network. Public IP will be used in
WAN.

It means local area network. Private IP will be used in
LAN.

Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
structure is related to what type of public IP addresses
coming from your ISP.

When the data flow passing through, the Network




lI-1 Port Setup

This page is used for configuring tranmission rate for LAN and WAN ports respectively.

Port Setup

Vigor1000B

£
P7 P8 Fa P10
LAN

WAN1 LAN WAN3 WAN4 WANS WANG
Port P1 P2 P3 P4 P35 P& P7 P8 Pa P10
Function  [WAN v [LAN ~| [waN « | NAN WAN LAN LAN LAN LAN
Speed Auto v [Auto v| [Auto v| [Auto v| [Aute w] [Auto v| Auto v [Auto ~] [Auto ~| [Aute ~]
Auto
1G
- o
Tﬁee;.ame wlar, the sarme group. Members of the same group get modified together
Available settings are explained as follows:
Item Description
Port Display the physical ports on Vigor router.
Function P1 ~ P3 - These ports are switchable between WAN and LAN
ports.
Speed P1 ~ P2 - Available options include Auto, 10G, 2.5G, 1G and
1G_AN.
P3 ~ P10 - Available options include Auto, 1G, 100M, and 10
M.
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[1-2 WAN

It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.
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Web User Interface

lI-2-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1~WANG in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANSs to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN# settings.

This webpage allows you to set general setup for WAN# respectively.

WAN => General Setup

Load Balance Mode: |Aulu Weight V| ‘ IP Based V| ‘ Advance ‘
Index Enable Mode?hgy's:)cealf Port ;;:uenfr:lf?(gsfﬁl)k Active Mode Load Balance
WAN1 SFP+ [ Auto negotiation / P1 0/0 Always On v
WAN3 Ethernet / Auto negotiation / P3 0/0 Always On v
WAN4 Ethernet / Auto negotiation / P4 0/0 Always On v
WANS5 Ethernet / Auto negotiation / P5 0/0 Always On v
WANG Ethernet / Auto negotiation / P& 0/0 Always On v

Note:
The line speed setting of WAN interface is available only when According to Line Speed is selected as the Load Balance Mode.
| OK | | Cancel |

Available settings are explained as follows:

Item Description

Load Balance Mode This option is available for multiple-WAN for getting enough
bandwidth for each WAN port. If you know the practical
bandwidth for your WAN interface, please choose the setting
of According to Line Speed. Otherwise, please choose Auto
Weight to let the router reach the best load balance.

IP Based - The same source / destination IP pair will select
the same WAN interface as policy. It is the default setting.

Session Based- All of the WAN interfaces will be used (as
out-going WAN) for passing through new sessions to get
better transmission speed. Though good speed test result for
throughput might be reached; however, some web site may
not open smoothly, especially the site need authentication,
e.g., FTP.

If you have no strong demand about speed test result, keep
default settings as IP based.

Index (WAN1 ~WANG) Click the WAN interface link under Index to access into the
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WAN configuration page.

Enable

Check the box to enable this WAN interface.

Physical Mode / Type /
Port

Display the physical mode, physical type, and LAN port of
this WAN interface.

Line Speed(Kbps)
DownLink/UpLink

Display the downstream and upstream rate of this WAN
interface.

Active Mode

Display whether this WAN interface is Active device or
backup device.

Backup (WAN#)- Display the backup WAN interface for this
WAN when it is disabled.

Load Balance

V means the function of load balance for such WAN interface
is enabled.

Info In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.

To configure WAN interface settings, click the WAN# link to open the following page.

WAN => General Setup

WAN 3
Enable: Yes w
Display Name: |
Physical Mode: Ethernet
SFP Module:
Wendor Name:
Wendor PN:
Physical Type:
Line Speed(Kbps):
DownlLink D
UpLink 0
VLAM Tag insertion :
Tag value: 0 (0~4095)
Priority: 0 (0~7)
Active Mode: Load Balance:
® wan Failure
O Traffic Threshold
Upload 0K bps (Default unit: K}
Download 0K bps (Default unit: K)
Active When: @® any of the selectad WAN disconnect

O All of the selected WAN disconnect
Cwan 1 wan 3 DJwan 4 CDwan 50 wan 6

Note:

The line speed setting of WAN interface is available only when According to Line Speed is selected as the Load

Balance Mode,

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.
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Physical Type

You can change the physical type for WAN or choose Auto
negotiation for determined by the system.

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Always On - Choose Always On to make the WAN
connection being activated always.

Fallover w

Always On

Failover |

Load Balance: Check this box to enable auto load balance
function for this WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Failover - Choose it to make the WAN connection as a
backup connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

® Traffic Threshold - When the data traffic of active
WAN reaches the traffic threshold (specified here),
the failover WAN will be enabled automatically to
share the overloaded data traffic.

Active When

If you choose Failover as the Active Mode, the option of
Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

®  All of the selected WAN disconnect - Such WAN
connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WANG - Specify the WAN
interface by checking the WAN box.

After finished the above settings, click OK to save the settings.
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11-2-2 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings for
Internet Access. Due to different Physical Mode for WAN interface, the Access Mode for these
connections also varies. Refer to the following figures.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode / Port Access Mode

WAN1 SFP+ / P1 [ Static or Dynamic [P v| | Details Page || IPv5 |
WAN3Z Ethernet / P3 [ Static or Dynamic IP ~| | Details Page || IPv6 |
WAN4 Ethernet / P4 [ Static or Dynamic IP ~| | Details Page || IPv6 |
WANS Ethernet / PS5 [ Static or Dynamic IP ~| | Details Page || IPv6 |
WANG Ethernet / P& [ Static or Dynamic [P v| | Details Page || IPv6 |

| DHCP Client Option |

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1 ~ WANG that entered in

general setup.

Physical Mode / Port It shows the physical connection for WAN(Ethernet) /port
number according to the real network connection.

Access Mode Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

Note that Details Page will be changed slightly based on
physical mode.

IPv6 This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

DHCP Client Option This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number and
data information when such function is enabled and
configured.
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Enable - Check the box to enable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Specify the WAN interface(s) that will be
overwritten by this function. WAN13 ~ WAN52 can be located
under WAN>>Multi-VLAN.

Option Number - Type a number for such function.

DataType - Choose the type (ASCII or Hex) for the data to be
stored.

Data - Type the content of the data to be processed by the
function of DHCP option.

Info If you choose to configure option 61 here, the detailed settings in WAN>>Interface
Access will be overwritten.
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[I-2-2-1 Details Page for PPPoE

To choose PPPoE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WAN3 page. The following web page will be shown.

WAN == Internet Access

WAN 3
PPPoE

Static or Dynamic IP IPvG

® Enable () Disable

ISP Access Setup

PPPIMP Setup

PPP
Authentication

| PAP/CHAP/MS-CHAPIMS-CHAPY2 ~ |

Username |st 63 characters | Idle Timeout -1 second(s)
- 1P
P d Max: 62 characters )
asswor | L | Assignment ) Static '® Dynamic
More Options J (IPCP)
Fixed IP |
WAN Connection Detection Address
Mode PPP Detect v | WAN IP Alias |
MTU Dial-Out Schedule
1442 | Path MTU Discovery | Index(1-15) in Schedule Setup:

(Max:1492)

Note:

[ None ~ |=> [None v

=2 [None ~|== [None ~|

TTL
Change the TTL value

@® Default MAC Address
O Use the following MAC Address
00 1D : AA|: 4B { 3E : 83

| oK

Cancel |

VPN feature may be affected when the value of MTU is changed, please also check your value of VPN
mss by using "VEN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from
1500 -= 1400, then it will need to reduct 100 from mss value.

Available settings are explained as follows:

Item

Description

Enable/Disable

Enable or disable PPPoE access mode.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Username provided by the ISP for PPPoE
authentication.

Password - Password provided by the ISP for PPPoE
authentication.
More Options -

® Service Name (Optional) - Sets the PPP service hame
tag. Required by some ISPs. Leave blank unless
instructed otherwise by your ISP.

WAN Connection
Detection

Configures how the WAN connection is monitored.

Mode - Choose PPP Detect or Ping Detect for the system to
execute for WAN detection.
If you choose Ping Detect as the detection mode, you have
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to enter required settings for the following items.

® Primary/Secondary Ping IP - Enter Primary or Secondary
IP address in this field for pinging.

@ Ping Gateway IP - Enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Time To Live, the maximum allowed
number of hops to the ping destination. Valid values
range from 1 to 255.

® Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

Maximum Transmission Unit, the size of the largest packet,
in bytes, that can be transmitted to the WAN. The maximum
value is 1500. For PPPoE connections, there is always an
8-byte overhead, so the maximum valid MTU value for PPPoE
is 1492.

Path MTU Discovery - Use this feature to determine the
optimal MTU size for the WAN.

Click Path MTU Discovery to open the following dialog.
@ WAN1 Choose IP - Google Chrome [=[=] = |

A F=2 | 192168.1.1/doc/pathmtu.htm

Path MTU to: | IPvd Hostw

MTU size start from 1500 (1000~1500)

| Detect ‘
Note: Path MTU discovery will reduce the MTU size for 2 times.

| Accept | | Cancel |

[ Path MTU to - Select Host / IP, for an IPv4 address or
Host / IPv6, for an IPv6 address, and then enter the IP
address in the textbox.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by - Number of octets by which to
decrease the 1500-byte MTU. Start with a 0 value for
the reduce size and click the Detect button. If the
message Fail is returned, increase the MTU reduce size
and try again. Repeat until you see the message
Success, indicating that the optimal MTU size has been
reached.

[ ) Detect - Click it to detect a suitable MTU value.

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP/MP Setup

PPP Authentication - The protocol used for PPP
authentication.

® PAP only - Only PAP (Password Authentication Protocol)
is used.

®  PAP/CHAP/MS-CHAP/MS-CHAPV2 - Both PAP and CHAP
(Challenge-Handshake Authentication Protocol) can be
used for PPP authentication. Router negotiates with the
PPTP or L2TP server to determine which protocol to

Vigor1000B Series User’s Guide



use.
Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.
Assignment (IPCP) - Configure the router according to how
your ISP allocates WAN IP address(es) to you.

®  Static - ISP has assigned a fixed WAN IP address, which
is to be entered below in Fixed IP Address.

® Dynamic - WAN IP address is dynamically allocated.

Fixed IP Address - Enter a fixed IP address.

WAN IP Alias - Click to enter multiple WAN IP addresses
assigned by your ISP.

[@ WANL IP Alias - Google Chrome [=[=] & ]
A F=Z2 | 17216.2.191/doc/wipalias.htm
WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP
1.
2, O 0.0.0.0
3. O 0.0.0.0
4, O 0.000
5. O 0.0.0.0
a. O 0.0.0.0
Ta O 0.000
8. O 0.0.0.0
9. O 0.0.0.0
10. O 0.000
11. O 0.0.0.0
12. (] 0.0.0.0
13. O 0.000 <

Dial-Out Schedule

Specify up to 4 time schedule entries to enable or disable the
WAN. All the schedules can be set previously in Applications
>> Schedule web page and you can use the number that you
have set in that web page.

TTL Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.
® [f enabled - TTL value will be reduced (-1) when it
passess through Vigor router. It will cause the client,
accessing Internet through Vigor router, be blocked by
certain ISP when TTL value becomes “0”.
® If disabled - TTL value will not be reduced. Then, when
a packet passes through Vigor router, it will not be
cancelled. That is, the client who sends out the packet
will not be blocked by ISP.
MAC Default MAC Address - Use the default MAC address for the

WAN Ethernet port.

Specify a MAC Address - Specify a MAC address for the WAN
Ethernet port. Select this option if your ISP authenticates by
MAC addresses.

After finishing all the settings here, please click OK to activate them.

Vigorl000B Series User’s Guide

79



[I-2-2-2 Details Page for Static or Dynamic IP

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address

to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static

or Dynamic IP tab. The following web page will be shown.

WAN = Internet Access

WAN 3
PPPoE

Static or Dynamic IP IPv6

® Enable O Disable

IP Network Settings

@ Obtain an IP address automatically
More Options !

() Specify an IP address

IP Address [172.16.21.77

Subnet Mask |255.255.255.0

Gateway IP Address |1?2.1E.21.1

| WAN IP Alias |

DNS Server IP Address

Primary Server 5888

Secondary Server 5.5.44

WAN Connection Detection

Mode | ARP Detect v
MTU
| Path MTU Discovery |

Available settings are explained as follows:

Keep WAN Connection
[] Enable PING to keep alive

PING to the IP |

PING Interval Dminute[s}

TTL
Change the TTL value

RIP Routing
[l Enable RIP

Bridge Mode
Enable Bridge Mode
Bridge Subnet

MAC Address

@ Default MAC Address

() Use the following MAC Address
00 1D : AA 4B |1 3E | 83

Item

Description

Enable/Disable

Enable or disable Static or Dynamic IP access mode.

IP Network Settings

Obtain an IP address automatically - The router receives IP
configuration information from a DHCP server.

More Options - Click to set more options.

Router Name - Used by some ISPs. Contact your ISP for
the appropriate values.

Domain Name -Used by some ISPs. Contact your ISP for
the appropriate values.

Enable DHCP Client Identifier* - Used by some ISPs
that authenticates using DHCP Client Identifier (Option
61). To enable, tick this box and fill out the Username
and Password fields below.
Specify an IP address -Use the IP address, Subnet Mask and
Gateway values specified below.

IP Address -WAN IP address assigned by the ISP.

Subnet Mask -WAN subnet mask.
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Gateway IP Address - IP address of the WAN Gateway.

WAN IP Alias - Click to enter multiple WAN IP addresses
assigned by your ISP.

[ @ WANL IP Alias - Google Chrome (=]@] % ]
A == | 172.16.2.191/doc/wipalias.htm
WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP
1.
2. O 0.000
s O 0.0.0.0
4. O 0.0.0.0
5. O 0.000
6. ] 0.0.0.0
7. O 0.0.0.0
8. O 0.000
9. O 0.0.0.0
10. O 0.0.0.0
11. O 0.0.0.0
12. ] 0.0.0.0
13. O 0.0.0.0 &

DNS Server IP Address

Primary IP Address - IP address of primary DNS server.
Secondary IP Address - IP address of secondary DNS server.

WAN Connection
Detection

Configures how the WAN connection is monitored.

Mode - Choose ARP Detect, Ping Detect, Always On or Strict
ARP Detect for the system to execute for WAN detection.

ARP Detect - The router broadcasts an ARP request
every 5 seconds. If no response is received within 30
seconds, the WAN connection is deemed to have failed.

Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.

Always On- The router assumes the WAN connection is
always active.

If you choose Ping Detect as the detection mode, you have
to enter required settings for the following items.

Primary/Secondary Ping IP - Enter Primary or
Secondary IP address in this field for pinging.

Ping Gateway IP - Enable this setting to use current
WAN gateway IP address for pinging.

With the IP address(es) pinging, Vigor router can check
if the WAN connection is on or off.

TTL (Time to Live) - Time To Live, the maximum
allowed number of hops to the ping destination. Valid
values range from 1 to 255.
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®  Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system
is allowed to execute the PING operation before WAN
disconnection is judged.

MTU

Maximum Transmission Unit, the size of the largest packet,
in bytes, that can be transmitted to the WAN. The maximum
value is 1500. For PPPoE connections, there is always an
8-byte overhead, so the maximum valid MTU value for PPPoE
is 1492.

Path MTU Discovery - Use this feature to determine the
optimal MTU size for the WAN.

Click Path MTU Discovery to open the following dialog.

o WAN1 Choose IP - Google Chrome == = |
A F2=2 | 192168.1.1/doc/pathmtu.htm
Path MTU to: [IPv4 Host v | [ |
MTU size start from 1500 (1000~1500)

| Deatect ‘
Note: Path MTU discovery will reduce the MTU size for 3 times.

| Accept | [ Cancel |

[ Path MTU to - Select Host / IP, for an IPv4 address or
Host / IPv6, for an IPv6 address, and then enter the IP
address in the textbox.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by - Number of octets by which to
decrease the 1500-byte MTU. Start with a 0 value for
the reduce size and click the Detect button. If the
message Fail is returned, increase the MTU reduce size
and try again. Repeat until you see the message
Success, indicating that the optimal MTU size has been
reached.

® Detect - Click it to detect a suitable MTU value.

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

Keep WAN Connection

Enable PING to keep alive - If selected, ping a WAN host to
maintain the connection. If unselected, ping to keep WAN
alive is disabled.

PING to the IP - IP address of host to be pinged.

PING Interval - Number of minutes to wait before sending a
ping request to the WAN host.

TTL

Change the TTL value - Check the box to enable the TTL
(Time to Live) for a packet transmitted through Vigor router.

® [f enabled - TTL value will be reduced (-1) when it
passess through Vigor router. It will cause the client,
accessing Internet through Vigor router, be blocked by
certain ISP when TTL value becomes “0”.

®  If disabled - TTL value will not be reduced. Then, when
a packet passes through Vigor router, it will not be
cancelled. That is, the client who sends out the packet
will not be blocked by ISP.
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RIP Protocol

Routing Information Protocol is abbreviated as RIP(RFC1058).

If selected, the router can exchange routing information
with other routers.

Bridge Mode

Enable Bridge Mode - If selected, the router will bridge the
WAN connection to a LAN group.

Enable Full Bridge Mode - If the function is enabled, the
router will work as a bridge modem which is able to forward
incoming packets with VLAN tags.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - LAN subnet to be bridged.

MAC Address

Default MAC Address - Use the default MAC address for the

WAN Ethernet port.

Specify a MAC Address - Specify a MAC address for the WAN
Ethernet port. Select this option if your ISP authenticates by
MAC addresses.

After finishing all the settings here, please click OK to activate them.
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[I-2-2-3 Details Page for IPv6 — Offline in Ethernet WAN

When Offline is selected, the IPv6 connection will be disabled.

WAN == Internet Access d
WAN 1
PPPoE Static or Dynamic IP IPv6
Internet Access Mode
Connection Type
QK | | Cancel

[1-2-2-4 Details Page for IPv6 — PPP

IPv6 WAN address is assigned along with the IPv4 WAN address during PPPOE negotiation. This
IPv6 access mode requires that the IPv4 uses PPPOE.

WAN >> Internet Access d

WAN 1
PPPoE Static or Dynamic IP IPvé

Internet Access Mode
Connection Type PFP hd

WAN Connection Detection

Mode
RIPng Protocol
[JEnable

Note: IPv4 WAN setting should be PPPoE / PPPoA client.

| OK | | Cancel |

Available settings are explained as follows:

Item Description
WAN Connection Configures how the WAN connection is monitored.
Detection Mode - Choose Ping Detect or Always On for the system to

execute for the WAN detection.

® Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.

®  Always On - The router assumes the WAN connection is
always active.

If you choose Ping Detect as the detection mode, you have
to enter required settings for the following items.

® Ping IP/Hostname - Enter IP address in this field for
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pinging.

® TTL (Time to Live) - Time To Live, the maximum
allowed number of hops to the ping destination. Valid
values range from 1 to 255.

RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Below shows an example for successful IPv6 connection based on PPP mode.

Info At present, the IPv6 prefix can be acquired via the PPPOE mode connection which is
available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

11-2-2-5 Details Page for IPv6 — TSPC

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.
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WAN >> Internet Access

WAN 1
PPPoE Static or Dynamic IP IPv6
Internet Access Mode
Cannection Type [TSPC v
TSPC Configuration
Username |r.1:—:>< 63 characters |
Password |[.1ex 63 characters |
Tunnel Broker | |
WAN Connection Detection
Mode

Ping IP/Hostname
TTL(1-255,0:Auto)

T

[ ok | | Cancel |

Available settings are explained as follows:

Item

Description

Username

Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63
characters.

Password

Enter the password assigned with the user name.

Tunnel Broker

Enter the address for the tunnel broker IP, FQDN or an
optional port number.

WAN Connection
Detection

Configures how the WAN connection is monitored.

Mode - Choose Ping Detect or Always On for the system to
execute for the WAN detection.

® Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.

® Always On - The router assumes the WAN connection is
always active.

If you choose Ping Detect as the detection mode, you have

to enter required settings for the following items.

®  Ping IP/Hostname - Enter IP address in this field for
pinging.

® TTL (Time to Live) - Time To Live, the maximum

allowed number of hops to the ping destination. Valid
values range from 1 to 255.

After finished the above settings, click OK to save the settings.
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[I-2-2-6 Details Page for IPv6 — AICCU

WAN == Internet Access d

WAN 1
PPPoE Static or Dynamic IP IPv6

Internet Access Mode

Connection Type AICCU -

AICCU Configuration
[J Always on

Username |I'-.-'lsx A

Password |l‘-.-'1sx 5

Tunnel ID |

|
|
Tunnel Broker |tic.sixxs.net |
|
|

Subnet Prafix |

WAN Connection Detection

Mode

Ping IP/Hostname

T

TTL(1-255,0:Auto)

Note: If "Always On" is not enabled, AICCU connection would only retry three times.

| oK | | Cancel |

Available settings are explained as follows:

Item Description
Always On If selected, always attempt to reconnect if connection is
lost.

If unselected, reconnect up to 3 times if connection is lost.

Username Login Username.

Enter the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.

Password Login Password.
Enter the password.

Tunnel Broker Address of the tunnel broker. The server can provide IPv6
tunnels to sites or end users over IPv4.

Enter the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g., T115394).

Type the ID offered by Tunnel Broker.

Subnet Prefix Type the subnet prefix address obtained from service
provider.

The maximum length of the prefix you can set is 128
characters.
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WAN Connection Configures how the WAN connection is monitored.

Detection Mode - Choose Ping Detect or Always On for the system to
execute for the WAN detection.

® Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.

® Always On - The router assumes the WAN connection is
always active.

If you choose Ping Detect as the detection mode, you have

to enter required settings for the following items.

® Ping IP/Hostname - Enter an IP address in this field for
pinging.

® TTL (Time to Live) - Time To Live, the maximum

allowed number of hops to the ping destination. Valid
values range from 1 to 255.

After finished the above settings, click OK to save the settings.
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[I-2-2-7 Details Page for IPv6 — DHCPv6 Client

DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAN == Internet Access

WAN 1
PPPoE

o

Static or Dynamic IP IPv6

Internet Access Mode
Connection Type

DHCPv6 Client Configuration

WAN Connection Detection
Mode

RIPng Protocol
[(Jenable

DHCPvE Client

IAID (Identity Association ID) [3383716053 |

Bridge Mode
Enable Bridge Mode
Bridge Subnet

OK | | Cancel |

Available settings are explained as follows:

Item

Description

DHCPv6 Client
Configuration

IAID - Unique integer that identifies this WAN interface.

WAN Connection
Detection

Configures how the WAN connection is monitored.

Mode - Choose Always On, Ping Detect or NS Detect for the
system to execute for WAN detection.

Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.

Always On - The router assumes the WAN connection is
always active.

NS Detect - The router verifies connectivity by issuing
Neighbor Solicitation packets.

If you choose Ping Detect as the detection mode, you have
to enter required settings for the following items.

Ping IP/Hostname - Enter an IP address in this field for
pinging.
TTL (Time to Live) -Time To Live, the maximum

allowed number of hops to the ping destination. Valid
values range from 1 to 255.

RIPng Protocol

RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.
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Bridge Mode Enable Bridge Mode - If selected, the router will bridge the
WAN connection to a LAN group.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - LAN subnet to be bridged.

After finished the above settings, click OK to save the settings.

[I-2-2-8 Details Page for IPv6 — Static IPv6

This type allows you to setup static IPv6 address for WAN interface.

WAN == Internet Access d
WAN 1
PPPoE Static or Dynamic IP IPv6
Internet Access Mode
Connection Type
Static IPv6 Address Configuration
IPv6 Address / Prefix Length
|/ | [ Add | [ Update | [ Delete |

Current IPv6 Address Table

Index IPFvé Rddress/Frefix Length Scaope

Static IPv6 Gateway configuration
IPvE Gateway Address

WAN Connection Detection

Mode
RIPng Protocol
[JEnable
Bridge Mode
Enable Bridge Mode
Bridge Subnet LANT w
| oK || Ccancel |

Available settings are explained as follows:

Item Description
Static IPv6 Address IPv6 Address - WAN IPv6 address assigned by the ISP.
Configuration Prefix Length - Length of the IPv6 prefix.

Add - Click this button to add the values in the IPv6 Address
and Prefix Length fields to the IPv6 address table.

Update - Click it to modify an existed entry.
Delete - To remove an IPv6 address, select it by clicking on
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the entry in the Current IPv6 Address Table, then click the
Delete button.

Current IPv6 Address Display current interface IPv6 address.

Table

Static IPv6 Gateway IPv6 Gateway Address - IPv6 address of the ISP gateway.
Configuration

WAN Connection Configures how the WAN connection is monitored.
Detection Mode - Choose Always On, Ping Detect or NS Detect for the

system to execute for WAN detection.

® Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.

® Always On - The router assumes the WAN connection is
always active.

® NS Detect - The router verifies connectivity by issuing
Neighbor Solicitation packets.

If you choose Ping Detect as the detection mode, you have
to enter required settings for the following items.

®  Ping IP/Hostname - Enter an IP address in this field for
pinging.
® TTL (Time to Live) -Time To Live, the maximum

allowed number of hops to the ping destination. Valid
values range from 1 to 255.

RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Bridge Mode Enable Bridge Mode - If selected, the router will bridge the
WAN connection to a LAN group.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - LAN subnet to be bridged.

After finished the above settings, click OK to save the settings.

[1-2-2-9 Details Page for IPv6 — 6in4 Static Tunnel

This type allows you to setup 6in4 Static Tunnel for WAN interface.
Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than anycast endpoint. The mode has more reliability.
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WAN == Internet Access

WAN 1
PPPoE

Static or Dynamic IP IPvé

Internet Access Mode
Connection Type

6in4 Static Tunnel
Remote Endpoint IPv4 Address

6in4 IPvE Address
LAMN Routed Prefix
Tunnel TTL

WAN Connection Detection
Mode

Ping IP/Hostname

TTL(1-255,0:Auto)

Gind Static Tunnel v

| | /(54 |(default:64)
| | /|84 |(default:e4)
255 |(default:255)

|
o]

| ok | | Cancel |

Available settings are explained as follows:

Item

Description

6in4 Static Tunnel

Remote Endpoint IPv4 Address - WAN IPv6 address assigned
by the tunnel provider.

6in4 IPv6 Address - WAN IPv6 address and prefix length
assigned by the tunnel provider.

LAN Routed Prefix - LAN IPv6 address prefix and prefix
length.

Tunnel TTL - Time to live value, which is the maximum
number of hops allowed to the endpoint.

WAN Connection
Detection

Configures how the WAN connection is monitored.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

® Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.

® Always On - The router assumes the WAN connection is
always active.

If you choose Ping Detect as the detection mode, you have

to enter required settings for the following items.

® Ping IP/Hostname - Enter an IP address in this field for
pinging.

® TTL (Time to Live) -Time To Live, the maximum

allowed number of hops to the ping destination. Valid
values range from 1 to 255.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.
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Online Status

Physical Connection
IPv4 IPvé

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6in4 Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) =
FEB0::COA8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302
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[1-2-2-10 Details Page for IPv6 — 6rd

This type allows you to setup 6rd for WAN interface.

WAN == Internet Access

WAN 3
PPPoE Static or Dynamic IP IPvG
Internet Access Mode
Connection Type [6rd hd

6rd Settings
6rd Mode

Static 6rd Settings
IPv4 Border Relay:
IPv4 Mask Length:
ord Prefix:
6rd Prefix Length:

WAN Connection Detection
Mode

O Auto 6rd @ Static 6rd

Always On ~

| 0K | | Cancel |

Available settings are explained as follows:

Item

Description

6rd Settings

Auto 6rd - Used in conjunction with DHCPv4, the router
automatically provisions IPv6 using option 212.

Static 6rd - IPv6 configuration information is manually
entered.

Static 6rd Settings

IPv4 Border Relay - Enter the IPv4 addresses of the 6rd
Border Relay for a given 6rd domain.

IPv4 Mask Length - Number of high-order bits that are
identical in the IPv4 addresses within the 6rd domain. These
bits are excluded when constructing the 6rd delegated
prefix.

It may be any value between 0 and 32.
6rd Prefix - Enter the 6rd IPv6 address.

6rd Prefix Length - Enter the IPv6 prefix length for the 6rd
IPv6 prefix in number of bits.
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WAN Connection
Detection

Configures how the WAN connection is monitored.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

® Ping Detect - The router sends an ICMP (Internet
Control Message Protocol) echo request every second to
the host, whose address is specified in the Ping IP field,
to verify the WAN connection. If the remote host does
not respond within 30 seconds, the WAN connection is
deemed to have failed.

® Always On - The router assumes the WAN connection is
always active.

If you choose Ping Detect as the detection mode, you have

to enter required settings for the following items.

®  Ping IP/Hostname - Enter an IP address in this field for
pinging.

® TTL (Time to Live) -Time To Live, the maximum

allowed number of hops to the ping destination. Valid
values range from 1 to 255.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connecticn

System Uptime: Oday 0:9:15

IPv4 IPvE

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FEB3:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

4] LS 1354 18040
WAN1 IPv6 Status

Enable Mede Up Time

Yes 6rd 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 E=s
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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[I-2-3 Multi-VLAN

Multi-VLAN lets you configure multiple VLAN groups.

Channel 1 to 8 have the following fixed assignments and cannot be altered.

Channels 13 through 52 can be configured as virtual WANSs.

General

The system allows you to set up to eight channels used as multi-VLAN.

WAN >> Multi VLAN

Multi-VLAN

General
Channel Display Name Enable WAN Type VLAN Tag Port-based Bridge
1 Ethernet{WAN1) None
3 Ethernet{WAN3) Mone
4 Ethernet{WAN4) None
5 Ethernet{WANS) Mone
6 Ethernet{WANG) None
13. WAN13 O Ethernet{WAN1) Mone Enable P2l 'P7 /P8 P9 P10
14, WAN14 a Ethernet(WAN1) MNone Enable P2LIp7 LIPS LIPS LIP10
15. WAN15 O Ethernet{WAN1) Mone Enable = P2 P7 P8 P9 P10
16. WAN16 a Ethernet{WAN1) Mone Enable p2LpzLIp8 LIPOL P10
17. WAN17 ] Ethernet(WAN1) MNone Enable P2 P7 /P8 P9 P10
18. WAN18 O Ethernet{WAN1) None Enable P2 P7 P8 P9 P10
19. waAnN19 a Ethernet{WAN1) Mone Enable P2 P7 /P8 PO P10
20. WAN20 O Ethernet{WAN1) None Enable P2LIp7LIP8 LIPS LIP10O
21. WANZ1 O Ethernet{WAN1) Mone Enable = P2 P7 P8 P9 P10
22. WAN22 a Ethernet{WAN1) Mone Enable p2LpzLIp8 LIPOL P10
23. WAN23 O Ethernet(WAN1) MNone Enable P2 P7 P8 P9 P10
24, WAN24 O Ethernet(WAN1) Mone Enable P2 P7 P8 P9 P10
25. WAN25 a Ethernet{WAN1) Mone Enable P2 P7 /P8 PO P10
26. WAN26 O Ethernet{WAN1) None Enable P2LIp7LIP8 LIPS LIP10O
27, WANZ7 O Ethernet{WAN1) Mone Enable = P2 P7 P8 P9 P10
28. WAN28 a Ethernet{WAN1) MNone Enable Pp2Lp7 LIPS LIPS LIP10
29. WAN29 O Ethernet(WAN1) MNone Enable P2 P7 P8 P9 P10
30. WAN3O0 O Ethernet(WAN1) Mone Enable P2 P7 P8 P9 P10
31. waN31 O Ethernet{WAN1) None Enable pzl lp7 . Ipgl pol IP10

Available settings are explained as follows:

Item Description
Channel Display the number of each channel.
Channels 1~6 are used by the Internet Access web user
interface and can not be configured here.
Channels 13 ~ 52 are configurable.
Enable Display whether the settings in this channel are enabled
(checked) or not (unchecked).
WAN Type Displays the physical medium that the channel will use.
VLAN Tag Displays the VLAN tag value that will be used for the packets

traveling on this channel.
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Click any index (13~52) to get the following web page:

WAN == Multi-VLAN >> Channel 13

[J Enable Channel 13:
Display Name:
WAN Type :

General Settings
VLAN Header
WVLAN Tag: 0
Priority:

Note:

Physical Members

Note:

WAM Setup:

P2 P7 P8 P9 P10

Tag value must be set between 1~4095 and unique for each channel.
Only one channel can be untagged (equal to 0) at a time.

Open Port-based Bridge Connection for this Channel

P10 is reserved for NAT use,and cannot be configured for bridge mode.

Open WAN Interface for this Channel
WAN Application: Management

Load Balance:

IPTV

ISP Access Setup

Username

Password

PPP Authentication
Always On

Idle Timeout -1
IP Address From ISP

Fixed IP Address

secon

Fixed IP Yes No (Dynamic IP)

WAN IP Network Settings
Obtain an IP address automatically
Router Mame Vigor
Domain Name
*: Required for some ISPs
d(s) Specify an IP address
IF Address
Subnet Mask
Gateway IP Address
DNS Server IP Address
Primary IP Address 8.8

Secondary IP Address 8.8

OK | | Cancel |

Available settings are explained as follows:

Item

Description

Enable Channel 13~52

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the
Multi-VLAN application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

General Settings

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

Open Port-based Bridge

If selected, bridge this channel to one or more LAN ports.

Vigorl000B Series User’s Guide

97



98

Connection for this
Channel

Physical Members - If selected, a channel is bridged to this
LAN port.

Note: LAN port P10 is reserved for NAT use and cannot be
selected for bridging.

Open WAN Interface for
this Channel

If selected, NAT (Network Address Translation) will be
applied to this channel to create a virtual WAN. The virtual
WAN carries the same number as the channel itself.
WAN Application - The intended usage of this channel.
® Management - The router can be managed using the
web-based configuration, telnet and TR-069 via this
channel.
® IPTV - IGMP packets can be sent to IPTV servers on this
channel.
WAN Setup - The WAN access method of this channel.
Available options are PPPOE/PPP0A and Static or Dynamic IP.
® PPPoOE/PPPOA - When PPPOE/PPPOA is selected, the ISP
Access Setup and IP Address From ISP settings are
available for configuration, and will be used to establish
the WAN connection.
® Static or Dynamic IP - When Static or Dynamic IP is
selected, the WAN IP Network Settings and DNS Server IP
Address settings are available for configuration, and will
be used to establish the WAN connection.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Name provided by the ISP for PPPOE/PPPoA

authentication. Maximum length is 62 characters.

Password - Password provided by the ISP for PPPOE/PPPoA

authentication. Maximum length is 62 characters.

PPP Authentication -The protocol used for PPP

authentication.

® PAP only- Only PAP (Password Authentication Protocol)
is used.

® PAP or CHAP- Both PAP and CHAP (Challenge-Handshake
Authentication Protocol) can be used for PPP
authentication. Router negotiates with the PPTP or L2TP
server to determine which protocol to use.

Always On - If selected, the router will maintain the
PPPOE/PPPOA connection.
Idle Timeout - Maximum length of time, in seconds, of idling
allowed (no traffic) before the connection is dropped.
IP Address from ISP - Specifies how the WAN IP address of
the channel configured.
® FixedIP
Yes - IP address entered in the Fixed IP Address field
will be used as the IP address of the virtual WAN.
No - Virtual WAN IP address will be assigned by the
ISP’s PPPOE/PPPOA server.

® Fixed IP Adderss - Enter an IP address.

WAN IP Network Settings

Obtain an IP address automatically - Select this option if the
router is to receive IP configuration information from a DHCP
server.

® Router Name - Sets the value of DHCP Option 12, which
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is used by some ISPs.

@® Domain Name - Sets the value of DHCP Option 15,
which is used by some ISPs.

Specify an IP address - Select this option to manually enter
the IP address.

® |P Address - Enter the IP address.
® Subnet Mask - Enter the subnet mask.
® Gateway IP Address - Enter gateway IP address.

DNS Server IP Address - Enter the primary IP address for the
router if you want to use Static IP mode. If necessary, Enter
secondary IP address for necessity in the future.

After finished the above settings, click OK to save the settings and return to previous page.
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[I-2-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent overcharges for data transmission by the ISP. Please note that the
Quota Limit and Billing cycle day of month settings will need to be configured correctly first
in order for some period calculations to be performed correctly.

The WAN Budget feature allows you to conveniently keep track of Internet traffic volume.

You can:

- set up calendar cycles to monitor;

- limit your Internet usage according to your ISP's quota;

- set up action(s) to take when the quota is exceeded.

[1-2-4-1 General Setup

WAN == WAN Budget

General Setup Status
Index Enable Quota When quota exceeded Time cycle Duration
WAN1 L oMB/OMB 0/00/00 00:00~0/00/00 00:00
WAN3 O OMB/OMB 0/00/00 00:00~0/00/00 00:00
WAN4 O oMB/OMB 0/00/00 00:00~0/00/00 00:00
WAN5 O OMB/OMB 0/00/00 00:00~0/00/00 00:00
WANG O oMB/OMB 0/00/00 00:00~0/00/00 00:00
Note:

1.The budget traffic information provided here is for reference only, please consult your ISP for the actual

traffic usage and charges.

2.When hardware acceleration function is used, the monitered WAN traffic of Ethernet WAN interfaces may be

slightly inaccurate.

| oKk | | Cancel |
Item Description
Index The WAN port.
Click to configure WAN Budget for a particular WAN.
Enable Check the box to enable the WAN Budget.
Quota The current cycle’s Internet usage is expressed as x/y where

x is the cumulative usage and y is the upper limit. For
example, 100MB/200MB means the usage thus far in this
cycle is 100MB, and the upper limit is 200MB.

When quota exceeded

Actions to be taken once the quota is reached.
Shutdown - WAN will be disabled.
Mail Alert - Email will be sent to the administrator.

Time cycle

Reset frequency of the usage data.

Monthly - The Monthly option in the Criterion and Action
tab was used to set up the usage quota.

User Defined: The User Defined option in the Criterion and
Action tab was used to set up the usage gota.

Duration

Start and end timestamps of the current cycle.

Click WAN1 (to WANS) link to open the following web page.
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WAN == WAN Budget

WAN 1

Enable
Criterion and Action

Quota Limit:

Monthly

When quota exceeded :

Select the day of a month when your (cellular) data resets.

Data guota resets on day at

0 | MB |
[ shutdown WAN interface

Using Notification Object

Set Mail Alert or SMS message.

Custom

Note:

1. Please make sure the Time and Date of the router is configured.
2. SMS message and mail will be sent when the usage reaches 95% and 100% of quota.

| OK | | Cancel |

Available settings are explained as follows:

Item Description
Enable When selected, WAN Budget is enabled for this WAN.
Quota Limit Enter the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded

Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
such WAN interface will be terminated.

®  Using Notification Object - The system will send out a
notification based on the content of the notification
object.

@® Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running

out.

Monthly Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
of resetting the traffic record every month.

Monthly Custom
Select the day of 3 month when your (cellular) data resets.
Data quota resets on day |1 | at|00:00 |
Data quota resets on day ... - You can determine the starting
day in one month.
Custom This setting allows the user to define the billing cycle

according to his request. The WAN budget will be reset with
an interval of billing cycle.

Monthly is default setting. If long period or a short period is
required, use Custom. The period of cycle duration is
between 1 day and 60 days. You can determine the cycle
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duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Use Cycle in hours -
Monthly Custom

@® use Cycle in hours
() Use Cycle in days
Usage counter resets at the beginning of each cycle.

Cycle duration : days and hours
Today is day in the cycle.

® Cycle duration: Specify the days and hours to reset the
traffic record. For example, 7 means the whole cycle is 7
days; 20 means the whole cycle is 20 days. When the time
is up, the router will reset the traffic record
automatically.

@ Today is day - Specify the day in the cycle as the starting
point which Vigor router will reset the traffic record. For
example, “3” means the third day of the cycle duration.

Use Cycle in days -
Monthly Custom

) use Cycle in hours

® use Cycle in days

Usage counter resets at the beginning of each cycle.

Cycle duration : days.

Today is day in the cycle and data quota resets at

® Cycle duration: Specify the days to reset the traffic
record. For example, 7 means the whole cycle is 7 days;
20 means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.

® Today is day - Specify the day and time for data quota
rest in the cycle as the starting point which Vigor router
will reset the traffic record. For example, “3” means the
third day of the cycle duration.

After finished the above settings, click OK to save the settings.
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[I-2-4-2 Status
The status page displays the status WAN budget, including the duration and the usage.

WAN >> WAN Budget
General Setup Status
Refresh Minis) |1 | Refresh |
Interface: Wan2 Duration: [2014/07419 11:00~2014M08/07 11:00 |
1000MB

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Mail Alert is selected. Or, the
system will send out SMS message to the administrator if SMS message is selected.

VAN >> WAN Budget

General Setup Status
Refresh Minis) |1 |« | Refresh |
Interface: WaN2 Duration: [2014/07419 11:00~201408/07 11:00 |
2500MB
SME
250%
™
[ + |
1000MB
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lI-3 LAN

104

A LAN(Local Area Network) comprises a collection of LAN clients, which are networked
devices on your premises. A LAN client can be a computer, a printer, a Voice-over-IP (VolIP)
phone, a mobile phone, a gaming console, an Internet Protocol Television (IPTV), etc, and can
have either a wired (using Ethernet cabling) or wireless (using Wi-Fi) network connection.

LAN clients within the same LAN are normally able to communicate with one another directly,
as they are peers to one another, unless measures, such as firewalls or VLANs, have been put
in place to restrict such access. Nowadays the most common LAN firewalls are implemented
on the LAN client itself. For example, Microsoft Windows since Windows XP and Apple OS X
have built-in firewalls that can be configured to restrict traffic coming in and going out of the
computer. VLANs, on the other hand, are usually set up using network switches or routers.

To communicate with the hosts outside of the LAN, LAN clients have to go through a network
gateway, which in most cases is a router that sits between the LAN and the ISP network,
which is the WAN. The router acts as a director to ensure traffic between the LAN and the
WAN reach their intended destinations.

IP Address

On most broadband networks, the ISP assigns a single WAN IP address to the subscriber. All
LAN clients have to share this WAN IP address when accessing the Internet. To achieve this, a
technique called Network Address Translation (NAT) is used. Under NAT, a private block of IP
addresses is assigned to the LAN clients, which communicate with WAN hosts through the
router, also known as the gateway.

On outgoing traffic to the WAN, the router makes note that a LAN client has attempted to
reach a WAN host, and forwards the request to the intended WAN recipient.

On traffic incoming to the LAN from a WAN host, the router checks its records to see if a
matching outstanding request from a LAN client to this WAN host exists, and if so, forwards it
to the LAN client. Otherwise, the traffic is dropped.

There are 3 distinct blocks of IPv4 address that are reserved for use as private IP addresses on
a LAN.

Name IP Address Range Number of Available Largest Subnet Mask
Addresses

24-bit Block | 10.0.0.0 to 16,777,216 255.0.0.0
10.255.255.255

20-bit Block | 172.16.0.0 to 1,048,576 255.240.0.0
172.31.255.255

16-bit Block | 192.168.0.0 to 65,536 255.255.0.0
192.168.255.255

The default beginning IP Address of LAN 1 is 192.168.1.1, and the Subnet Mask is
255.255.255.0, for a total of 254 assignable IP addresses, from 192.168.1.1 to 192.168.1.254.
The final IP address of the selected range is reserved for routing and cannot be assigned to a
LAN client.

In most cases, the default IP address block should work satisfactorily. However, there are
situations where you need to select a different address block, such as when you need to
communicate with other LANs that already use the same address block.

Private IP addresses can be assigned automatically to LAN clients using Dynamic Host
Configuration Protocol (DHCP), or manually assigned. The DHCP server can either be the
router (the most common case), or a separate server, that hands out IP addresses to DHCP
clients.
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Alternatively, static IP addresses can be manually configured on LAN clients as part of their
network settings. No matter how IP addresses are configured, it is important that no two
devices get the same IP address. If both DHCP and static assignment are used on a network, it
is important to exclude the static IP addresses from the DHCP IP pool. For example, if your
LAN uses the 192.168.1.x subnet and you have 20 DHCP clients and 20 static IP clients, you
could configure 192.168.1.10 as the Start IP Address, 50 as the IP Pool Counts (enough for the
current number of DHCP clients, plus room for future expansion), and use addresses greater
than 192.168.1.100 for static assignment.
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Web User Interface
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To begin configuring the LAN settings, select LAN>>General Settings from the menu bar of the
Web UI.

| AN

pture

11-3-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are several subnets provided by the router which allow users to divide groups into
different subnets (LAN2 - LAN100). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 -

LAN50 can be operated under NAT or Route mode. IP Routed Subnet can be operated under
Route mode.

LAN 1 is always enabled and is used as the default subnet. LANs 2 to 100 are subnets to be
used in conjunction with Virtual LANs (VLANs). Each VLAN can be configured to allow or
disallow communication with other VLANs using the Inter-LAN Routing matrix.

To configure a subnet, select its Details Page button to bring up the LAN Details Page.

LAN >> General Setup

General Setup

Index Description Enable DHCP IP Address
LAN 1 % % 192,168.100.1 Details Page
1P Routed Subnet O 192.168.0.1 Details Page

DHCP Server Option

Note:
Please enable LAN 2 - 100 on LAN >> VLAN page before configure them.

[JForce router to use "DNS server TP address" settings specified in
Inter-LAN Routing

Subnet L?N L;N LgN L.:N LgN LJ;N L?N LIS\N L.;N LIA[I;l L{\IN L]#-\ZN L;N LIA: L1A5N Li\g L;\]N L1A§;‘

LAN 1

LAN 2

LAN 3

LAN 4

LAN 5

LAN 6 T

:

Available settings are explained as follows:

Item Description

General Setup Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.
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Enable - Basically, LAN1 status is enabled in default. LAN2 -
LAN100 and IP Routed Subnet can be configured after
enabling via LAN>>VLAN.

DHCP- LAN1 is configured with DHCP in default. If required,
please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

DHCP Server Options

DHCP packets can be processed by adding option number and
data information when such function is enabled.

For detailed information, refer to later section.

Force router to use “DNS
Server IP address”...

Force Vigor router to use DNS servers configured in LAN port
instead of DNS servers given by the Internet Access server
(PPPOE, PPTP, L2TP or DHCP server).

Inter-LAN Routing

Check the box to link two or more different subnets (LAN and
LAN).

Inter-LAN Routing allows different LAN subnets to be
interconnected or isolated.

It is only available when the VLAN functionality is enabled.
Refer to section II-3-2 VLAN on how to set up VLANSs.
In the Inter-LAN Routing matrix, a selected checkbox means

that the 2 intersecting LANs can communicate with each
other.

When you finish the configuration, please click OK to save and exit this page.

1)

Info To configure a subnet, select its Detials Page button to bring up the LAN

Details Page.

[I-3-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

This page has two tabs, LAN Ethernet TCP/IP and DHCP Setup, which sets up the IPv4 LAN
environment, and LAN IPv6 Setup, which sets up the IPv6 environment.
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LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

Network Configuration

DHCP Server Configuration

Description: |

| () Disable @ Enable Server ) Enable Relay

For NAT Usage Agent
IP Address |192_153.1UD‘.1 | Start [P Address |192.153.1UD.10 |
Subnat Mask [2552552550/24 | IP Pool Counts 200 (max. 4093)

LAN IP Alias

RIP Protocol Control

Gateway IP Address |192.168.100.1 |
Lease Time |86400 Its)

Clear DHCP lease for inactive clients
pericdically

DNS Server IP Address
Primary IP Address | |
Secondary IP Address | |

Note: Change IP Address or Subnet Mask in Network Configuration will also change HA LAN1 Virtual IP

to the same domain IP.

Available settings are explained as follows:

Item

Description

Network Configuration

For NAT Usage,

IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

LAN IP Alias -Such feature allows specifying multiple
gateways (under a switch) with different WAN interfaces for
accessing the Internet via the Vigor router.

6 LAN 1 1P Alias - Google Chrome (=]3] 3% |
A == | 192168.1.1/doc/lanipalias.htm B
LAN 1 IP Alias
Index Enable LANIP Qutput Interface
1. O MNone w
2 O
3. O MNone
a0
5 O MNone w
Note:

1.LAM IP Alias only applies to muti-gateway usage. When a LAN
host set its gateway as LAN IP Alias, Vigor Router will route the
host's packets through the specified Output Interface.

2. Route Policy has a higher priority than the LAN IP Alias Output
Interface setting.

OK | | ClearAll | [ Cancel

RIP Protocol Control,
Enable -When Enabled, the router will attempt to exchange
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routing information with neighbouring routers using the
Routing Information Protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Disable - Disables the built-in DHCP server on the router.

Enable Server - Enables the built-in DHCP server on the
router.

®  Start IP Address - The beginning LAN IP address that is
given out to LAN DHCP clients.

® [P Pool Counts - The maximum number of IP addresses
to be handed out by DHCP. The default value is 200.
Valid range is between 1 and 1021. The actual number
of IP addresses available for assignment is the IP Pool
Counts, or 1021 minus the last octet of the Start IP
Address, whichever is smaller.

®  Gateway IP Address - The IP address of the gateway,
which is the host on the LAN that relays all traffic
coming into and going out of the LAN. The gateway is
normally the router, and therefore the Gateway IP
Address should be identical to the IP Address in the
Network Configuration section above.

® |ease Time - The maximum duration DHCP-issued IP
addresses can be used before they have to be renewed.

® Clear DHCP lease for inactive clients periodically - If
selected, the router sends ARP requests recycles IP
addresses previously assigned to inactive DHCP clients
to prevent exhaustion of the IP address pool.

Note: When Clear DHCP lease for inactive clients
periodically is enabled, router will do the following:

B Check activities of DHCP clients by ARP requests
every minute when the available DHCP IP
addresses are less than 30

[ | Clear DHCP lease when the client is not
responding ARP replies.

Enable Relay Agent - When selected, all DHCP requests are
forwarded to a DHCP server outside of the LAN subnet, and
whose address is specified in the DHCP Server IP Address
field.

® DHCP Server IP Address - IP Address of the DHCP server
to which DHCP requests from LAN clients are
forwarded.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

When these fields are populated, they will be used as the IP
addresses of the DNS server information in DHCPv6
responses, overriding the ISP-supplied DNS server addresses.
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Status:

Online Status

Physical Connection
LAN Status

IP Address
192.168.1.1

connection.

IPv4
Primary DNS: 8.8.8.8
RX Packets
41533

TX Packets
o]

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server.

The default DNS Server IP address can be found via Online

System Uptime: 22:22:45
IPv6
Secondary DNS: 8.8.4.4

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)

LAN == General Setup

TCP/IP and DHCP Setup for IP Routed Subnet

[1-3-1-2 Details Page for IP Routed Subnet

When you finish the configuration, please click OK to save and exit this page.

Network Configuration

(O Enable @® pisable
Description: | |
For Routing Usage
1P Address [192.168.0.1 |
Subnet Mask (2552562550124 v |
RIP Protoceol Control

DHCP Server Configuration

Start IP Address
IP Pool Counts
Lease Time

] use LAN Port

Use MAC Address

Index Matched MAC Address

| |
E (max. 32)

[259200
P11 P12

(s)

given IP Address

MAC Address :

]

I

| Add | | Delete | | Edit| | Cancel |

Lok |

Available settings are explained as follows:

Item Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,
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IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

RIP Protocol Control,

Enable - When Enabled, the router will attempt to exchange
routing information with neighbouring routers using the
Routing Information Protocol.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port - Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically for
the clients coming from P11 and/or P12. Please check the
box of P11 and P12.

Use MAC Address - Check such box to specify MAC address.

MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts which can be assigned,
deleted or edited from above pool. Set a list of MAC Address
for 2" DHCP server will help router to assign the correct IP
address of the correct subnet to the correct host. So those
hosts in 2" subnet won’t get an IP address belonging to 1%
subnet.

Add - Enter the MAC address in the boxes and click this
button to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.
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[1-3-1-3 Details Page for LAN1 — IPv6 Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)

and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup

LAN 1 IPv6 Setup
Enable IPv6

WAN Primary Interface |WANT +

Static IPv6 Address
IPvE Address

/ Prefix Length
| rl —
Delete

Unique Local Address(ULA) configuration

| Off IRE / 64
Current IPv6 Address Table

Index IFvé Lddress/Frefix Length Scope

1 FEEO0::Z1D:LRLFF:FE4B:3EE0/64

Link

DNS Server IPv6 Address
Primary DNS Server

Secondary DMNS Server

| Deplay when WAN is up v |
[2001:4860:4360::8558 |
|2001:4B60:4860::8844

Management SLAAC(stateless) v

[Jother option(0-bit)
DHCPv6 Server
® Enable Server

(O Disable Server
[ IPv6 Address Random Allocation
Auto IPv6 range

Start IPvie Address
End IPv6 Address

Advance setting

Advance setting

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and
the other is DHCPv6 Server (Stateful).
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Available settings are explained as follows:

Item

Description

Enable IPv6

Enables or disables IPv6 on the LAN.

WAN Primary Interface

Select the WAN to be used for IPv6 traffic.

Static IPv6 Address

Enter IPv6 Address and Prefix length to be added, or click an
existing IPv6 address to be deleted in the Current IPv6
Address Table below and the values will be automatically
copied over.

IPv6 Address -Type static IPv6 address for LAN.

Prefix Length - Enter the fixed value for prefix length.
Add - Click it to add a new entry.

Delete - Click it to remove an existed entry.

Unique Local Address
(ULA) configuration

Unique Local Addresses (ULAs) are private IPv6 addresses
assigned to LAN clients.

Off - ULA is disabled.

Manually ULA Prefix - LAN clients will be assigned ULAs
generated based on the prefix manually entered.

Auto ULA Prefix - LAN clients will be assigned ULAs using an
automatically-determined prefix.

Current IPv6 Address
Table

Display current used IPv6 addresses.

DNS Server IPv6 Address

Deploy when WAN is up - The RA (router advertisement)
packets will be sent to LAN PC with DNS server information
only when network connection by any one of WAN interfaces
is up.

Enable - The RA (router advertisement) packets will be sent
to LAN PC with DNS server information no matter WAN
connection is up or not.

® Primary DNS Sever - Enter the IPv6 address for Primary
DNS server.

® Secondary DNS Server -Type another IPv6 address for
DNS server if required.

Disable - DNS server will not be used.

Management

Configures the Managed Address Configuration flag (M-bit) in
Route Advertisements.

®  Off - No configuration information is sent using Route
Advertisements.

®  SLAAC(stateless) - M-bit is unset.

® DHCPv6(stateful) - M-bit is set, which indicates to LAN
clients that they should acquire all IPv6 configuration
information from a DHCPv6 server. The DHCPv6 server
can either be the one built into the Vigor2860, or a
separate DHCPvVG server.

Other Option (O-bit) - When selected, the Other
Configuration flag is set, which indicates to LAN clients that
IPv6 configuration information besides LAN IPv6 addresses is
available from a DHCPv6 server.

Setting the M-bit (see Management above) has the same
effect as implicitly setting the O-bit, as DHCPv6 supplies all
IPv6 configuration information, including what is indicated as
available when the O-bit is set.
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Other Option(O-bit)

When selected, the Other Configuration flag is set, which
indicates to LAN clients that IPv6 configuration information
besides LAN IPv6 addresses is available from a DHCPv6
server.

Setting the M-bit (see Management above) has the same
effect as implicitly setting the O-bit, as DHCPv6 supplies all
IPv6 configuration information, including what is indicated as
available when the O-bit is set.

DHCPv6 Server

Enable Server -Click it to enable DHCPv6 server. DHCPv6

Server could assign IPv6 address to PC according to the

Start/End IPv6 address configuration.

Disable Server -Click it to disable DHCPv6 server.

IPv6 Address Random Allocation - Check it to assign the

DHCPv6 IP address randomly to prevent the attacks from the

IPv6 reconnaissance techniques.

Auto IPv6 range - When selected, the router’s built-in

DHCPv6 server decides the LAN IPv6 address range to be

used. When deselected, LAN IPv6 addresses given out will be

within the range as specified in the Start IPv6 Address and

End IPv6 Address.

®  Start IPv6 Address / End IPv6 Address -Enter the start
and end address for IPv6 server.

Advance setting - Click the Edit button to bring up the IPv6

Advanced Settings page.

LAN => General Setup

DHCPv6 Server

Authentication Protocol

Prefix Delegation OEnable ® Disable

Prefix /

DHCPv6 Prefix Delegation

New Prefix - : : /64
Suffix :| ‘: ‘ H |

Client Link Local Address l:

Client DUID{option) [

[(Add |
| Prefix Prefix Length Link Local DUID

[ OK | [ cancel |

Advance setting

The Advanced Settings page has additional settings for
Router Advertisement and enabling multiple WANs for IPv6
traffic.
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[=[=] 5 ]
192.168.1.1/doc/enetedit htm 53]

@ 1921621 1/doc/enetedithtm - Google Chreme

A =2

Router Advertisement Configuration

® Enable O Disable

@
B

Hop Limit
Min Interval Time(sec) 200
Max Interval Time(sec) 600

1800 (High Availability secondary is
B3

J

Hauto
0

Default Lifetime(sec)

Default Preference
MTU

RIPng Protocol
HEEnable
Extension WAN

Available WAN
VANT

Selected WAN
WAN3
WANS
WANS
WANG

[»]
[«

3

Router Advertisement Configuration - Click Enable to
enable router advertisement server. The router
advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPv6 is in use. Default value of hop limit field in
Route Advertisement messages.

Min/Max Interval Time (sec) - Minimum/ Maximum time, in
seconds, between unsolicited multicast route advertisement
messages sent by the RA server.

Default Lifetime (sec) - Time, in seconds, that the router is
to be used as the default router.

Default Preference - Default preference value (Low,
Medium, High) of the router sent in route advertisement
messages.

MTU - It means Max Transmit Unit for packet. If Auto is
selected, the router determines the MTU value to send in
route advertisement messages.

RIPng Protocol - RIPng (RIP next generation) offers the same
functions and benefits as IPv4 RIP v2.

Extension WAN - In addition to the default WAN used for
IPv6 traffic specified in the WAN Primary Interface in the LAN
IPv6 Setup page, additional WANs can be selected to carry
IPv6 traffic by enabling them in the Extension WAN section.
Available WAN - Additional WANSs available but not currently
selected to carry IPv6 traffic.

Selected WAN - Additional WANSs selected to carry IPv6
traffic.

After making changes on the Advance setting page, click the OK button to retain the changes
and return to the LAN IPv6 Setup page. Be sure to click OK on the LAN IPv6 Setup page or else
changes made on the Advance setting page will not be saved.
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[I-3-1-4 DHCP Server Option

DHCP Options can be configured by clicking the Advanced button on the LAN General Setup
screen.

LAN >> General Setup

DHCP Server Customized Status
Customized List

Ensble Interfac Optien Type Data

Enable:

Oal EiaNl Owanz Oans Ouang Owans Owans Oanz Oens Owans Ouanio Olanii Oraniz Olanis OLani4 OLanis COLANLS
Oran17 OLanis Oiants Oianzo Oanzl Ouanzz Ouanzs Ooanzs Oanzs Ooanzse Ouanz7 Ouanzs Ouanze Ouanse OLanst Ouansz CLAN33
Oranza Oranss Oranzs Orans? Oranss COuanss Ciango Ciand Ciangz Cianes Duangs Duanas Duands Duanaz Duanes Danas Cuanso
OLanst ClLans2 OLANS3 CLaNS4 OLanss O Lanse OLans7 COLanss OLanss ClLanso Dans Olans2 OLanss OLanss O LANSS CLANGS CJLANSET
OLanss ClLanes CLan7o Cian7l Oanzz Ouanzs Ouanz4 Ooanzs Ouanze Cuanzz Ouanze Oan7s Oianse Dianst DLansz CLANes  CLANS4
CLanss CILANSS CILANS7 CJLANSS (JLANSS CJLANSO CILANS1 CILANS2 CILANS3 CILaNS4 CJLaNes CJLANSS CJLANST CJLANSS CJLANSS [CJLAN100 [JIP Reuted

Next Server IP Address/SIaddr: [ |
ogtienumpens [ ]

DataType: @ ASCII Character (EX :Option: 18, Data:/path)
(O Hexadecimal Digit (EX: Option:18, Data:2f70617468)

Interface:

O pddress List (EX :Option:44, Data:172.16.2.10,172.16.2.20...)
Data: [Max 127 characters ]

[Add | [Update | |Delete | |Reset|

ote:

1. Configuring options 44, 46 or 66 here will overwrite the settings by telnet command "msubnet”.

2. Configuring option 3 here will overwrite the setting in "LAN == General Setup” Details Page's "Gateway IP Address”™ field.

3. Configuring option 15 here will overwrite the setting in “WAN == Internet Access == Static or Dynamic IP” Detail Page's "Domain Name" field.

[ox ]

Available settings are explained as follows:

Item Description

Customized List Shows all the DHCP options that have been configured in the
system.

Enable If selected, DHCP option entry is enabled.
If unselected, DHCP option entry is disabled.

Interface LAN interface(s) to which this entry is applicable.

Next Server IP Overrides the DHCP Next Server IP address (DHCP Option 66)

Address/SIAddr supplied by the DHCP server.

Option Number DHCP option number (e.g., 100).

DataType Type of data in the Data field:

ASCII Character - A text string. Example: /path.

Hexadecimal Digit - A hexadecimal string. Valid characters
are from 0 to 9 and from a to f. Example: 2f70617468.

Address List - One or more IPv4 addresses, delimited by

commas.
Data Data of this DHCP option.
Add To add a DHCP option entry modeled after an existing entry,

click the model entry in Customized List. The data entry
fields will be populated with values from the model entry.
After making all necessary changes for the new entry, click
Add to create it.

Update To modify an existing DHCP option entry, click on it in
Customized List. The data entry fields will be populated
with the current values from the entry. After making all
necessary changes, click Update to save the changes.

Delete To delete a DHCP option entry, click on it in Customized
List, and then click Delete.

Reset Clear the current settings.
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[I-3-2 VLAN

Virtual Local Area Networks (VLANS) allow you to subdivide your LAN to facilitate
management or to improve network security.

Select LAN>>VLAN from the menu bar of the Web Ul to bring up the VLAN Configuration page.

Tagged VLAN

The tagged VLANSs (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANSs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

LAN == VLAN Configuration

VLAN Configuration

[JEnable
LAN Port VLAN Tag

P2 PT P3 PS P10 Subnet Enable VID Priority
VLANO

VLAN1
VLANZ
VLAN3
VLAN4
VLANS
VLANG
VLANT
VLANS
VLANS
VLAN10

i 8 e e O e e e e e e

Info Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description

Enable Enables or disables VLAN functionality.

VLAN# Virtual LANs.

LAN Port P2 - P10 - Physical Ethernet ports on the router. Select the

LAN port(s) to group them under the selected VLAN.

Subnet Select a LAN subnet from LAN 1 to LAN 100 to make the
selected VLAN mapping to the specified subnet only.

Vigorl000B Series User’s Guide 117



VLAN Tag Enable - Select to enable 802.1Q tagging on this VLAN.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please enter the tag value and specify the priority for the
packets sending by LAN.

VID - VLAN Identifier. Valid values are form 0 to 4095. VIDs
must be unique.

Priority - Valid values are from 0 to 7, where 1 has the
lowest priority, followed by 0, and finally from 2 to 7 in
increasing order of priority.

Permit untagged device in | Select to allow untagged hosts connected to LAN port P10 to
P10 to access router access the router. In case you have incorrectly configured
VLAN functionality, you will still be able to access the router
via the Web Ul, and telnet and SSH shells to adjust the
configuration.

Inter-LAN Routing

The Vigor router supports up to 99 VLANs. Each VLAN can be set up to use one or more of the
Ethernet ports and wireless LAN Service Set Identifiers (SSIDs). Within the grid of VLANs
(horizontal rows) and LAN interfaces (vertical columns),

®  all hosts within the same VLAN (horizontal row) are visible to one another

® all hosts connected to the same LAN or WLAN interface (vertical column) are visible to
one another if
- they belong to the same VLAN, or
- they belong to different VLANSs, and inter-LAN routing (LAN>>General Setup) between
them is enabled (see below).

LAN >> General Setup

General Setup

Index Description Enable DHCP IP Address
LAN 1 % % 192.168.100.1 | Details Page | | 1Pv& |
IP Routed Subnet [m] 192.168.0.1 [ Details Page |

| DHCP Server Option |

Note:
Please enable LAMN 2 - 100 on LAN >> VLAN page before configure them.

[IForce router to use "DNS server IP address” settings specified in
Inter LAN Routing

LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN LAN
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

Subnet

LAN 1

LAN 2

LAN 3

LAN 4

LAN 5

LAN 6 -

[ ok |

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is only
available when the VLAN functionality is enabled. In the Inter-LAN Routing matrix, a selected
checkbox means that the 2 intersecting LANs can communicate with each other.
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Vigor router features a hugely flexible VLAN system. In its simplest form, each of the Gigabit
LAN ports can be isolated from each other, for example to feed different companies or
departments but keeping their local traffic completely separated.

1I-3-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. With the Bind IP to MAC feature you can reserve LAN IP addresses for LAN clients.
Each reserved IP address is associated with a Media Access Control (MAC) address.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC

O Enable ® Disable
Strict Bind
Apply Strict Bind to Subnet

ARP Table Select All | Sort | Refresh | Add/Update to IP Bind List
IP Address Maec Address HOST ID IP Address |
182.168.100.10  30-65-EC-82-CE&-5F DESKTOP-EFNTEGH
192.168.100.11  14-49-BC-42-43-30 Macmdress\:l\:“:“:\\:\\:\
Comment |Il ax: 12 characters
| Add | | Update | | Delete |
IP Bind List { Limit: 2048 entries ) Select All | Sort
Index IP Address Mac Rddress Host ID Comment
Backup IP Bind List : | Backup | |Upload From File: | EEEE |:«:i}5— CIEEE | Restore
Note:

1. IP-MAC binding presets DHCP Allocations.
2. If Strict Bind is enabled, unspecified LAN clients in the selected subnets cannot access the Internet.
3. Comment can not contain characters " and '

[ ok |
Available settings are explained as follows:
Item Description
Enable MAC addresses that have an IP address assigned on this page

will receive that IP address through DHCP.

Disable MAC address-to-IP address bindings configured on this page
are ignored by the DHCP server when assigning IP addresses
through DHCP.
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Strict Bind

Check the box to block the connection of the IP/MAC which is
not listed in IP Bind List.

LAN clients will be assigned IP addresses according to the
MAC-to-IP address associations on this page. LAN client
whose MAC address has not been bound to an IP address will
be denied network access.

Note: Before selecting Strict Bind, make sure at least one
valid MAC address has been bound to an IP address.
Otherwise no LAN clients will have network access, and it
will not be possible to connect to the router to make changes
to its configuration.

Apply Strict Bind to Subnet - Choose the subnet(s) for
applying the rules of Bind IP to MAC.

€ Service Type Edit - Google Chrome [=]@] &= |
@® == | 192.168.1.1/doc/lansubedt.htm
Apply Strict Bind to Subnet:
Select All || Clear All
Subnet IP Address
LAM1 192.168.1.1
LAM2 192.188.2.1
LAN3 192.168.3.1
LANS 192.168.4.1
LANS 192.168.5.1
LAMNG 192.168.6.1
LANT 192.168.7.1
LANS 192.168.8.1
LAND 192.168.9.1
LAN1O 192.168.10.1
LANIL 192.188.11.1
LAN1Z 192.168.12.1
LAN1Z 192.168.13.1
LAN14 192.168.14.1 -
ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.
Select All Select all entries in the ARP Table for manipulation.
Sort Sort the entries in the ARP Table by IP address.
Refresh Refresh the screen to reflect the current state of the ARP

table.

Add / Update to IP Bind
List

IP Address - Enter the IP address to be associated with a
MAC address.

Mac Address - Enter the MAC address of the LAN client’s
network interface.

Comment - Optional comment field to identify this IP
Address - MAC Address pair.

Add

It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Update

It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete

You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will
be removed from the IP Bind List.

IP Bind List

It displays a list for the IP bind to MAC information.
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Backup IP Bind List Click Backup and enter a filename to back up IP Bind List to a
file.

Upload From File Click Browse:--- to select an IP Bind List backup file. Click
Restore to restore the backup and overwrite the existing
list.

1)

Info Before you select Strict Bind, you have to bind one set of IP/MAC address for
one PC. If not, no one of the PCs can access into Internet. And the web user
interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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11-3-4 Port Mirror/Packet Capture

The LAN Port Mirror function allows network traffic of select LAN ports to be forwarded to
another LAN port for analysis. This is useful for enforcing policies, detecting unauthorized
access, monitoring network performance, etc.

Select LAN>>LAN Port Mirror from the menu bar of the Web Ul to bring up the LAN Port

Mirror configuration page.

If selecing "Continuously Send All Packets to Mirror Port", the setting page will be shown as

follows:

LAN == Port Mirror/Packet Capture

@® continuously Send All Packets to Mirror Port

O pownload .pcap

® Enable O Disable
P1

Mirror Port
Mirrored Tx Port [
Mirrored Rx Port [

WAN1 LAN WAN2Z2 WAN4 WAN5S WANG6 LAN LAN LAN LAN

P2 P3 P4 P5 P& P7 P3 P9 P10

L Ok |

Available settings are explained as follows:

Item

Description

Continuously Send All
Packets to Mirror Port

Select to send all packets to mirror port.

Enable/Disable

Select Enable to activate the function.
Select Disable to cancel the function.

Mirror Port

One and only one port is selected as the mirror port, to
which traffic is to be forwarded.

Mirrored Tx Port

Port(s) whose outbound traffic will be forwarded to the
mirror port.

Mirrored Rx Port

Port(s) whose inbound traffic will be forwarded to the mirror
port.

OK

Save the settings.
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If selecing "Download .pcap”, the setting page will be shown as follows:

LAN == Port Mirror/Packet Capture

) continuously Send All Packets to Mirror Port
® Download .pcap

Pl P2 P3 P4 PS5 Pe P7 P8 P9 P10
WAN1 LAN WAN3 WAN4 WAN5> WANG6 LAN LAN LAN LAN

Mirror Port
Mirrored Tx Port
Mirrored Rx Port [

Status: Idle
Setting O Capture All Packets @ Capture with Filter

Duration (seconds)

Filter Settings

Protocol
1P Address

Port

| Start | | Download |

Available settings are explained as follows:

Item Description

Download .pcap If it is selected, the packets from the specified mirror port
can be downloaded for analysis.

Mirror Port One and only one port is selected as the mirror port, to
which traffic is to be forwarded.

Mirrored Tx Port Port(s) whose outbound traffic will be forwarded to the
mirror port.

Mirrored Rx Port Port(s) whose inbound traffic will be forwarded to the mirror
port.

Setting Capture All Packets - All packets will be captured for
analysis.

Capture with Filter - Only the packets filtered by ICMP, TCP,
UDP, or TCP/UDP will be captured for analysis.

Duration Set a period of time for Vigor router to capture the packets.

Filter Settings It is available only when Capture with Filter is selected.
Protocol - Filter the packet by using Any, ICMP, TCP, UDP,
and TCP/UDP.

IP Address - Filter the packet by IP address. If Customized IP
is selected, please enter an IP address in the entry box.
Port - It is available when TCP, UDP, or TCP/UDP is selected

as the Protocol. Select Any or Customize Port. If Customize
Port is selected, please enter a port number in the entry box.

Start Click to begin the packet capturing.
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Diagnostics >= Port Mirror/Packet Capture
Continuously Send All Packets to Mirror Port
Download .pcap
P1 P2
WAN1 WAN2
Mirror Port
Mirrored Tx Port
Mirrored Rx Port
Status: Capturing
Setting Capture All Packets Capture with Filter
Duration (seconds)
| Stop |
Stop Click to terminate the scanning job.
Download Click to download the packet capture result as a file with the
file format,.pcap.

After finishing all the settings here, please click OK to save the configuration.
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11-3-5 PPPoE Server

LAN users can access into Internet through built-in PPPoE server on Vigor router. PPPoOE server
is a mechanism which can authenticate LAN users (configured in User Management>>User
Profile) and prevent ARP attack completely.

LAN == PPPoE Server

PPPoE Server

PPPoE Server: ® pisable () Enable

Primary DNS: |0.0.EI.D |

Secondary DNS: |D.O.D.D |
Ok |

Available settings are explained as follows:

Item Description

PPPOE Server Enable - Activate the built-in PPPoE Server.
Disable - Disable the built-in PPPoE Server.

Primary DNS / Secondary Type the IP address(es) of Primary /Secondary DNS server for
DNS PPPoE Client(s) in LAN.
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[I-4 NAT

Most ISPs allocate one WAN IP address to each subscriber. In order to simultaneously connect
multiple devices to the Internet, a technique called Network Address Translation is
employed.

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

® Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

11-4-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

Most ISPs allocate one WAN IP address to each subscriber. In order to simultaneously connect
multiple devices to the Internet, a technique called Network Address Translation is
employed.

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 520 port-mapping entries for the internal hosts.
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NAT == Port Redirection

Port Redirection 50 w|rules per page | Setto Factory Default
Index Enable Service Name WAN Protocol Public Port Source IP Private IP
Interface
1. ACS All TCP 20011 Any 192.168.100.10
2. ACS https All TCP 20022 Any 192.168.100.10
3 O All Any
4. (] All Any
D (] All Any
6. (] All Any
1. O All Any
8. O All Any
Each item is explained as follows:

Item Description

Index Click to view and edit details of the rule.

Enable Select to enable the port redirection rule.

Service Name User-entered name that identifies the rule.

WAN Interface WAN interface(s) to which this rule applies. A particular WAN

interface or ALL interfaces.

Protocol The protocol to which this rule applies, TCP or UDP.

Public Port The port or range of WAN ports that is redirected by this rule.

Source IP The IP object of the source IP.

Private IP The LAN IP address(es) to which the traffic is redirected.

Press any number under Index to access into next page for configuring port redirection.

NAT == Port Redirection

Index No. 1
Enable

Mode
Service Name |ACS
Protocol
WaN Interface ALL v
Public Port
Source IP [IP Object »| [None w|
Private IP [192.168.100.10 |
Private Port

Note:

In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have
been entered.

| OK | | Clear | | Cancel |
Available settings are explained as follows:
Item Description
Enable Select to enable the port redirection setting.
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Mode

Allows a single port or a range of ports to be redirected.
Single - redirects one single port.
Range - redirects a contiguous range of ports.

Service Name

Enter the description of the specific network service.

Protocol

The protocol to which this rule applies, TCP or UDP.

WAN Interface

WAN interface(s) to which this rule applies.

WAN # - Traffic from the selected WAN interface will be
redirected.

ALL - Traffic from all WAN interfaces will be redirected.

Public Port

Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Enter the required number on the first box (as the starting
port) and the second box (as the ending port).

Source IP

IP Object - Use the drop down list to specify an IP object
profile.

IP Group - Use the drop down list to specify an IP group
profile.

Private IP

The LAN IP address or range of IP addresses to which the
traffic is redirected. In the case of a range, only the
beginning IP address needs to be entered. The ending IP
address will automatically be derived from the number of
public ports.

Private Port

The port on each LAN client to which the traffic will be
directed to.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.
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System Maintenance => Management

IPv4 Management Setup

IPv6 Management Setup

LAN Access Setup

Router Name Vigor1000B-P

Default:Disable Auto-Logout
[J Enable validation Code in Internet/LAN Access

Internet Access Control

Allow management from the Internet

Domain name allowed |

[J FTP Server

HTTP Server [Enforce HTTPS Access
HTTPS Server

[J Telnet server

[J TRoOE9 Server

] S5H server

[J snMP Server

Disable PING from the Internet

Access List from the Internet
[J apply Access List to PING

List Type Index Description
1 [IP Object v|[None v|
2 [IP Object v|[ None ~|
3 [IP Object v || None v]
4 [IP Object v || None v|
5 [IP Object v || None v|
& |[IP Object v|[None ~|

Management Port Setup
® User Define Ports () Default Ports

Telnet Port (Default: 23)
HTTP Port (Default: 80)
HTTPS Port (Default: 443)
FTP Port (Default: 21)
TRO68 Port (Default: 8069)
SSH Port (Default: 22)
Note:

Ports 8001 and 8043 are used for Hotspot Web Portal.

Brute Force Protection
[ Enable brute force login protection
[J FTP Server
[ HTTP Server
[ HTTPS Server
[J Telnet Server
[J Tro69 Server
[J s5H Sserver
[ vPN Server

Maximum login failures \:I times
Penalty period \II seconds

Blocked IP List
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11-4-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user
to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT => DMZ Host Setup

DMZ Host Setup

WAN1 WAN3 WAN4 WANS WANG
WAN 1
Private IP
L oK |
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Available settings are explained as follows:

Item Description
Enables or disables DMZ host.
WAN 1 None - Disables DMZ host function.
Private IP - Allows WAN traffic to be sent to a specific LAN IP
address.
Private IP
Private IP If Private IP mode has been selected, click the Choose IP

button to select a LAN IP address.

Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

@ch. =& =E ]

A f=2=| 192.

192.1681.9

-

When you have selected one private IP from the above dialog,
the IP address will be shown on the screen. Click OK to save
the setting.

DMZ Host for other WAN interface is slightly different with WAN1.

See the following figure.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1 WAN3 WAN4 WANS WANG
WAN 3
Enable Private IP
(| 000D
| oK |

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN2
interface, you will find them in Aux. WAN IP for your selection.
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NAT == DMZ Host Setup

DMZ Host Setup
WAN1

WANG

WAN 3
Index Enable

1. O
2. [

Aux. WAN IP

WAN3 WAN4 WANS
Private IP
=== 0.0.0.0
192.168.1.130 0.0.0.0
[ OK | | Clear |

Available settings are explained as follows:

Item Description

Enable Check to enable the DMZ Host function.

Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.

Choose IP Click this button and then a window will automatically pop

@ch. [=[=] 3k ]

A fz=| 192..

192.168.1.9

-

to save the setting.

up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click OK

After finishing all the settings here, please click OK to save the configuration.
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11-4-3 Open Ports

The Open Ports function allows inbound traffic from specific ports on WAN interfaces to be
forwarded to LAN clients. Unlike Port Redirection, LAN client ports cannot be remapped and
must remain identical to the opened ports on the WAN interface.

It allows you to open a range of ports for the traffic of special applications.

The common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule, and others), Internet Camera, etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

NAT == Open Ports

Open Ports Setup

50 w|rules per page | Setto Factory Default

Index Enable
(|

e A A

Comment WAN Interface Source IP Local IP Address

Any
Any
Any
Any
Any
Any
Any
Any

Any

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry (1 to
260) that you want to offer service in a local host. Click to
view and edit the rule.

Enable Select the box to enable the open port rule.

Comment User-entered label that identifies the rule.

WAN Interface

The WAN port(s) whose incoming traffic will be forwarded to
a LAN client.

Aux. WAN IP Display the IP alias setting used by such index.
If no IP alias setting exists, this field will not appear.
Source IP The IP object of the source IP.

Local IP Address

LAN client to receive the forwarded WAN traffic.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT => Open Ports »> Edit Open Ports

Index No. 1

Enable Open Ports

Comment | |
WAN Interface ALL A
Source IP
Private IP | | | Choose IP |
Protocol Start Port End Port Protocol Start Port End Port

1. [TcPuDP~| [0
3. [TCPUUDP~| |oO

| | 2. ([TcPupP~| o
| |
5. [TCPUDP~| [oO | [o |
| |
| |

| |
[TCPIUDP v| [0 | |
[TCPIUDP v| |0 | o |
| |

| |

® o &

7. [TcPUDP~| [0
9. [TcPuUDP~| [0

[TCPIUDP ~| [0

10. [TCPUDP~| [0

| oK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable Open Ports Select to enable this rule.

Comment User-entered label that identifies the rule.

WAN Interface The WAN port(s) whose incoming traffic will be forwarded to

a LAN client. Select from a specific WAN interface WAN1 to
WANS52, or choose ALL to apply the rule to all WAN

interfaces.
WAN IP Specify the WAN IP address that will be used for this entry.
This setting is available when WAN IP Alias is configured.
Source IP Any - Any IP can be used as the source IP.
IP Object - Use the drop down list to specify an IP object
proifle.
IP Group - Use the drop down list to specify an IP group
profile.
Private IP IP address of LAN client to receive the forwarded WAN

traffic. Click Choose IP to select.

Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol The protocol(s) to which this rule applies.
TCP - forward only TCP traffic.

UDP - forward only UDP traffic.

TCP/UDP - forward both TCP and UDP traffic.

Start Port The port number of the starting port to be forwarded.

End Port The port number of the ending port to be forwarded. If only
one port is to be forwarded, enter the same port number as
the Start Port.
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After finishing all the settings here, please click OK to save the configuration.

NAT == Open Ports

Open Ports Setup

rules per page | Set to Factory Default

Index Enable

A

i)

Comment

CARR_1

WAN Interface
ALL

Source IP Local IP Address
Any 192.168.1.9
Any
Any
Any
Any
Any

11-4-4 Port Triggering

If you run programs that function as server applications where they expect to receive
unsolicited traffic from the WAN, you can set up rules in Port Triggering to detect
LAN-to-WAN traffic initiated by those programs, and automatically open up WAN ports to
accept incoming traffic and forward it to the LAN client running the server applications.

Port Triggering is a variation of open ports function.

The key difference between "open port" and "port triggering" is:

® Once the OK button is clicked and the configuration has taken effect, "open port" keeps
the ports opened forever.

®  Once the OK bhutton is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default” durations are shown below and these duration values can be modified via

telnet commands.
TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.
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NAT => Port Triggering

Port Triggering | Setto Factory Default |
Index Enable Comment  Tpaderha  Source Tiguering pcoming  incoming
1. O Any
2. O Any
3. O Any
4. O Any
1 [} Any
6. O Any
1. [ Any
8. O Any
9. [} Any
10. O Any
1. O Any
12, O Any
13. [} Any
14. O Any
15. [ Any
16. O Any
17. [} Any
18. O Any
19. [ Any
20. O Any
== 1-20 | 21-40 Next ==
| OK | | Cancel |

Available settings are explained as follows:

Item Description

Index Rule number. Click to view or modify rule settings.

Enable Select to enable the Port Triggering rule.

Comment User-entered label that identifies the rule.

Triggering Protocol The _protocol(s) of the outgoing traffic that this rule
monitors.

TCP- monitor only TCP traffic.
UDP- monitor only UDP traffic.
TCP/UDP- monitor both TCP and UDP traffic.

Source IP The IP object of the source IP.

Triggering Port Display the port of the triggering packets.

Outgoing traffic destined for these port numbers will trigger
the opening WAN ports to incoming traffic.

Incoming Protocol Display the protocol for the incoming data of such triggering
profile.

The protocol(s) of the incoming traffic.

TCP-open port(s) to TCP traffic.

UDP- open port(s) to UDP traffic.

TCP/UDP- open port(s) to both TCP and UDP traffic.

Incoming Port Display the port for the incoming data.
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Incoming traffic from the WAN destined for these port
numbers be forwarded to the LAN client that triggered the
rule.

Click the index number link to open the configuration page.

NAT == Port Triggering

No. 1

[J Enable
Service
Comment |
Source IP

Triggering Protocol

IP Object

Incoming Protocol
Incoming Port
Note:

Triggering Port IP Group

The Triggering Port and Incoming Port should be input like this :
123-456,777-789 (legal),123-456,789 (legal), but 122-456-789 (illegal).

OK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable Select to enable rule.

Service Select from list of predefined service, or User Defined to
manually configure triggering and incoming protocols and
ports.

Comment Enter the text to memorize the application of this rule.

Source IP Any - Any IP can be used as the source IP.

IP Object - Use the drop down list to specify an IP object
proifle.

IP Group - Use the drop down list to specify an IP group
profile.

Triggering Protocol

The protocol(s) of the outgoing traffic that this rule
monitors.

TCP - monitor only TCP traffic.
UDP - monitor only UDP traffic.
TCP/UDP - monitor both TCP and UDP traffic.

Triggering Port

Outgoing traffic destined for these port numbers will trigger
the opening WAN ports to incoming traffic.

Enter the port or port range for such triggering profile.

Incoming Protocol

The protocol(s) of the incoming traffic.

TCP-open port(s) to TCP traffic.

UDP- open port(s) to UDP traffic.

TCP/UDP- open port(s) to both TCP and UDP traffic.

Select the protocol (TCP, UDP or TCP/UDP) for the incoming
data of such triggering profile.

Incoming Port

Incoming traffic from the WAN destined for these port
numbers be forwarded to the LAN client that triggered the
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rule.
Enter the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.

Open Port and Port Triggering Compared

Port Triggering Open Port

Ports are opened when the | Ports are always open on the WAN interface.
triggering condition is met.

Opened ports will be closed after predefined durations have
elapsed.

Default duration values vary depending on the protocol and

traffic content:

® TCP (all TCP ports, except those that pass HTTP and
HTTPS traffic): 86400 seconds

®  UDP: 180 seconds

® TCP WWW (TCP ports that engage in HTTP and HTTPS
communication): 60 seconds

® TCP SYN: 60 seconds (SYN packets expire after 60
seconds)

These values can be changed by using the command line
interface (telnet or SSH).
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11-4-5

ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT == ALG

ALG

(Application Layer Gateway)

| Set to Factory Default |

Enable ALG

] Enable Protocol Listen Port TCP uppP
O SIP (1~65535)
RTSP 554 (1~65535)

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet
from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet

from UDP transmit and receive via NAT.
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[I-5 Applications

Dynamic DNS

Most ISPs assigns dynamic WAN IP addresses to their customers. Dynamic IP addresses
presents challenges to users who would like to accept remote connections to their LANs from
the Internet, as service could be disrupted due to the IP address changing without notice. By
setting up service with a Dynamic DNS (DDNS) provider, and configuring Dynamic DNS updates
on the Vigor router, you can have reliable access to your network by means of an
easy-to-remember domain address that resolves to the most current WAN IP address.

The Vigor router supports a wide range of DDNS providers, such as DynDNS, No-IP.com, DtDNS,
and ChangelP. Please contact the DDNS provider of your choice to set up service before
configuring DDNS on the router.

LAN DNS / DNS Forwarding

LAN DNS allows the network administrator to override standard DNS resolutions for selecting
domain addresses. The router will respond to queries on matched domain addresses with
custom IP addresses.

DNS Forwarding allows the network administrator to forward DNS queries to different DNS
servers based on the domain name.

LAN DNS and DNS Forwarding only affect DNS queries that are sent to the WAN through the
router. DNS queries that are directed to a DNS server on the LAN will not be intercepted by
the router.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

LDAP /Active Directory Setup

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.
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UPnP

The Vigor supports UPnP (Universal Plug and Play), which is a suite of network protocols that
simplifies network configuration. Applications and network devices on the LAN, that support
UPnP, may request the router to modify its settings to allow NAT Traversal, so that WAN hosts
can connect to them directly.

Examples of applications and devices that support UPnP include file-sharing applications such
as uTorrent, Vuze and eMule, gaming consoles such as the Sony PlayStations 3 and 4 Xbox 360
and Xbox One, media streaming applications such as Plex and XBMC, and messaging and
calling applications such as Skype. To find out if a certain application or network device
supports or requires UPnP, please consult its user manual or check with its vendor.

Wake on LAN

Using the Wake on LAN (WoL) feature, LAN clients that support WoL can be powered on or
resume from sleep over the network, without the need for physical access to the device.

In order for LAN clients to be able to woken from sleep or off states, the network interface
card must be configured to monitor Wake-on-LAN messages. Consult the documentation of
the LAN client for details on setting up its network interface for Wake on LAN.
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Web User Interface

11-5-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account

To begin configuring Dynamic DNS, from the main menu, navigate to Applications, and select
Dynamic DNS. The Dynamic DNS main configuration screen appears:

Applications == Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |
Enable Dynamic DNS Setup | View Log | | Force Update |
Auto-Update interval Min(s) (180~14400)

Accounts:

Index Enable WAN Interface Domain Name
1. WAN1 First
2. O WAN1 First
3. ] WANL First
4. ] WANL First
3. O WAN1 First
6. ] WANL First
| oK | [ Clearal

Available settings are explained as follows:

Item Description

Enable Dynamic DNS Setup | Select to enable DDNS function.

Set to Factory Default Click to clear all profiles to factory settings.
View Log Select to display the most recent DDNS update messages.
Force Update Click to connect immediately to DDNS servers to update IP

address information.

Auto-Update interval The frequency, in minutes, at which the router connects to
DDNS servers to update IP address information.
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Index Click to bring up the configuration page of the DDNS profile.
Enable Check the box to enable such account.
WAN Interface Shows the WAN interface associated with the DDNS profile.

Domain Name

Shows the domain name with which the profile is associated.

After clicking on the index number, the detail configuration screen for the DDNS profile
appears:

Applications == Dynamic DNS Setup == Dynamic DNS Account Setup

Index : 1

Enable Dynamic DMS Account

WAN Interface
Service Provider
Service Type
Domain Mame

Login Name

WAN1 First »

|dyn.c0m (www.dyn.com) V|

Dynamic v

|chrcnic6653 | dyndns.org |d3.'nd|19.0rg A

|chr0|1ic6653 |

Password |
[ wildcards
[ Backup Mx
Mail Extender |
Determine WAN IP [WAN P +|
| OK || Clear | | Cancel |

If User-Defined is specified as the service provider, the web page will be changed slightly as
follows:

Applications »> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1

¢l Enable Dynamic DMNS Account

Wak Interface
Service Provider
Provider Host
Service API

Auth Type
Connection Type
Server Response
Login Mame
Password
Wildcards
Backup M
Mail Extender

Determing Real
Wan [P

WWANT First v
User-Defined v
changeip.org

fdynamic/dns/ update.asp?
=30 5= 1 0 MNP 1O St e = | I . changeip . orgsip=### IP##Hsc
wd=updatefofiline=0

basic ¥
Http  *
chronicBE53 (max, 64 characters)
{rmax. 23 characters)

Internet P ¥

QK Clear Cancel

Available settings are explained as follows:

Item

Description
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Enable Dynamic DNS
Account

Select to enable this DDNS profile.

WAN Interface

Select the WAN interface to monitor for IP address changes.

WANX First - The specified WAN interface will be examined
first. If it is online, its IP address will be used in the DDNS
update.

WANXx Only - Only the specified WAN interface will be
examined. If the WAN interface is online, its IP address will
be used in the DDNS update. Otherwise no update will be
performed for this DDNS profile.

Service Provider

Select the DDNS provider. If your DDNS provider is not listed,
select User-Defined and manually configure the profile.

User-Defined e
User-Defined
3322 DDNS (www.3322.0rg)
ChangelP.com (www.changeip.com)
ddns.com.cn (www.ddns.com.cn)
DrayDDNS (Global)
DIDNS (www.dtdns com)
dyn.com (www.dyn.com)
DynAccess (www.dynaccess.com)
dynami.co.za (www.dynami.co.za)
EntryDNS {entrydns.net)
freedns afraid org (freedns afraid org)
®  Provider Host - Enter the IP address or the domain
name of the host which provides related service.

Note that such option is available when Customized is
selected as Service Provider.

) Service API - Enter the APl information obtained from
DDNS server.

Note that such option is available when Customized is
selected as Service Provider.

(e.q:
/dynamic/dns/update.asp?u=jo***&p=jo********&hostna
me=j****_changeip.org&ip=###P###
&cmd=update&offline=0)

® Auth Type - Two types can be used for authentication.

Basic - Username and password defined later can be
shown from the packets captured.

URL - Username and password defined later can be
shown in URL.

(e.g., http://nsl.vigorddns.com/ddns.php?username=
xxxx&password=xxxx&domain=xxxx.vigorddns.com)

Note that such option is available when Customized is
selected as Service Provider.

® Connection Type - There are two connection types
(HTTP and HTTPs) to be specified. Note that such
option is available when Customized is selected as
Service Provider.

® Server Response - Type any text that you want to
receive from the DDNS server.

Note that such option is available when Customized is
selected as Service Provider.

If other service provider is selected, you have to configure
Service Type, Domain Name, Login Name and Password.

® Service Type - Select the service type that matches
that of your DynDNS account. If you are unsure which
service type to select, try Dynamic first. This options is
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applicable to DynDNS only.
() Domain Name - The domain and subdomain to be

updated.
Login Name The login name of the DDNS account.
Password The password of the DDNS account.

Wildcard and Backup MX The Wildcard and Backup MX (Mail Exchange) features are
not supported for all Dynamic DNS providers. You could get
more detailed information from their websites.

Mail Extender If the mail server is defined with another name, please enter
the name in this area. Such mail server will be used as
backup mail exchange.

Determine WAN IP If a Vigor router is installed behind any NAT router, you can
enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router and
use the detected IP address for DDNS update.

There are two methods offered for you to choose:

) WAN [P - The IP address of the router’s WAN interface
will be used.

® Internet IP - The real public IP address will be used.
Select this option if the IP address assigned to the
router’s WAN interface is not the actual external IP
address.

Click OK to save changes, Clear to clear all settings, or Cancel to discard changes and return
to the main DDNS screen.

DrayDDNS Settings

DrayDDNS, a new DDNS service developed by DrayTek, can record multiple WAN IP (IPv4) on
single domain name. It is convenient for users to use and easily to set up. Each Vigor Router is
available to register one domain name.

Choose DrayTek Global as the service provider, the web page will be displayed as follows:

Applications => Dynamic DNS Setup > Dynamic DNS Account Setup

Index : 1
Enable Dynamic DNS Account
Service Provider |Dra'-,fDDNS (Global) V| | View Log |
Status [Status:Activated][Provider:DT-DDMNS] [Start Date:2021-03-31
Expire Date:2022-03-31]
Domain Name garytest . drayddns.com | Edit domain |
Determine WAN IP 1Pv4 [ 1Pv6
WAN Interfaces [} a{-mN 1 WAN 3 waN 4 Ll wan s L] wan 6 Alias IP in
Service Status Setup
Let's Encrypt certificate
Status Signed [WValid To: Mar 11 02:07:28 2021 GMT]
Auto Renew O

| oK || Clear | | Cancel |

Available settings are explained as follows:

[tem Description
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Enable Dynamic DNS
Account

Check this box to enable the current account. If you did check the
box, you will see a check mark appeared on the Active column of
the previous web page in step 2).

Service Provider

Choose DrayTek Global as the service provider.

Status

Display if the license is actvtaed or not.

Domain Name

The domain and subdomain to be updated.

Determine WAN IP

If a Vigor router is installed behind any NAT router, you can enable
such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this function
can detect the public IP used by the NAT router and use the
detected IP address for DDNS update.

There are two methods offered for you to choose:

® WAN IP - If it is selected and the WAN IP of Vigor router is
private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor router is
private, it will be converted to public IP before DDNS update
takes place.

WAN Interfaces

WANX - While connecting, the router will use WANx as the channel
for such account.

Let’s Encrypt
certificate

Auto Renew - Check the box to make the system update the
certificate automatically.

Disable the Function and Clear all Dynamic DNS Accounts

In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button to
disable the function and clear all accounts from the router.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear All
button to delete the account.

DDNS updates take place when:

The router is powered on or rebooted.

The public IP address of any WAN interface changes.

The online status of a WAN interface changes (going from online to offline or vice versa).
The DDNS function is changed from disabled to enabled.

A DDNS entry is modified and enabled.

The Auto-Update Interval has elapsed.

Procedures for Setting up a Dynamic DNS Entry

1. Contact the dynamic DNS provider of your choice and have service set up. Most DDNS
providers accept signups on their websites. Service could be provided free of charge or

for a fee.

2. Create a DDNS entry on the router by selecting the appropriate DDNS provider and enter
the account information.

3. Make sure that both the DDNS entry and the DDNS feature are enabled on the router.
4. Click the View Log button on the DDNS main page to bring up the update log.

Examine the update log to make sure the update was successful.

Vigorl000B Series User’s Guide

147



6. If the update was not successful, verify the DDNS entry to make sure the settings are
entered correctly.

[1-5-2 LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor1000B Series will
respond the specified private IP address.

To start configuring LAN DNS or DNS Forwarding, from the main menu, click Applications,
followed by LAN DNS / DNS Forwarding.

Applications == LAN DNS / DNS Forwarding d
LAN DNS Resolution / Conditional DNS Forwarding | Setto Factory Default |
Index Enable Profile Domain Name Forwarding DNS Server

1 O

2. O

3. O

4, O

. O

6. O

1. O

8. O

9. O

10. O

<< 1-
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[ ok |

Each item is explained as follows:

Item Description

Set to Factory Default Click to clear all profiles to factory settings.
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Index Click to bring up the configuration page for the profile.

Enable Select to enable this profile.

Profile Shows the name of the profile.

Domain Name Shows the domain name configured for the profile.
Forwarding V - DNS queries for the specified domain name will be

forwarded to the specified server.

- DNS queries for the specified domain name will not be
forwarded.

DNS Server DNS server to which DNS queries for the specified domain
name will be forwarded.

To configure a LAN DNS profile, click on its index to bring up the configuration page.

Applications >> LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding

Profile Index : 1

[J Enable

Domain Name:l

Note:

1. Support wildcard subdomain, ex: *.example.com or www.example.™

2.0ne domain Mame has only one IPv4 address and IPv6 address in the same subnet.
CMAME(Alias Domain Name): | Add |

IP Address List

Index IF Zddress Same Subnet Reply

| Add | | Delete |

| oK | Clear |

Available settings are explained as follows:

Item Description
Enable Select to enable this profile.
Profile Enter a name to identify this profile.

Note: If you type a name here for LAN DNS and click OK to
save the configuration, the name also will be applied to
conditional DNS forwarding automatically.

Domain Name Enter the domain name for the router to look for in DNS
queries to intercept and reply to. Wildcards in the form of
asterisks (*) can be used to match a domain level. For
example, *.draytek.com will match domain names such as
www.draytek.com and ftp.draytek.com, whereas
www.draytek.* will match domain names such as
www.draytek.com and www.draytek.co.uk.

CNAME (Alias Domain Click Add to add an domain name alias for the domain name.
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Name) Click Delete next to an alias entry to delete it.

IP Address List The IP address listed here will be used for mapping with the
domain name specified above. In general, one domain name
maps with one IP address. If required, you can configure two
IP addresses mapping with the same domain name.

Add - Click Add to bring up the Add IP Address dialog box:

@ Haost's IP Address - Google Chrome [=[B] & ]
A Fz=2 | 192.168.1.1/doc/landnshost.htm By

Host's IP Address

[Jonly use this record for responding to DNS queries if the sender's IP
Address (client making the request) is in the same subnet as the host's
IP Address.

| ok || Close |

® Host’s IP Address - Enter the IP address to be returned
in response to a DNS query for the configured domain
names and aliases.

® Only responds to the DNS.... - Select to use this IP
address only if the IP address of the source of the DNS
query belongs to the same subnet as the host IP address
entered above.

After changes have been made, click OK to save and dismiss
the dialog box, or Close to discard the changes and dismiss
the dialog box.

Delete -To delete an IP address, click on it and then click
Delete.

To save changes made to the LAN DNS profile, click OK. To clear the profile and restore the
factory default blank values, click Clear.

If you need to configure LAN DNS settings, click index 1 to edit the LAN DNS profile just
created. Or, you can click index 2 to use this profile as conditional DNS forwarding.

Applications => LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding
Profile Index : 1
[J Enable

Domain Name:|

Note:
Support wildcard subdomain, ex: *.example.com

DMS Server IP/Host Name:

| ok | Clear |

Available settings are explained as follows:

Iltem Description

Enable Check this box to enable such profile.
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Profile Type a name for such profile.

Note: If you type a name here for conditional DNS forwarding
and click OK to save the configuration, the name also will be
applied to LAN DNS automatically.

Domain Name Enter the domain name for such profile.

DNS Server IP Address Enter the IP address of the DNS server you want to use for
DNS forwarding.

To save changes made to the LAN DNS profile, click OK. To clear the profile and restore the
factory default blank values, click Clear.
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11-6-3 DNS Security

Domain Name System Security Extensions (DNSSEC) protects against DNS-based attacks by
authenticating DNS responses from DNS resolvers.

The DNS servers must support DNS security validation for the feature to function properly.

To configure DNS security, from the main menu, click Applications, followed by DNS
Security.

[I-5-3-1 General Setup

All of WAN interfaces of Vigor router can be configured with DNS Security enabled
respectively.

Application >> DNS Security t‘

DNS Security

General Setup Domain Diagnosis Refresh
Interface Enable Primary DNS Secondary DNS Bogus DNS Reply
WAN1 O -
WAN3 O -
WAN4 O -
WANS O -
WANG O -

Note:
. The DMS server supports DNSSEC

% The DNS server does not support DMSSEC, function may not work as expected even if it is enabled

oK |

Available settings are explained as follows:

Item Description

Interface The WAN interface name for which DNS security is to be
configured.

Enable Select to enable DNS security for this WAN Interface.

Primary DNS Shows the primary DNS server IP address in effect for this
WAN.

Secondary DNS Shows the secondary DNS server IP address in effect for this
WAN.

Bogus DNS Reply Show action to be taken for DNS responses that fail
authentication. Choose Pass or Drop.
Pass - Pass DNS result.
Drop - Do not pass DNS result.

Press OK to save changes.
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[1-6-3-2 Domain Diagnose

While using the Domain Diagnose feature, you can check to see if the router’s DNS security
function is working properly, or whether a given domain is secured by DNS security. Note that
DNS Security has to be first enabled or the test results would not be meaningful.

Application == DNS Security

DNS Security

9

General Setup Domain Diagnosis DNS Cache

Domain: |

| ®@1pva Oteve

Interface:

DMS Server: |

| Diagnose |

Note:

Result

If the domain has not been queried before, it will take a few seconds to process.

IF Rddress Interface Verify Result

Available settings are explained as follows:

Item Description
Domain Enter domain address to be diagnosed.
Select the type of IP address to be looked up.
IPv4 - looks up A records.
IPv6 - looks up AAAA records.
Interface Select the WAN port to be used for the lookup.
DNS Server Enter the IPv4 address of the DNS server to be used for the
lookup.
Diagnose Click to begin DNS lookup.
Result The history of domain diagnosis is shown in the Result panel.
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11-5-4 Schedule

Time schedules can be created and used with router features that support them, so that those
features can be turned on and off automatically at preconfigured times.

Applications >> Schedule

Schedule : Current System Time

2020 Dec 29 Tue 6: 27 - 40

| System time set Set to Factory Default

Index Enable Comment

1 O

L]

[1=:]
o o o o o o o o o0 o o0 o O o

Time Frequency

| Em Em Em Em Em Em Em Em Em Em Em Em Em Em
c c c c c c c c c c c c c c 1=
= = = = =1 =1 =1 =1 =1 =1 =1 =1 =1 =1 =1

|

B Force on Force down

Available settings are explained as follows:

Item

Description

Current System Time

Shows the current time of the router.

System time set

Click to navigate to System Maintenance >> Time and Date
to set the system time and date.

Set to Factory Default

Reset all schedules to factory default values.

Index Shows the index number of the schedule entry.

Enable Select to enable the schedule; clear to disable it.
Comment Shows the name given to the schedule.

Time Shows the start and end times of the schedule. The time

interval of the schedule is indicated in dark grey.
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Frequency

Shows the days of the week configured for the schedule.
Selected days are shown in dark grey.

- If it lights in green, it means such schedule is active.

To configure a schedule, click on its index to bring up the settings page.

Applications == Schedule

Index No. 1 Current System Time

2000 Jan 1 5at3: 27 : 41

| System time set

Enable Schedule Setup
Comment

Start Date {yyyy-mm-dd)
Start Time (hh:mm)
Duration Time (hh:mm)
End Time (hh:mm)

How Often
O once
® weekdays
J sun Mon Tue Wed Thu Fri [ sat

O Monthly, on date

O cycle duration: days (Cycle will start on the Start Date.)

|Read'-,r for RD |
[2000 v {1 ~[{1 +~]

[ v]:0 ]
22v]:[0 v

23 /00

Note:

Comment can only contain A-Z2-z0-9, . {y-_() 5!~ " |

OK | | Clear || Cancel |

Available settings are explained as follows:

Item

Description

Enable Schedule Setup

Select to enable the schedule; clear to disable it.

Comment

Name to identify this schedule entry.

Start Date (yyyy-mm-dd)

The date when the entry comes into effect.

Start Time (hh:mm)

The time when the schedule is triggered. See the How Often
setting below for details.

Duration Time (hh:mm)

How long the action lasts when the scheduled is triggered.

End Time (hh:mm)

It will be calculated automatically when Start Time and
Duration Time are configured well.

Action

Action to take when the schedule is triggered.

Force On - The feature with which this schedule is
associated will be turned on.

Force Down - The feature with which this schedule is
associated will be turned off.
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How Often How frequently the schedule is triggered.

® Once - The schedule is triggered once, on the Start
Date at the Start Time, for the Duration Time.

® Weekdays - The schedule will be triggered repeatedly,
starting on the Start Date at the Start Time, on the
selected days of the week, at the Start Time, for the
Duration Time.

® Monthly, on date - The router will only execute the
action applied such schedule on the date (1 to 28) of a
month.

® Cycle duration - Type a number as cycle duration.
Then, any action applied such schedule will be
executed per several days. For example, “3” is selected
as cycle duration. That means, the action applied such
schedule will be executed every three days since the
date defined on the Start Date.

To save changes made to the Schedule, click OK. To clear the schedule and restore the
factory default blank values, click Clear. To cancel the changes and return to the main
Schedule page, click Cancel.

Example

Suppose you want to control the PPPoE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office 1z R
Hour: Y | 2 fY ‘[ 2
-9 ¥ -9 ¥
(Force On) - l R .

Mon - Sun 9:00 am to 6:00 pm
Make sure the PPPoE connection and Time Setup is working properly.

Configure the PPPoE always on from 9:00 to 18:00 for whole week.

Configure the Force Down from 18:00 to next day 9:00 for whole week.

A W DN

Assign these two profiles to the PPPoE Internet access profile. Now, the PPPOE Internet
connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.
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1I-5-5 RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization, and accounting, which is
widely used in enterprise networks. It is the most common authentication method to manage
the clients' access to the wireless network, the Internet and the VPN.

The router supports external TACACS+ and internal and external RADIUS servers for user
authentication. To configure TACACS+ or RADIUS servers, from the Main Menu select
Applications >> RADIUS/TACACS+.

[1-5-5-1 External RADIUS

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. This web page is used to configure settings
for external RADIUS server. Then LAN users of Vigor router will be authenticated and
accounted by such server for network application.

Select External RADIUS to configure the router to use an external RADIUS server for user
authentication.

Applications >» RADIUSITACACS+

External RADIUS Internal RADIUS External TACACS+

Index Enable Comments Primary Server Secondary Server

1

F o PO X
[B e P

Default Profile |Profile 1 v

OK Clear Cancel
RADIUS Server Status Log
Profile |1 v | | Refresh | Clear
Item Description

RADIUS Server Status Log | Display the record of current status of RADIUS server.

Enable Select to enable the profile.

Comment Displays the comment of the profile.

Primary Server Displays the IP address of the primary server.
Secondary Server Display the IP address of the secondary server.

Default Profile Select one of the profiles as the default profile for user

authentication.
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Click any index number to open the following page. It is used to configure settings for
external RADIUS server. Then users of the Vigor router will be authenticated by this server for
the network application.

Applications >> RADIUSITACACS+ >> Profile 1

Enable this profile

[JEnable Accounting

Comments:

Primary Server

Primary Server | |

Secret | |
Authentication Port 1812
Retry 2 Jtmesae)

Secondary Server

Secondary Server | |

Secret | |
Authentication Port 1812
Retry T Jumesu~o

| QK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable this profile Check to enable RADIUS client profile.
Comment - Enter a brief description for this profile.

Enable Accounting After checking it, Vigor router supports the accounting
feature (available seconds for using, quantity of RX/TX data)
for external RADIUS server. Any client tries to access the
Internet shall be authenticated and accounted by an external
RADIUS server.

Accounting Port -The UDP port number that the RADIUS
server is using. The default value is 1813, based on RFC 2138.

Disconnect Message Port - Set a port nhumber for listenning
the RADIUS disconnection message.

Interim Update Interval - Set a time interval for sending the
accounting request to the RADIUS server.

Applications >> RADIUS/TACACS+ == Profile 1

Enable this profile
EEnable Accounting

Primary Server

Primary Server

Secret

uihentication port

Accounting Port 813

i

Disconnect Message Port 799

Interim Update Interval
Niais

i

min(s)(f0~1440)
sisdas(1~3)

H
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Primary Server

Primary Server - Enter the IP address of RADIUS server.

Authentication Port - The UDP port number that the RADIUS
server is using. The default value is 1812, based on RFC 2138.

Secret - The RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Retry - Set the number of attempts to perform reconnection
with RADIUS server. If the connection (with the Primary
Server) still fails, stop the connection attempt and begin to
make connection with the secondary server.

Secondary Server

Secondary Server - Enter the IP address of RADIUS server.

Authentication Port - The UDP port number that the RADIUS
server is using. The default value is 1812, based on RFC 2138.

Secret - The RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Retry - Set the number of attempts to perform reconnection.
If the connection (with the Secondary Server) still fails, stop
the connection attempt. The client authentication would be
determined as "failed".

To save changes on the page, click OK. To discard changes, click Cancel. To reset all settings

to blank, click Clear.

11-56-5-2 Internal RADIUS

Except for being a built-in RADIUS client, Vigor router also can be operated as a RADIUS server
which performs security authentication by itself. This page is used to configure settings for
internal RADIUS server. Then users of Vigor router will be authenticated by Vigor router

directly.

Select Internal RADIUS to configure the router’s built-in RADIUS server.
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Applications >= RADIUS/TACACS+

External RADIUS Internal RADIUS

External TACAC S+

Enable

Authentication Port 1812

RADIUS Client Access List

Index Enable Shared Secret  IP Address IP Mask IPv6 Address IPv6 Length
1 [ | [192.168.10010 | 255255255 255 | | | [o |
2 [ [Max 31 character] [00.00 |[0000 | | [0 |
3 [ [Max 31 character] [00.00 |[0000 I | [0 |
4 O [Max 31 character| [00.00 |[0000 | | o |
5 O [Max 31character| [0.0.0.0 |[0.0.0.0 | [= | o |
6 [ [Max31character| [00.00 |[0000 | | [o |
7 O [Max 31 character| [00.00 |[0000 | | o |
8 O [Max31character| [00.00 |[0000 | | o |
9 O [Max31character] [00.00 |[0000 | | o |
10 [ [Max 31 character| [00.0.0 |[0000 | | o |

Authentication

Method

[PAP Only ~

802.1X Method

[J support 802.1X Method
EAP_TTLS/PAP
EAP_PEAP/MSCHAPv2

EAP_TTLS/MSCHAP

EAP_TTLS/MSCHAPvV2

User Profile
SelectAll | [ Clear Al |
Available List Authentication List
Note:

1.0nly the user profiles which is enabled in User Management == User Profile will be listed here, and it shows in the
System Maintenance == Internal Service User List.

2.RADIUS Client Access List is first match.

oK | | Clear | | Cancel

Available settings are explained as follows:

Item

Description

Enable

Select to enable the router's internal RADIUS server.

Authentication Port

The UDP port for authentication message.

RADIUS Client Access List

Only clients that meet the criteria configured in the access
list are allowed to access the RADIUS server.

Index - The index number of the client entry.
Enable - Select to enable this client entry.

Shared Secret - A text string that is known to both the
router’s RADIUS server and the RADIUS client that is used to
authenticate messages sent between them. Maximum length
is 36 characters.

IP Address - Enter the base address of the IP block.
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IP Mask - Enter the IP mask to configure the size of the IP
block.

IPv6 Address - Enter the base address of the IPv6 block.
IPv6 Length - Enter the prefix length of the IPv6 block.

Authentication Configures the authentication settings.

Specify the way to authenticate the client.

PAP - Only the Password Authentication Protocol will be used
to validate users.

PAP/CHAP/MS-CHAP/MS-CHAPvV2 - PAP, CHAP
(Challenge-Handshake Authentication Protocol), and
Microsoft versions of CHAP can be used to validate users.
Support 802.1X Method - The built in RADIUS server offered
by Vigor router can act as the AAA server. Select to enable
802.1X support.

User Profile During the process of security authentication, user account
and user password will be required for identity
authentication. Before configuring such page, create at least
one user profile in User Management>>User Profile first.

Select All - Click to move all user profiles under the
Available List to the Authentication List.

Clear All- Click to remove all user profiles from the
Authentication List.

Available List - User profiles (created in User Management
>> User Profile) that have not been added to the
authentication list.

Authentication List - User profiles (created in User
Management >> User Profile) that have been added to the
authentication list. Users can log in using these profiles.

To add a User Profile to the RADIUS server, select it under Available List, then click the >>
button. To remove a User Profile from the RADIUS server, select it under Selected
Authentication List, then click the << button.

To save changes on the page, click OK. To discard changes, click Cancel. To reset all settings
to blank, click Clear.
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11-5-5-3 External TACACS+

It means Terminal Access Controller Access-Control System Plus. It works like RADIUS does.
Click the External TACACS+ to open the following page:

Applications >> RADIUS/TACACS+

External RADIUS Internal RADIUS External TACACS+

B Enable
Server IP Address |

Destination Port
Type
Shared Secret |'-.-Ia:<: 36 characters |

Confirm Shared | |
Secret

| OK | | Clear | | cCancel |

Available settings are explained as follows:

Item Description

Enable Select to enable the use of an external TACACS+ server.

Server IP Address The IP address of the TACACS+ server.

Destination Port The port used by the TACACS+ server. Port 49 is most
common.

Shared Secret A text string that is known to both the TACACS+ server and
client (the router) that is used to authenticate messages sent
between them. Maximum length is 36 characters.

Confirm Shared Secret Enter the shared secret again for verification.

To save changes on the page, click OK. To discard changes, click Cancel. To reset all settings
to blank, click Clear.
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11-5-6 Active Directory/ LDAP

Lightweight Directory Access Protocol (LDAP) is an industry-standard protocol for maintaining
and accessing directory information on a network. When used in conjunction with a Vigor
router, LDAP can be used to authenticate VPN connection attempts.

Active Directory (AD) is a directory service from Microsoft that supports LDAP queries.

To configure Active Directory or LDAP settings, from the Main Menu select Applications >>
Active Directory /LDAP.

[1-5-6-1 General Setup

To configure the settings for the LDAP server, select General Setup.

Applications == Active Directory I(LDAP

General Setup Active Directory { LDAP Profiles | Setto Factory Default |
EEenable
Bind Type
Server Address | |
Destination Port 389 [Juse ssL
Regular DN

Regular Password

| OK | | Cancel |

Available settings are explained as follows:

Item Description
Enable Select to enable LDAP client.
Bind Type Select from one of 3 bind types:

® Simple Mode - Initiate bind operation (authentication)
without performing user search. This mode can be used
when all users belong to the same branch in the LDAP
structure.

®  Anonymous - Bind anonymously, without supplying the
distinguished name (DN) and password, and perform user
search. This mode can be used when not all users belong
to the same branch and the server allows anonymous
searches.

® Regular Mode - Same as Anonymous mode, except that
the DN and password are sent to the server. This mode
can be used when not all users belong to the same branch
and the server does not allow anonymous searches.

For the regular mode, you’ll need to Enter the Regular DN and
Regular Password.

Server Address The network address of the LDAP server.

Destination Port The network port that the LDAP server listens on. The default
ports are 389 for unsecured connections and 636 for LDAPS
(LDAP over SSL) connections.

Vigorl000B Series User’s Guide 163



Use SSL Select to use Secure Sockets Layer (SSL) for LDAP traffic.

Regular DN Enter the LDAP Distinguished Name for authentication if Bind
Type is set to Regular Mode.

Regular Password Enter the LDAP Password for authentication if Bind Type is set
to Regular Mode.

To save changes on the page, select OK; to discard changes, select Cancel.

[1-5-6-2 Active Directory / LDAP Profiles

Up to 8 LDAP profiles can be created. These profiles would be used with User Management for
different purposes in management.

Click on the Active Directory / LDAP Profiles to bring up the index page.

Applications >> Active Directory /LDAP

General Setup Active Directory / LDAP Profiles | Setto Factory Default |

Index Name Distinguished Name

S9N =

Available settings are explained as follows:

Item Description

Index The_index of the LDAP profile. Click to show the profile
settings page.

Name Displays the user-defined name that identifies this entry.

Distinguished Name Displays the distinguished name (DN) configured in the profile.

To configure an LDAP profile, click on its index to show the following settings page.

Applications >> Active Directory /LDAP>>Server Profiles

Index Ho. 1
Mame RD1
Commaon Mame Identifier o1
Base Distinguished Mame =)

Additional Filter

Group Distinguished MName =

Note:

Please type in your additional filter for BaseDM search request. For example, "gidMumber=500" for
OpenLDAPR, and "msMPaAllowDialin=TRUE" for 4D,

[ OK ] [ Cancel

Available settings are explained as follows:
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Item

Description

Name

Name that identifies this profile. Maximum length is 19
characters.

Common Name Identifier

The common name attribute, which is typically “cn” in most

LDAP configurations.

Base Distinguished Name

The starting point of user search in the LDAP directory, for
example, dc=draytek,dc=com.

I@ - click this icon to display a list of valid DNs in the LDAP

directory.

Additional Filter

Additional filter to be applied to the search request to identi
eligible users.

For example,
“OpenLDAP: (gidNumber=500)"

Here group ID 500 is the group of dial-in users.
“ActiveDirectory: (msNPAllowDialin=TRUE)”

The msNPAllowDialin attribute indicates that the user has
permission to dial in remotely.

fy

Group Distinguished
Name

The base DN of the tree in the LDAP directory that contains
groups, for example, ou=groups,dc=draytek,dc=com.

= - click this icon to display a list of valid DNs in the LDAP
directory.

To save changes on the page, select OK; to discard changes, select Cancel.
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II-5-7 IGMP

Internet Group Management Protocol (IGMP) is an IPv4 communication protocol for
establishing multicast group memberships.

To configure IGMP settings, from the Main Menu select Applications >> IGMP.

[I-5-7-1 General Setting

Applications => IGMP

General setting Working status

[JIGMP Proxy
IGMP Proxy acts as a multicast proxy for hosts on the LAN side. Enable IGMP proxy to access any multicast
group. This function takes no effect when Bridge Mode is enabled.

Interface
IGMP version

General Query Interval (seconds)

Add PPP header
(Encapsulate IGMP in PPPoE)
Enable IGMP syslog O

[JIGMP Snooping
Enable: Forwards multicast traffic only to ports that are members of that group.
Disable: Treats multicast traffic the same as broadcast traffic.

] IGMP Fast Leave

The router stops forwarding multicast traffic to a LAN port as soon as it receives a leave message from
that port.

Each LAN port should have ne more than one IGMP host connected.

| oK | | Cancel |

Available settings are explained as follows:

Item Description

IGMP Proxy Check this box to enable this function. The application of
multicast will be executed through WAN /PVC/VLAN port.
In addition, such function is available in NAT mode.

Interface - Specify an interface for packets passing
through.

IGMP version - At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version
based on the IPTV service you subscribe.

General Query Interval - Vigor router will periodically
check which IP obtaining IPTV service by sending query. It
might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit
the frequency of query sent by Vigor router.

Add PPP header - Check this box if the interface type for
IGMP is PPPOE. It depends on the specifications regulated
by each ISP. If you have no idea to enable or disable, simply
contact your ISP providers.

Enable IGMP syslog - Check the box to store the IGMP
status ontot Syslog.
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IGMP Snooping Select to enable IGMP Snooping so that multicast traffic are
forwarded to IGMP clients that have joined a multicast
group.

IGMP Fast Leave - Select to enable IGMP Fast Leave.

Normally when the router receives a “leave” message from
an IGMP host, it will send a last member query message to
see if there are still members within the multicast group.
When Fast Leave is enabled, multicast for a group is
immediately terminated when the last host in that group
sends a “leave” message.

To save changes on the page, select OK; to discard changes, select Cancel.
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[I-5-7-2 Working Status

Displays a list of active multicast groups.

Applications == IGMP

General setting Working status
Refresh |
Multicast Group Table
Index Group ID P2 P7 P8 Pg P10 |
IGMP Device Table
I Index | MAC Address I IP Address Interface IGMP Version
Available settings are explained as follows:
Item Description
Refresh Click to reload the Multicast Group Table with the latest
information.
Index Index number of the multicast group.
Group ID ID port of the multicast group, which is within the IP range
reserved for IGMP, 224.0.0.0 through 239.255.255.254.
P2 to P10 LAN ports that have IGMP hosts joined to this multicast
group.
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11-5-8 Wake on LAN

Using the Wake on LAN (Wol) feature, LAN clients that support WolL can be powered on or
resume from sleep over the network, without the need for physical access to the device.

In order for LAN clients to be able to wake from sleep or off states, the network interface
card must be configured to monitor Wake-on-LAN messages. Consult the documentation of
the LAN client for details on setting up its network interface for Wake on LAN.

If you wish to be able to select the IP address of the Wake-on-LAN client, its MAC address
must first be bound to a static IP address using the Bind IP to MAC function.

To configure Wake on LAN settings, from the Main Menu select Applications >> Wake on LAN.

Applications >> Wake on LAN

Wake on LAN
Wake by:
IP Address:
MAC Address: D\:IG\:ID\:I | Wake Upl |
Result
4
Note:

Wake on LAN integrates with Bind IP to MAC function; only bound PCs can wake up through IP.

Available settings are explained as follows:

Item Description

Wake by The type of address of the LAN client to be woken up.

® |f you choose Wake by MAC Address, you have to
Enter the correct MAC address of the host in MAC
Address boxes.

® [f you choose Wake by IP Address, you have to choose
the correct IP address.

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop down
list.

Select the IP address of the LAN client.

MAC Address Enter the MAC address of the LAN client.

Wake Up Click to send Wake-on-LAN message to the specified LAN
client.

Result Result of the transmission of the Wake-on-LAN message.
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11-5-9 SMS / Mail Alert Service

You can set up SMS or mail profiles for the router to send events or alerts to designated
recipients. Up to 10 SMS profiles and 10 mail profiles can be configured.

[1-5-9-1 SMS Alert

To configure SMS alert profiles, select the SMS Alert tab.

Applications => SMS / Mail Alert Service

SMS Alert Mail Alert Set to Factory Default
Index Enable SMS Provider Recipient Number  Notify Profile Schedule(1-15)
1 O
2 0O
3 [
4 O
5 [
6 O
7 O
] O
9 0
10 (]
Note:

All the sMS alert profiles share the same "Sending Interval" setting if they use the same SMS Provider.

| ok | | Cancel |

Available settings are explained as follows:

Item Description

Set to Factory Default Click to clear all SMS alert profiles.

Enable Select the checkbox to enable the profile.

SMS Provider Select the profile of the SMS provider to be used. To set up

or modify SMS provider profiles, click the hyperlink SMS
Provider to go to Objects Setting >> SMS/Mail Service

Object.
Recipient Number Enter the recipient’s SMS number.
Notify Profile Select the notification profile to be used. To set up or

modify notification object profiles, click the hyperlink
Notify Profile to go to Objects Setting >> Notification
Object.

Schedule (1-15) Enter up to 2 schedule profile indexes. To set up or modify
schedule profiles, click the hyperlink Schedule(1-15) to go
to Applications >> Schedule.

After finishing all the settings here, please click OK to save the configuration.
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[1-5-9-2 Mail Alert
To configure mail alert profiles, select the SMS Alert tab.

Application == SMS | Mail Alert Service

SMS Alert Mail Alert Set to Factory Default
Index Enable Mail Service Mail Address Notify Profile Schedule(1-15)
1 O
2 O
3 [l
4 (]
5 O
6 [l
7 O
8 O
9 [l
10 ]
Note:

All the Mail Alert profiles share the same "Sending Interval” setting if they use the same Mail Server.

| ok || Cancel |

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click to clear all mail alert profiles.

Enable Select the checkbox to enable the profile.

Mail Service Select the profile of the mail provider to be used. To set up
or modify a mail provider profile, click the hyperlink Mail
Service to go to Objects Setting >> SMS/Mail Service
Object.

Mail Address Enter the recipient's email address.

Notify Profile Select the notification profile to be used. To set up or

modify a notification object profile, click the hyperlink
Notify Profile to go to Objects Setting >> Notification
Object.

Schedule (1-15)

Enter up to 2 schedule profile indexes. To set up or modify
schedule profiles, click the hyperlink Schedule(1-15) to go
to Applications >> Schedule.

After finishing all the settings here, please click OK to save the configuration.
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11-5-10 Bonjour

Bonjour is Apple’s implementation of zero-configuration networking (Zeroconf), a technology
that allows automatic discovery and configuration of network devices and services. Bonjour is
built into OS X, and versions for Windows PCs can be downloaded without charge from Apple’s
website.

Without Bonjour, routers, computers, and other network peripherals would require manual
configuration of network settings such as IP addresses and port numbers, which could be
complex and cumbersome. By enabling Bonjour on the Vigor router, users only need to know
the name of the router in order to set up connectivity between LAN devices, and the router
and the peripherals that are connected to it.

To enable the Bonjour service, click Application>>Bonjour to open the following page. Check
the box(es) of the server service(s) that you want to share to the LAN clients.

Applications == Bonjour d

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server
S55H Server

QK Cancel

Available settings are explained as follows:

Item Description

Enable Bonjour Service Select to enable the Bonjour service on the router. The rest
of the checkboxes will be enabled for selection when this
checkbox has been selected.

HTTP Server Select to allow the router’s HTTP server to be discovered
via Bonjour.

Telnet Server Select to allow the router’s telnet server to be discovered
via Bonjour.

SSH Server Select to allow the router’s SSH server to be discovered via
Bonjour.

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

©) Browser - Mozilla Firefox
File Edit View History Bookmarks Tools Help
| @Meozilla Firefox Start Page - | L Browser ~ | L Browser * | 1 Browser

€ B3 | @ chrome:fdnssdicontent/Prowszer hitm]
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2. Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:/dnssd/content/browser.html ¢ ||B- Google
DNSSD for Firefox
Browser Caonfiguration Options Diagnostic Information

Interface Name Type Domain Service Info

2 DS1010F lus _http._tep local Select a service on the [eft to view
further details

2 DE1010Pus(WebDAY) _http_tcp local

2 HP Laserlet 1300 _ipp._tcp. local

2 tetseng-vitual-machine {b _udisks-ssh._tcp. local

2 tetseng-virtual-machine [00:0c:29:78:bc:24] _workstation_tcp local

2 tomkac-desktop [00:0c:29:26:02:5d] _winrkstation._tcp local

3. Open System Maintenance>>Management. Type a name (e.g., DrayTek) as the Router
Name and click OK.

System Maintenance >> Management a
IPv4 Management Setup IPv6 Management Setup LAN Access Setup
Router Name Viger1000B-P |
Default:Disable Auto-Logout Management Port Setup
) Enable validation Code in Internet/LAN Access @ User Define Ports O Default Ports
Telnet Port (Default: 23)
Internet Access Control HTTP Port (Default: 80)
Allow management from the Internet HTTPS Port 43 (Default: 443)
Domain name allowed | TP Port (Default: 21)
L) FTP Server TRO69 Port (Default: 8069)
HTTP Server [JEnforce HTTPS Access
LTTPS Server iil:ep_rort (Default: 22)

[J Telnet server

Ports 8001 and 8043 are used for Hotspot Web Portal.
[J TRoOG9 Server

[J s5H Server Brute Force Protection
[J SNMP Server [J Enable brute force login protection
Disable PING from the Internet [ FTP server

4. Next, open Applications>>Bonjour. Check the service that you want to use via Bonjour.

Applications >> Bonjour o

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server
S5H Server

| QK | | Cancel |

5. Open the DNSSD page again. The available items will be changed as the follows. It means
the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP
server, SSH Server, Telnet Server, and HTTP Server.
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| @ chrome /dnssd/content/browser. html

¢ | 8- Google

DNSSD for Firefox
Birowser Configuration Options Diagnostic Infarmation
Interface Name Type Domain Service Info
2 DS1010P lus _http._tep local. Select a service on the left to view
further details
2 DE1010P lus(WWebDAY) _http_tep local
2 HP Laserlet 1300 _ipp._tcp. local
2 igor Router _ftp_tep local
2 igor Router _http._tep local.
2 igor Router _printer._top. local.
2 igor Router _ssh._tcp. local.
2 igor Router _telnet._tcp local
0
2 tetseng-virtual-machine hW) _udisks-zsh._tcp local
2 tetsengvirtualmaching [00:0c:29:78: be:24] _wiorkstation._top. local.
2 tormkac-desktop [00:0c:29:26:09:54d] _workstation._top. local.

6. Now, any page or document can be printed out through Vigor router (installed with a

printer).

Printer

Marne

Stakus
Tvpe
Location
Carnrmenkt

[ ] Prink ko file

Print range
() all pages
(O Pages

Selection

microsoft XPS Document YWriter Properties... ]
Auko HP Laserdet 1200 Series PCL on RD-RC

Auko Microsoft $PS Document Writer on RD-KC
Auka Microsaft %P5 Document ‘Writer an TIM-PiC
Wigor Router

Copies

Mumber of copies -

options. ..

Elﬂﬂ Dﬂﬂ Collate
1 1

[ (0] 4 l [ Zancel ] [ Help
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[1-5-11 High Availability

The High Availability (HA) feature of the router provides redundancy of network resources,
and reduces downtime in case of component failure. The level of sophistication of HA is
determined by availability requirements and tolerance of system interruptions. Systems that
provide near full-time availability typically have redundant hardware and software.

The HA of the Vigor1000B Series is designed to avoid single points-of-failure. When failures
occur, the failover process transfers the network load handled by the failed component (the
primary router) to the backup component (the secondary router), and the availability of
network resources are preserved and partially failed transactions are recovered. In a matter
of seconds the system returns to normal operation.

In order to set up High Availability, at least 2 DrayTek routers have to be configured in the
following manner:

® Enable High Availability on both the primary and secondary routers.

® Set a high priority ID on the primary router, and a lower priority ID on the secondary
router.

®  Configure identical redundancy methods, group IDs, and authentication keys on both
routers.

Set the management interface of both routers to the same subnet.

° Enable virtual IP on both routers for each subnet in use. Make sure the virtual IPs are
identical on both routers.

11-56-11-1 General Setup

Open Applications>>High Availability to bring up the configuration page to configure High
Availability.

Applications >> High Availability

[JEnable High Availability

Redundancy Method | Active-Standby v

General Setup Config Sync Status | Setto Factory Default |
Group ID 1 J(-255)
Priority ID |1D | {(1-30, 30 is highest prierity)
Authentication Key |dra'-,ftek |
Protocol
Management Interface
Update DDNS [lenable
Syslog [CJEnable
IPv4 IPve

Index Enable Virtual IP

LANL | 192 168.100.2

LAMNZ (] 192.168.200.2 !

LAMNZ ] 192.168.3.2 !

LAMN4 ] 192.168.4.2 !

Available settings are explained as follows:

Item Description
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Enable High Abailablity Select to enable HA function.

Redundancy Method Select the redundancy method for high availability.
Hot-Standby -

Such method is suitable when there is only one ISP account.
When this method is selected,

® During normal operation the secondary router will be
idling. When the primary router fails to operate
normally, the secondary router(s) will take over.

®  WAN settings of the primary and secondary routers
are identical.

Note: When Hot-Standby is used, the wireless LAN

function on secondary router will be “disabled”

directlly. Clients can not connect to the secondary

router any more.

Active-Standby -

This method is suitable when there are multiple

simultaneously active ISP connections. When this method is

selected,

®  All WANs on the secondary routers can be up at the
same time. LANs that are not configured under high
availability can be routed to secondary routers.

®  WAN settings of primary and secondary routers are
independently configured.

® Config Sync may be enabled to synchronize most
configuration settings between the primary and
secondary routers.

®  All routers must be set to the same redundancy

method.
Group ID Enter a value (1~255).
All routers having the same group ID belong to the same
group.
Priority ID Enter a value (1~30).

Different routers must be configured with different IDs.

All routers within a group must be assigned a priority ID.
Within a group, the router with the largest priority ID (i.e.,
the highest priority) will be the primary router. When
multiple routers in a group are assigned the same priority ID,
routers with lower LAN IP addresses (configured on the LAN
>> General Setup page) have higher priority.

Authentication Key Enter an authentication key up to 31 characters long. This is
used to encrypt the DARP (DrayTek Address Redundancy
Protocol) traffic to guard against malicious attacks.

Protocol Select the IP protocol to be used for DARP.

Management Interface Select the interface to be used for DARP negotiation
between routers. Only interfaces which are enabled in
LAN>>General Setup are available for selection.

However, LAN1 is always enabled.

Update DDNS Select Enable to update the DDNS server for secondary
devices when the primary router fails.

Syslog Select Enable to have syslog record HA activity.

LAN1 ~ LAN50 Enable - Check the box to enable the interface.
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Virtual IP - Display the default IP address for each LAN. If
rquired, modify the IP address for the LAN port device.

When you finish the configuration, please click OK to save and exit this page.

[1-5-11-2 Config Sync

The synchronization of configuration between high availability routers is configured here.

Applications == High Availability

[JEnable High Availability

Redundancy Method | Active-Standby +

General Setup

Config Sync

Status | Setto Factory Default |

Config Sync Interval:

Day
Hour
Minute

[] Enable Config Sync ( Max. Sync to 10 routers )

Exclude the following settings from config sync:
WAN Settings

3

oo
<l <

<

Note:

This feature requires that both routers are the same series, and the High Availability must be
enabled for Config Sync to operate.

| ©OK || Cancel |

Available settings are explained as follows:

Item

Description

Enable Config Sync (Max.
Sync to 10 routers)

Select to enable configuration synchronization.

All routers to be synchronized must have this checkbox
selected.

Note that config sync can be enabled by Hot-Standby
redundancy method only.

Config Sync Interval

Day / Hour / Minute - The primary router will synchronize its
configuration with secondary routers at every specified time
interval.

Exclude the following
settings from config sync

This setting is available when the Redundancy Method is set
to Hot Standby.

Select the configuration settings to be excluded from
synchronization.

When you finish the configuration, please click OK to save and exit this page.

When the configuration method is set to “Hot Standby”, the following settings will not be

synchronized:

®  WAN (user selectable)
® LAN
® LANIPv6
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[ J router name

® admin and user passwords.

Example:

Take the following picture as an example. The upper Vigorl000B is regarded as primary
device, the lower Vigor1000B is regarded as secondary device. When primary Vigor1000B
Series is broken down, the secondary device could replace the primary role to take over all
jobs as soon as possible. However, once the primary device is working again, the secondary
device would be changed to original role to stand by.

Vigor1000B
Primary

Mail FTP Web
Server Server Server

Ei E |
= = =
= =
= =

CRM ERP
Server Server

...................

! 0
Vigor1000B

—— Normal VPN connection Secondary

—— HA enabled

Vigor1000B Series User’s Guide



Application Notes

A-1 How to Implement the LDAP/AD Authentication for User Management?

For simplifying the configuration of LDAP authentication for User Access Management, we
implement “Group” feature.

There is no need to pre-configure user profile for each user on Vigor router anymore. We only
need to configure the Groups DN, then the Vigor router (e.g., Vigor 2860 series) can pass the
authentication to LDAP server with the pre-defined Group path.

Below shows the configuration steps:
1. Access into the web user interface of the Vigor router.

2. Open Applications>>Active Directory /LDAP to get the following page for configuring
LDAP related settings.

Applications == Active Directory /[LDAP

General Setup Active Directory | LDAP Profiles | Setto Factory Default |
Enable
Bind Type Regular Mode »
Server Address 172.16.2.8
Destination Port 389 Use S5L
Regular DN uid=vpntest.ou=vpnuser.dc=ms,dc=draytek
Regular Password  jewees
| ok | | Cancel

There are three types of bind type supported:
® Simple Mode - Just simply do the bind authentication without any search action.

® Anonymous - Perform a search action first with Anonymous account then do the
bind authentication.

® Regular Mode- Mostly it is the same with anonymous mode. The different is that,
the server will firstly check if you have the search authority.
For the regular mode, you’ll need to type in the Regular DN and Regular Password.

3. Create LDAP server profiles. Click the Active Directory /LDAP tab to open the profile
web page and click any one of the index number link.

If we have two groups “RD1” and “SHRD” on LDAP server, we can configure two LDAP
server profiles with different Group Distinguished Name.
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Applications >=> Active Directory /LDAP>>Server Profiles

Index No. 1
Name rd1
Common Name Identifier uid
Base Distinguished Name ou=people,dc=ms,de=draytek dc=com =)
Additional Filter cn=shrd,cu=group,dc=msg
Group Distinguished Name =)
Note:

Please type in your additional filter for BaseDM search request. For example, "gidMumber=500" for
OpenLDAP, and "msNPAllowDialin=TRUE" for AD.

OK | | Cancel

and

Applications == Active Directory /ILDAP=>Server Profiles

Index No. 2
Mame shrd
Common Mame Identifier uid
Base Distinguished Mame ou=people dc=ms,dc=draytek dc=com ol
Additional Filter cn=shrd,cu=group dec=ms. dc=draytek dc
Group Distinguished Name ol
Note:

Please type in your additional filter for BaseDM search request. For example, "gidMumber=500" for
OpenLDAP, and "msNPAllowDialin=TRUE" for AD.

| OK | | Cancel

4.  Click OK to save the settings above.
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5. Open User Management>>General Setup. Select User-Based as the Mode option.

User Management >> General Setup

General Setup

Mode Selection:

() Rule-Based is a management method based on IP address. Administrator may set
different firewall rules to different IP address.

(@ User-Based is a management method based on user profiles. Administrator may set
different firewall rules to different user profiles.
Notice for User-Based mode:

¢ In User-Based mode, Active Rules in Firewall will be applied to all LAN clients, packets

that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

¢ Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Authentication page:

Web Authentication: @® HTTPS O HTTP
Login Page Default -
Logao:

(Max 524 = 352 pixel)

Login Page Greeting

M Nicnlay

10 addrass on the dialnn hov nons un after succassful loain
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6. Then open VPN and Remote Access>>PPP General Setup to check the profile(s) that
will be authenticated with LDAP server.

VPN and Remote Access == PPP General Setup

PPP General Setup

PPPIMP Protocol PPP Authentication Methods
- = s
Dial“In PPP [PAPICHAPIMS-CHAPINS-CHAPv2 v || Remote Dial-in User
Authentication RADIUS
Dial-In PPP -
v
Encryption(MPPE) |Opllonal MPPE |
Mutual Authentication (PAP) O ves @ no
Username |r-.-1ax: 23 characters |
Password |r-.-1ax: 19 characters | Note:
IP Address Assignment for Dial-In Users when DHCP is | 1- Please select 'Fl"t}p Only 'Dial-In PPP
disabled. Authentication’,if you want to use AD/LDAP or
Start IP Address IP Pool Counts TACACS+ Ifor PFzP Authent|czllt|oln.
2. Default priority is Remote Dial-in User -
LAN 1 |152.165.100.200 | 50 RADIUS -> AD/LDAP -> TACACS+.
3. Vigor router also supports Frame-IP-Address
from RADIUS server to assign IP address to
VPN client.
While using RADIUS or LDAP Authentication:
Assign IP from subnet: |[LANT w

After above configurations, users belong to either “rd1” or *“shrd” group can access Internet
after inputting their credentials on LDAP server.
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lI-6 Routing

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need
to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

Load Balance
You may manually create policies to balance the traffic across network interface.
Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP to the
destination IP.

Address Mapping

Allows you specify the outgoing WAN IP address (es) for an internal private IP address or a
range of internal private IP addresses.

Priority

The router will determine which policy will be adopted for transmitting the packet according
to the priority of Static Route and Route Policy.

Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service (Failback),
the packets will be returned to it immediately.

Other routing

Specify routing policy to determine the direction of the data transmission.

Info For more detailed information about using policy route, refer to SUPPORT
>> TECH SUPPORT >>FAQs on www.draytek.com.

TS SOLUTIONS SUPPORT ABOUT PARTMERS

DOWNLOADS TECH SUPPORT

Latest Firmwares
DrayTek Utility Knowledge Base

Smart VPN Client Submit a Ticket &
Manuals Live Demo

DrayTek FTP Warranty Info

TS —
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Web User Interface

11-6-1 Static Route

Go to Routing >> Static Route. You can create static routes so that traffic to specific IP
addresses go through a particular LAN or WAN.

The Static Route Setup screen has separate tabs for IPv4 and IPv6. Select the appropriate tab
to begin.

11-6-1-1 Static Route for IPv4

Routing == Static Route Setup

IPv4 IPv6 Set to Factory Default | View Routing Table |

Index Enable Destination Address Index Enable Destination Address
1. O 777 26. 0 272

2 O 777 21. O 277

3. OJ 77 28. O 277

4. 0O 777 29. 0 277

5, O 277 30. O 277

8. O ?7? 31 O 277

1 O EES 32 O 222

8 U 222 33 O 277

ER O EEE 34 O 27?7

10. 0 777 35. 0 277

1. O 777 36. O 277

12. OJ 77 37 [l 277

13. OJ 77 38. O 277

14, 0O 777 39. 0 277

15. OJ 77 40. | 277

16. 0 777 11. a 272

17. U 27?7 42. O 277

18. O 777 43, O 277

19. OJ 77 44, O 277

20. 0O 777 45. 0 277

2. U 2?2 46. O 222

22 U ?7? 41. O 277

23. O ?7? 48. 0 277

24. O 277 49, O 277

25. OJ 77 50. | 277

== 1-50 | 51-100 | 101-150 | 151-200 | 201-250 | 251-300 == Next ==

| OK | | Cancel

Available settings are explained as follows:
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Item Description

Set to Factory Default Clear all of the settings and return to factory default
settings.
Viewing Routing Table Displays the routing table for your reference.

Diagnostics => View Routing Table

IPv4 Routing Table Refresh

Key Destination Gateway Interface

Ce 192.168.1.8/ 255.255.255.@ directly connected LAN1

Key
C: Connected  S: Static  R: RIP *: default  ~: private  B: BGP

IPv6 Routing Table [) Show Detail | Refresh

Destination Interface Flags Metric Next Hop

Index The number (1 to 300) under Index allows you to open next
page to set up static route.

Enable Enables or disables the static route.

Destination Address Beginning destination address.

Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and B
locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

®  use the Main Router to surf the Internet.

® create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.
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1. Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.

1)

Info There are two reasons that we have to apply RIP Protocol Control on
1st Subnet. The first is that the LAN interface can exchange RIP
packets with the neighboring routers via the 1st subnet
(192.168.1.0/24). The second is that those hosts on the internal
private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with
different subnets.

2. Click the LAN >> Static Route and click on the Index Number 1. Check the Enable box.
Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

Routing => Static Route Setup

Index No. 1
Enable
Destination IP Address [192.168.10.0 |
Subnet Mask [255.255 255 255/ 32 |
Gateway IP Address |192.168.1.2 |
Metwork Interface
Note:
WANT, WANS, WANS are PVCs or WLANs that can be configured on the Multi-PVC/VLAN page.
| ok | | Cancel | | Delete |

Available settings are explained as follows:

I[tem Description

Enable Enables or disables the static route.

Destination IP Beginning destination address. Enter an IP address as the
Address destination of the static route.

Subnet Mask Subnet mask of the destination address. Enter the subnet

mask for the static route.

Gateway IP Address Enter the IP address of the gateway, which is the host that
the traffic needs to go through to reach the destination.

Network Interface Use the drop down list to specify an interface for such
static route. The LAN or WAN that should be used to
contact the gateway.

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.
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Routing == Static Route Setup

Index No. 2
Enable
Dastination IP Address [211.100.88.0 |
Subnet Mask [255.255.255.255 /32 v |
Gateway IP Address [192.168.1.3 |
Metwork Interface
Note:

WANT, WANE, WAND are PVCs or VLANSs that can be configured on the Multi-PVC/VLAN page.

| oK | | Cancel | | Delete |

4. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics == View Routing Table

IPv4 Routing Table

| Refresh
Key Destination Gateway Interface
S 192.168.10.8/ 255.255.255.255 wvia 192.168.1.2 LANI
Cr 1%2.168.1.8/ 255.255.255.@ directly connected LAN
See 211.108.88.8/ 255.255.255.255 wvia 192.168.1.3 LANI

11-6-1-2 Static Route for IPv6

You can set up to 300 profiles for IPv6 static route. Click on a route index on the IPv6 tab to
configure an IPv6 static route.
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Routing >> Static Route Setup

IPvd IPv6 Set to Factory Default | View |IPv6 Routing Table |
Index Enable Destination Address Index Enable Destination Address
1. O =i 26. O =2/0
2. [} 110 27. O 0
3. [ 220 28. [ 220
4. O 21/0 29. (] /0
5. [} =20 30. [} == 0
6. [} ] 3. O /0
1. O 20 32. O ::/0
8. [} 110 33. O 0
9. [ 220 34. [ 220
10. [} 110 35. [} /0
11. [} =20 36. [} == 0
12, [} ] 7. O /0
13. [} 20 38. [} 22/ 0
14. [} 110 39. O /0
15. [ 220 40. [ 220
16. [} 110 41. [} /0
17. O =i 42, O =2/0
18. [} ] 43, O /0
19. [} 20 44. [} 22/ 0
20. O 21/0 45. (] /0
21. [} =20 46. [} == 0
22, [} 110 a7, [} /0
23. O =i 43, O =2/0
24, [} 110 49, O 0
25. [} 220 50. [} 220
= 1-50 | 51-100 | 101-150 | 151-200 | 201-250 | 251-300 == Next ==
| OK | | Cancel |
Available settings are explained as follows:
Item Description
Set to Factory Default Clear all of the settings and return to factory default
settings.
Viewing IPv6 Routing Displays the routing table for your reference.
Table
Index The number (1 to 300) under Index allows you to open next
page to set up static route.
Enable Enables or disables the static route.
Destination Address Beginning destination address.

Click any underline of index number to get the following page.
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Routing >> Static Route Setup

Index No. 1
[ Enable
Destination IPv6 Address [ Prefix |33 |;
Len 0
Gateway IPv6 Address | |
Metwork Interface
| OK | | Cancel | | Delete |

Available settings are explained as follows:

Item Description

Enable Enables or disables the static route.

Destination IPv6 Address / | Beginning destination address and the number of bits in the
Prefix Len subnet mask of the destination IPv6 address.

Enter the IP address with the prefix length for this entry.

Gateway IPv6 Address IP address of the gateway, which is the host that the traffic
needs to go through to reach the destination.

Network Interface The LAN or WAN that should be used to contact the
gateway.

When you finish the configuration, please click OK to save and exit this page.
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11-6-2 Load-Balance /Route Policy

The Load-Balance/Route Policy feature gives you control over how different types of
outbound traffic are routed, through any of the LANs, WANs or VPNs. The policy set in
Load-Balance/Route Policy always has higher priority than Default Route and Auto Load
Balance set in WAN >> Internet Access, and always has lower priority than the Firewall Rules.
Administrator may also define a priority to this policy.

[I-6-2-1 General Setup

To add, delete or modify load balance or route policies, select Routing >> Load-Balance /
Route Policy from the menu bar.

Routing »> Load-Balance/Route Policy d
Load-Balance/Route Policy 10 | rules per page | Setto Factory Default | Diagnose
Src Src Dest Dest Move Move
Index Enable Comment Protocol Interface Priority IP IP Dest IP Start DestIP End Port Port Up Down
Start End Start End P
[l Any WANS 200 Any Any 192.168.18.18 192.168.18.18 Any Any Down
2 O Any WANZ 200 Any Any Any Any Any Any UP Down
3 O Any WAN1 200 Any Any Any Any Any Any UP Down
4 O Any WANL 200 Any Any Any Any Any Any UP Down
g (] Any WAN1 200 Any Any Any Any Any Any UP Down
[ O Any WANL 200 Any Any Any Any Any Any UP Down
1 (] Any WAN1 200 Any Any Any Any Any Any UP Down
8 O Any WANL 200 Any Any Any Any Any Any UP Down
9 O Any WANL 200 Any Any Any Any Any Any UP Down
10 O Any WANL 200 Any Any Any Any Any Any UP Down
<< 110 | 11-20 | 21-30 | 31-40 | 4150 | 51-60 | 61-70 | 71-80 | 81-90 | 51100 | 101-110 | 111-120 | 121-130 | 131-
140 | 141-150 | 151-160 | 161170 | 171-180 | 181-190 | 191-200 | 201-210 | 211-220 | 221-230 | 231-240 | 241- Next ==
@ =
0 Wizard Mode: most frequently used settings in three pages
® advance Mode: all settings in one page
L oK |
Available settings are explained as follows:
Item Description
Rules per page The number of rules to display on a single page.
Set to Factory Default Clear the settings of all Load-Balance and Route Policy
rules.
Index Rule index. Click to bring up the configuration page of the
rule.
Enable Select to enable this rule.
Protocol Protocol(s) to which this rule applies.
Interface LAN, IP Routed Subnet, WAN or VPN interface that the
traffic described by this rule is to be directed.
Priority The priority of this rule.
Src IP Start The beginning source IP address.
Src IP End The ending source IP address.
Dest IP Start The beginning destination IP address.
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Dest IP End

The ending destination IP address.

Dest Port Start

The beginning destination port number.

Dest Port End

The ending destination port number.

Move UP/Move Down

Click to shift priority of rule up/down by one.

Wizard Mode

The setup wizard will present the most-commonly used rule
settings in three steps.

Advance Mode

All the rule settings will be shown on one configuration
page.

If Wizard Mode is selected, you will be guided through the configuration process in three steps.
Only the most commonly used settings will be shown.

1. Click the Wizard Mode radio button.

2. Click Index 1. The setting page will appear as follows:

Routing >> Load-Balance/Route Policy

Index: 1 Criteria

Load-Balance/Route Policy applies to packets that meet the following criteria
Source IP @ Any

) Src IP Start Src IP End
Destination IP @ Any

) Dest IP Start Dest IP End

) Country Object

| Next> |

Available settings are explained as follows:

| Cancel |

Item

Description

Source IP

Source IP addresses to which this rule is to be applied.
Any - This rule applies to all source IP addresses.

Src IP Start, Src IP End - This rule applies to the specified
range of source IP addresses. If there is only one source IP
address, enter the address in both the Start and End fields.

Destination IP

Destination IP addresses to which this rule is to be applied.
Any - This rule applies to all destination IP addresses.

Dest IP Start, Dest IP End - This rule applies to the
specified range of destination IP addresses. If there is only
one destination IP address, enter the address in both the
Start and End fields.

Country Object - Specify a country object. All the IPs
coming from the country (countries) specified in the object
will be passed through the WAN interface.

3. Click Next to get the following page.
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Routing >» Load-Balance/Route Policy

Index: 1 Interface

Interface

Load-Balance/Route Policy directs the packets to the interface below

WAN1 hd
LAN3 -

LAN4
LANS
LANG
LANT
LANEG

Back | | Next> Cancel

Available settings are explained as follows:

Item

Description

Interface

You can select an interface from one of the following: WAN,
LAN, VPN, and IP Routed Subnet. Packets match with the
above criteria will be transferred to the interface chosen
here. Select an interface from the list.

4. Specify an interface and click Next. The following page will appear only if you choose

WAN1 ~WAN7 as Interface.

Routing »> Load-Balance/Route Policy

Index: 1 NAT or Routing

The current setting is:
® Force NAT

Based on the settings in the previous pages, we guess you want to have: Force NAT

Force Routing

| <Back | | Next> | | Cancel |

Available settings are explained as follows:

Item

Description

Force NAT /Force
Routing

It determines which mechanism that the router will use to
forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.

Load-Balance/Route Policy

Index: 1 Configuration Summary

Criteria

Source IP
Destination IP

Interface
WANE
More options

Force MaT

Ay
192.168.1.6 ~ 192,168.1.56

< Back Mext = Finish Cancel
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6. If there is no error, click Finish to complete wizard setting. To make changes, click Back
to return to the previous pages. To discard all changes, click Cancel.

If Advance Mode is selected, you will be presented with a single page with all the
configurable settings for the rule.

1. Click the Advance Mode radio button.
2. Click Index 2 to access into the following page.

Routing => Load-Balance/Route Policy

Index: 1
[ Enable
Comment | || Delete |
Criteria
Source Any v
Destination Port Any v
Send via if Criteria Matched
Interface @® WAN/LAN WAN1 v
VPN VPN 1.777 w
Gateway ® pefault Gateway
O Specific Gateway | |
Packet Forwarding to @ Force NAT
WAN/LAN via () Force Routing
[ Failover to @ WAN/LAN Default WAN v
VPN VPN 1.777 v
O Route Policy
Gateway ® Default Gateway
O specific Gateway [0.0.0.0
JPriDrity
[ OK | | Clear | | Cancel | | Diagnose |

Note:

Force MAT(Routing): NAT(Routing) will be performed on outgoing packets, regardless of which type of subnet
(MAT or IP Routing) they originate from.

Available settings are explained as follows:

Item Description

Enable Select to enable rule and unlock all fields for configuration.
Comment Type a brief explanation for such profile.

Criteria Router examines outgoing LAN traffic to find the first rule

whose criteria are satisfied.

Protocol - Use the drop-down menu to choose a proper
protocol for the WAN interface.

Source - Source IP addresses to which this rule is to be
applied.

® Any - This rule applies to all source IP addresses.

® [P Range -This rule applies to the specified range of
source IP addresses.

- Start - Enter an address as the starting IP for such
profile.
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- End - Enter an address as the ending IP for such
profile.

® |P Subnet - This rule applies to source IP addresses
defined by the specified network IP address and subnet
mask.

- Network - Enter an IP address here.

- Mask - Use the drop down list to choose a suitable
mask for the network.

® |P Object/ IP Group - Use the drop down list to choose
a preconfigured IP object/group.

Destination - Destination IP addresses to which this rule is to
be applied.
® Any - This rule applies to all source IP addresses.

® [P Range -This rule applies to the specified range of
destination IP addresses.

- Start - Enter an address as the starting IP for such
profile.

- End - Enter an address as the ending IP for such
profile.

® |P Subnet - This rule applies to destination IP addresses
defined by the specified network IP address and subnet
mask.

- Network - Enter an IP address here.

- Mask - Use the drop down list to choose a suitable
mask for the network.

® Domain Name - Specify a domain name as the
destination.

- Select - Click it to choose an existing domain name
defined in Objects Setting>>String Object.

- Delete - Remove current used domain name.

- Add - Create a new domain name as the
destination.

® |P Object / IP Group - Use the drop down list to choose
a preconfigured IP object/group.

® Country Object - Use the drop dwon list to choose a
preconfigured object. Then all IPs within that country
will be treated as the destination IP.

Destination Port - Destination port numbers to which this
rule is to be applied. As only TCP and UDP protocols use port
numbers, this setting does not apply to the ICMP protocol.

® Any - This rule applies to all destination ports.

® Dest Port Range - This rule applies to the specified
range of destination ports.

- Start - Enter the destination port start for the
destination IP.

- End - Enter the destination port end for the
destination IP. If this field is blank, it means that all
the destination ports will be passed through the
WAN interface.

Send to if criteria If criteria are matched, the traffic will be sent to the
matched designated interface and gateway.

Interface - Packets match with the above criteria will be
transferred to the interface chosen here. Select an interface
from the list (WAN/LAN: A WAN or LAN interface; VPN: A
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Virtual Private Network).
Gateway IP - Select a gateway.

® Default Gateway - Traffic will be sent to the default
gateway address of the specified interface.

® Specific Gateway - Traffic will be sent to the specified
gateway address instead of the default gateway
address.

Packet Forwarding to WAN/LAN via - When you choose
LAN/WAN (e.g., WAN1) as the Interface for packet
transmission, you have to specify the way the packet
forwarded to.

® Force NAT - The source IP address will not be used to
connect to the remote destination. Network Address
Translation (NAT) will be used, where a common IP
address will be used.

®  Force Routing - The source IP address will be preserved
when connecting to the remote destination.

Failover to - If the interface specified above loses
connection, traffic can be forwarded to an alternate
interface or be scrutinized by an alternate route policy.

®  WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel as
a failover tunnel.

®  Route Policy - Use the drop down list to choose an
existed route policy profile.

®  Gateway IP - The failed-over traffic can be sent to the
Default Gateway of the alternate interface/route
policy, or a Specific Gateway at the specified IP
address.

Failback- When Failover to option is enabled, Administrator
could also enable Failback to clear the existing session on
Failover interface and return to the original interface
immediately once the original interface resume its service.
When Failback is not enabled, the router will only stop
sending packets via the Failover interface when the existing
sessions are cleared, and this might take a long time because
some application will keep sending packet once a while.
Therefore, Failback option is recommended if Administrator
wants the traffic to go via the primary interface as soon as
possible.

Priority

Specifies the priority of the rule in relation to other rules.
Lowering the priority value increases the priority of the rule,
and vice versa. Routes in the routing table have a priority
value of 150, whereas the default routes have a priority
value of 250.

The default priority value of Load Balance/Route Policy rules
is 200. To change the priority, move the slider or enter a
value.
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3. When you finish the configuration, please click OK to save and exit this page.

Routing >> Load-Balance/Route Policy ‘)

Load-Balance/Route Policy 10 ¥ |rules per page | Setto Factory Default | Diagnose |

L Src IP Dest Dest 1 ve Move

Index Enable Comment Protocol Interface Priority Start Src IP End Dest IP Start Dest IP End Port Port U Down

Start End

1 Any WAN1 200 Any Any Any Any Any Any Down

2 rd test TCR/UDP WARN1 200 172.16.0.0 172.16.255.255 192.168.1.61 192.168.1.66 Any Any UP Down

3] Any WAN1 200 Any Any Any Any Any Any UP Down

4 Any WAN1 200 Any Any Any Any Any Any UP Down

5 Any WAN1 200 Any Any Any Any Any Any UP Down

6 Any WAN1 200 Any Any Any Any Any Any UP Down

I Any WAN1 200 Any Any Any Any Any Any UP Down

8 Any WANL 200 Any Any Any Any Any Any UP  Down

9 Any WAN1 200 Any Any Any Any Any Any UP Down

10 Any WANL 200 Any Any Any Any Any Any UP Down

== 1210 | 11-20 | 21-30 | 3140 | 4150 | 51-60 | 61-70 | 71-80 | 8190 | 91-100 | 101-110 | 111120 | 121-130 | 131-140 | 141- ext >
150 | 151160 | 161170 | 171180 | 181190 | 191200 | 201-210 | 211-220 | 221-230 | 231240 | 241250 == —

Wizard Mode: maost frequently used settings in three pages

* Advance Mode: all settings in one page

OK

[1-6-2-2 Diagnose for Route Policy

The Diagnose function allows you to determine how a specific type of traffic from a host to a
destination will be routed, and which routes, route policies and load balance rules match the
criteria of the traffic.

[ Failover to @ WAN/LAN
Owven
_JRoute Policy
Gateway @® Default Gateway
O specific Gateway [0.0.0.0

SPriority

OK | | Clear | | Cancel | |Diagnose

Click Diagnose.

Analyze a single packet

Select this mode to make Vigor router analyze how a single packet will be sent by a route
policy.

Diagnostics => Route Policy Diagnosis

Test how the packets will be routed

Mode ® analyze a single packet
Analyze multiple packets by uploading an input file

Packet Information

Protocol |An5«' V|
SrcIP  [Specify anIP v] [192.168.1.1 |
DstIP  [Specify anIP v] [88.8s |
Dst Port |,¢‘m5.I Paort V|

Analyze
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Available settings are explained as follows:

Item Description
Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

Protocol - Specify a protocol for diagnosis.

Src IP - IP address of host where the traffic originates.
®  Specify an IP - One source IP address.

®  Any IP- Source IP address is not specified.

®  Subnet/IP Routed Subnet - Any source IP address on
the specified subnet.

Dst IP - IP address of the destination host.
®  Specify an IP - One destination IP address.
® Any IP - Destination IP address is not specified.

Dst Port - Number of port to which the traffic is sent. This
setting is only applicable to UDP and TCP protocols. Use the
drop down list to specify the destination port.

Analyze - Click to analyze and display routes, route
policies and load balance rules with matching criteria. If
required, click export analysis to export the result as a

file.
The following shows an analysis example. The packet matched the criteria of one route
policy.
Diagnostics »> Route Policy Diagnosis d

Test how the packets will be routed

Mode @ analyze a single packet

o Analyze multiple packets by uploading an input file

Packet Information

Protocol |Any V|
Src 1P |Specify an IP ~| [192.165.100.2 |
Dst 1P [Specify an IP v| [172.18.2.191 |
Dst Port |Any Port V|
Analysis
\ | / The packet was sent via WANS according to the
the packet LAM \ "#; WANS Static route "172.16.2.0/255.255.255.0 WAN5"
Vigor3910
Matched Route Matched Policy
Ma Priority Matched Priority failovered
72.16.2.0/255.255.255.0 W! ANS| 15 Route Policy 2 200
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Analyze multiple packets by uploading an input file

Diagnostics >> Route Policy Diagnosis 3

Test how the packets will be routed

Mode O Analyze a single packet

@® Analyze multiple packets by uploading an input file

Input File

| EEER |E§f"’£‘§"i’§i ( download an example input file)

| Analyze |

Available settings are explained as follows:

Item Description
Input File Browse - Click to browse folder structure and select an
input file.

Download and example input file - Click to download a
sample input file (blank *“.csv” file). Then, click the Browse
button to select that blank “.csv” file for saving the result
of analysis.

Mode
O analyze how a packet will be sent

@ prmn
Input Fil?g}gﬁ; lgﬂ diagnos_example_input_file cov
4 4B
Analyze
BEE TH#H -
THEERE T HLiH

Analyze - After selecting input file, click to start the
analysis process. Click the export button to export the
result as a file.

Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee
it will be 100% the same as the real case.

The following shows the analysis of the sample input file. The matched routes and policies are
highlighted in green. The Final Result column shows the outcome.
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Diagnostics »> Route Policy Diagnosis

Test how the packets will be routed

Mode O Analyze a single packet

@® Analyze multiple packets by uploading an input file

Input File
FEETAER

Analysis

( download an example input file)

Input Packet Information

Matched Route

Matched Palic

Final Result

Profile | Proto | Src IP

Dst IP

Dst Port

Route

Priority

Policy

Priority

failovered

Interface

Reason

ICMP (192.168.1.10
branch

10.10.10.10

Any

No Match

N/A

No Match

NfA

(null)

The packet
was dropped
because
neither
"route" or
"policy" was
matched

NY-

branch TCP 192.168.1.20

20.20.20.20

5060

No Match

NSA

No Match

N/A

(null)

The packet
was dropped
because
neither
"route" ar
"policy" was
matched
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Application Notes

A-1 How to Customize a Secure Route between VPN Router and Remote Router
by Using Route Policy

Example 1:

In the following figure, a LAN to LAN VPN tunnel is built between DrayTek VPN router (e.g.,
Vigor1000B Series) and the remote router. Firewall Router can receive all of the traffic
coming from remote PC which wants to access into Internet; and send back the packets to
Remote Router through VPN Router.

1. Establish a VPN tunnel between VPN Router and the Remote Router.
2. Change to default route for the router located in Remote Router.

3. Access into the web user interface of the router in VPN Router. Then, open Routing >>
Load-Balance / Route Policy and click Advance Mode.

Routing »> Load-Balance/Route Policy d

Load-Balance/Route Policy |1O—V| rules per page | Setto Factory Default | Diagnose

o Src Src Dest Dest Move Move

Index Enable Comment Protocol Interface Priority IP IP Dest IP Start Dest IPEnd Port Port Up Down

Start End Start End

O Any WANS 200 Any Any 1592.168.18.18 192.168.18.18 Any Any Down

2 O Any WANZ 200  Any Any Any Any Any Any UP  Down

3 O Any WANL 200 Any Any Any Any Any Any UP Down

4 O Any WANL 200  Any Any Any Any Any Any UP  Down

5 O Any WANL 200 Any Any Any Any Any Any UP Down

6 [} Any WANL 200 Any Any Any Any Any Any UP Down

1 O Any WANL 200 Any Any Any Any Any Any UP Down

8 O Any WANL 200 Any Any Any Any Any Any UP Down

9 O Any WANL 200 Any Any Any Any Any Any UP Down

10 [} Any WANL 200 Any Any Any Any Any Any UP  Down
<< 110 | 11-20 | 21-30 | 31-40 | 41-50 | 51-60 | 61-70 | 71-80 | 81-90 | 91-100 | 101-110 | 111120 | 121130 | 131-

140 | 141150 | 151-160 | 161170 | 171-180 | 181190 | 191-200 | 201-210 | 211-220 | 221-230 | 231-240 | 241- Mext ==

el
e
=

O wizard Mode: most frequently used settings in three pages

® Advance Mode: all settings in one page
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4.  Click any Index number link (e.g., 1 in this case). Configure the settings as follows.

Routing => Load-Balance/Route Policy

Index: 1
Enable
Comment | || Delete |
Criteria
Protocol Any v
Source
Destination IP Range v
Start:[192.168.18.18 | End:[192.168.18.18

Destination Port Any hd
Send via if Criteria Matched
Interface ® WAN/LAN WANS v

Oven
Gateway ® Default Gateway

O specific Gateway | |
Packet Forwarding to @ Force NAT
WAN/LAN via () Force Routing
[ Failover to ® WAN/LAN Default WAN ~

Oven

O Route Policy

Gateway ® Default Gateway

O specific Gateway [0.0.0.0
JPriority

| QK | | Clear | | Cancel | |Diagnose|

Now, if you want such route policy will be applied by Vigor router with higher priority,
please adjust the value of Priority for such route policy. In general, default route is
specified with the lowest priority for it value is fixed as “250”. And Routes in Routing
Table are fixed as “150”. You can adjust the value for such route policy with lower value,
e.g., 100 to ensure it will be applied to packets transmission with the highest priority.

5.  After finished the above settings, click OK to save the configuration.

Routing »> Load-Balance/Route Policy o
Load-Balance/Route Policy rules per page | Setto Factory Default | Diagnose
Src Src Dest Dest
Index Enable Comment Protocol Interface Priority IP IP Dest IP Start Dest IPEnd Port Port MS;e Sj::,i
Start End Start End
1 O Any  WANS 200 Any Any 192.168.18.18 192.168.18.18 Any Any Down
2 O Any WAN3 200 Any Any Any Any Any Any UP Down
3 O Any WANL 200 Any Any Any Any Any Any UP Down
4 O Any WANL 200 Any Any Any Any Any Any UP Down
5 O Any WANL 200 Any Any Any Any Any Any UP Down
[ [ Any WANL 200 Any Any Any Any Any Any UP Down
i O Any WANL 200 Any Any Any Any any Any UP Down
8 (] Any WANL 200 Any Any Any Any Any Any UP Down

6. To route the packets coming from the Firewall Router back to the remote router, access
into the web user interface of the Firewall Router. Then, set “192.168.1.1/24” as the
gateway IP address and set “172.16.3.0/24” as the destination IP address.
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Example 2:

Below shows a scenario that local users behind Vigor router A want to access into a remote
service (e.g., YouTube) which is blocked or restricted by local Service Provider in area with
restrictions. A policy route can be created by the side of Router A to break through the
Internet censorship circumvention.

= Service provider

~ in area with restrictions
WAN1 GW: 168.95.98.254
WAN2Z GW: 172.16.1.1
WAN3 GW: 27.244.84.241 B

INAT Remote VPN Server
‘p . ]: LAN IP: 191.168.171.1/24
2 [
IPTV
PC Bind IP to MAC
192.168.1.10

A VPN tunnel has been established between Router A and router B.
1. Access into the web user interface of Router A.
Open Routing >> Load-Balance/Route Policy and click Advance Mode.

Click any index number (e.g., #1 in this case).

BwDn

In the following web page, check Enable; type “192.168.1.10” as Src IP Range; type
“213.57.89.100” as the Destination IP for the remote VPN server; and choose VPN as the
Interface setting.

Routing => Load-Balance/Route Policy

Index: 1
Enable
Comment [miz2062% | [Delete |
Criteria
Source IP Range +
Start: 192.168.1.10 | End:[192.168.1.10 |
Destination |IP Range V‘
Start:213.567.89.100 | End:[213.57.89.100 |
Destination Port Any v
Send via if Criteria Matched
Interface ® WAN/LAN WAN1 -
Oven
Gateway O Default Gateway
® Specific Gateway 192.168.1.2
Packet Forwarding to @ Force NAT
WAN/LAN via () Force Routing
O Failover to @ WAN/LAN Default WAN v
Oven
O Route Policy
Gateway ® Default Gateway
O specific Gateway |D.D.0 Q
JPricrity

‘ oK ‘ | Clear ‘ | Cancel | |Diagnose

5. Click OK to save the settings.
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Part |ll VPN
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VPN

SSLVPN

Certificate
Management

A Virtual Private Network (VPN) is the extension of a
private network that encompasses links across shared
or public networks like the Internet. In short, by VPN
technology, you can send data between two computers
across a shared or public network in a manner that
emulates the properties of a point-to-point private
link.

It is a form of VPN that can be used with a standard
Web browser.

A digital certificate works as an electronic ID, which is




l1I-1 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

The VPN built is suitable for:

® Communication between home office and customer

®  Secure connection between Teleworker, staff on business trip and main office
® Exchange data between remote office and main office
°

POS between chain store and headquarters

HQ Home office

Vigor router

Vigor Router

HQ Tele-worker 1

o —
Yi=J
Vigor router I

Tele-worker 2

Web User Interface
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I11-1-1 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through, as
well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
Enable PETP VBN Service
Enable IPsec VPN Service
Enable L2TE VEN Service
Enable SSL VPN Service
Enable OpenVPN Service

Note:
To allow VPM pass-through to a separate VPN server on the LAM, disable any services above that use
the same protocel and ensure that NAT Open Ports or Port Redirection is also configured.

| OK | | Clear | | Cancel |

Item Description

Enable PPTP VPN Service | This is the one of the earliest VPN protocols and is natively
supported by all Microsoft Windows versions since Windows
95, all Android devices, iOS devices before version 10, and
Mac OS X before version 10.12. It is easy to set up, has low
overhead, and moderately secure.

Enable IPSec VPN Service | This is a network protocol that encrypts traffic between two
network locations. Windows, by means of Windows Firewall,
natively supports IPsec tunnels between endpoints with
static IP addresses. For computers with dynamically-assigned
IP addresses, DrayTek provides the SmartVPN client .

Enable L2TP VPN Service | This is a tunneling protocol used in VPNs. It does not encrypt
network traffic unless used in conjunction with IPsec.

Enable SSL VPN Service This type of VPN uses Secure Sockets Layer (SSL) and
Transport Layer Security (TLS), which are also used to
encrypt traffic to and from websites. Since SSL and TLS work
on top of TCP and UDP, which are the most common internet
protocols, they are less likely to be have issues with firewalls
and gateways.

Enable OpenVPN Service This type of VPN offers a convenient way for users to build
VPN between local end and remote end.

To save changes on the page, select OK; to discard changes, select Cancel; to clear settings
on this page and revert to default settings, select Clear.
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l1I-1-2 PPP General Setup

This page allows configuration of Point-to-Point Protocol (PPP) used by PPTP and L2TP VPN
connections. From the Main Menu select VPN and Remote Access >> PPP General Setup to
bring up the following configuration page.

VPN and Remote Access == PPP General Setup

PPP General Setup

PPP/MP Protocol

PPP Authentication Methods

Remote Dial-in User

Dial-In PPP [PAP/CHAP/MS-CHAP/MS-CHAPVZ v |
Authentication FARADIUS
Er'i':'lfl"‘tfopnp,mppE) [Optional MPPE v] & ap/LDAP
)
yphien, PPTP LDAP Profile

Mutual Authenticati (PAF) H .

utual Authentication { AP) es ] B TACACS+
Username |'-.-Ia:<: 23 characters |
Password |'-.-Ia:<: 19 characters | Note:
IP Address Assignment for Dial-In Users when DHCP is | 1+ Please select 'PAP Only 'Dial-In PPP
disabled. Authentication',if you want to use AD/LDAP or

Start IP Address IP Pool Counts TACACS+ .for PFtP Authentlczlltloln.
2. Default priority is Remote Dial-in User -

LAN 1 |192.168.1.200 | [50 RADIUS -> AD/LDAP - TACACS+.

3. Vigor router also supports Frame-IF-Address
from RADIUS server to assign IP address to
VPN client.

While using RADIUS or LDAP Authentication:

Assign IP from subnet: |[LANT w

L ok |

Available settings are explained as follows:

Item

Description

Dial-In PPP Authentication

PAP Only - Authenticate dial-in users using the PAP protocol
only.

PAP/CHAP/MS-CHAP/MS-CHAPvV2 - Attempt to authenticate
dial-in users using various CHAP protocols, and if the remote
VPN client fails to authenticate, fall back to PAP.

Dial-In PPP Encryption
(MPPE)

Specifies if PPP encryption (MPPE) is to be used for dial-in
VPN connections.

Optional MPPE - MPPE is optional. If the VPN client supports
MPPE, PPP data will be encrypted.

Require MPPE (40/128bits) - Require PPP encryption for
dial-in VPN connections. Both 40- and 128-bit encryption
schemes are allowed. The remote dial-in user will use 40-bit
to perform encryption prior to using 128-bit for encryption.
In other words, if 128-bit MPPE encryption method is not
available, then 40-bit encryption scheme will be applied to
encrypt the data.

Maximum MPPE - Require 128-bit PPP encryption for all
dial-in VPN connections.

Mutual Authentication
(PAP)

Specifies if mutual authentication is to be used. Some VPN
peers (e.g., certain Cisco routers) require bi-directional
authentication used for providing stronger security.

When mutual authentication is enabled, Username and
Password fields should also be populated using values from
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the VPN peer. The maximum lengths of these fields are 23
and 19 characters, respectively.

Yes - Enable mutual authentication.
No - Disable mutual authentication.

IP Address Assignment for
Dial-In Users

LAN1 - When the router’s DHCP server is disabled, the router
will assign IP addresses to dial-in VPN users starting with the
IP address specified in Start IP Address. The total number of
dial-in VPN IP addresses to be given out is specified in IP Pool
Counts.

LAN# will be available if it is enabled. Refer to LAN>>General
Setup for enabling the LAN interface.

PPP Authentication
Methods

The credentials to be used for PPP authentication will be
obtained from the selected sources, in the following order:

Remote Dial-in User - The usernames and passwords in VPN
and Remote Access >> Remote Dial-in User section will be
used.

RADIUS - An external RADIUS server is to be used for
authentication. Please be sure to set up the RADIUS server in
Applications >> RADIUS/TACACS+ section.

AD/LDAP - An Active Directory/LDAP server is to be used for
authentication. Please be sure to configure AD and LDAP
settings in Applications >> Active Directory/LDAP.

TACACS+ - A TACACS+ server is to be used for
authentication. Please be sure to set up the RADIUS server in
Applications >> RADIUS/TACACS+ section.

PPTP LDAP Profile

Configured LDAP profiles will be listed under such item.
Simply check the one you want to enable the PPP
authentication by LDAP server profiles.

However, if there is no profile listed, simply click the link of
PPTP LDAP Profile to create/add some new LDAP profiles
you want.

While using Radius or
LDAP Authentication

When the dial-in VPN user is authenticated using credentials
from the Remote Dial-in User section, an IP address from the
LAN specified in the user profile will be assigned. When the
user is authenticated using credentials from other sources
(RADIUS, AD, TACACS+), the assigned IP address will be
drawn from the address pool of the LAN specified here.

After finishing all the settings here, please click OK to save the configuration.
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l11-1-3 IPsec General Setup

In IPsec General Setup, there are two major parts of configuration.
There are two phases of IPsec.

® Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

® Phase 2: negotiation IPsec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPsec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2TP over IPsec. The Tunnel mode will not only
add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

VPN and Remote Access »» IPsec General Setup

VPN IKE/IPsec General Setup
(Dial-in settings for Remote Dial-In users and LAMN-to-LAN VPN Client with Dynamic IP.)

IKE Authentication Method

Certificate
Preferred Local ID [ Alternative Subject Name v |
General Pre-Shared Key |[.1E)< 64 characters |

Confirm General Pre-Shared Key | |

¥Auth User Pre-Shared Key |r.1c-:>< 64 characters |

Confirm XAuth User Pre-Shared Key | |

IPsec Security Method

Encryption: AES/3DES/DES

HMAC: SHAZ56/SHAL

DH Group: G21/G20/G19/G14/G5/G2/G1
AH: EEnable

®Basic O Medium O High

| OK | | Cancel |
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Available settings are explained as follows:

Item

Description

IKE Authentication
Method

This usually applies to those are remote dial-in user or node
(LAN-to-LAN) which uses dynamic IP address and
IPsec-related VPN connections such as L2TP over IPsec and
IPsec tunnel. There are two methods offered by Vigor router
for you to authenticate the incoming data coming from
remote dial-in user, Certificate (X.509) and Pre-Shared
Key.

Certificate - X.509 certificates can be used for IKE
authentication. To set up certificates on the router, go to
the Certificate Management section.

Preferred Local ID - Specify the preferred local ID
information (Alternative Subject Name First or Subject
Name First) for IPsec authentication while the client is using
the general setting (without a specific Peer IP or ID in the
VPN profile).

General Pre-Shared Key- Define the PSK key for general
authentication.

Confirm General Pre-Shared Key- Re-enter the characters
to confirm the pre-shared key.

XAuth User Pre-Shared Key - Define the PSK key for IPsec
XAuth authentication.

Confirm XAuth User Pre-Shared Key- Re-enter the
characters to confirm the pre-shared key for IPsec XAuth
authentication.

Note: Any packets from the remote dial-in user which does
not match the rule defined in VPN and Remote
Access>>Remote Dial-In User will be applied with the
method specified here.

IPsec Security Method

Available mthods include Basic, Medium and High. Each
method offers different encryption, HMAC and DH Group.

Basic - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

Medium - When this option is selected, the Authentication
Header (AH) protocol can be used to provide authentication
to IPsec traffic.

High - When this option is selected, the Encapsulating
Security Payload (ESP) protocol can be used to provide
authentication and encryption to IPsec traffic. Three
encryption standards are supported for ESP: DES, 3DES and
AES, in ascending order of security.

After finishing all the settings here, please click OK to save the configuration.
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l1I-1-4 IPsec Peer ldentity

This screen allows creating profiles of subject alternative names (SANs) and distinguished
names/subject names that can be used for IPsec peer authentication in LAN-to-LAN or remote
user dial-in VPN connections.

VPN and Remote Access == |[Psec Peer Identity

X509 Peer ID Accounts: | Set to Factory Default |
Index Enable Name Index Enable Name
O 777 17. O 277
O ?7? 18. O 777
[ 2727 19. [ 277
[} ?277? 20. ] 277
| 277 21. [l 277
[ 277 22 [} 277

)
=]
-
(]
]
-
=

o000 o00o0o0o00o0oo0o0oog
d
2
2
]
=]

wd
B
-
ol
=
)
-l

2 J 277
M 77 26. [} 777
] ?7? 27 ] 272

wd
B
-
(=]
=
)
-l

d
=]
-
s
=
-
-

Pl R RREBRBERENIEIIE RN

O 777 30. U 777

O 777 3. O ?7?

O ?2? 32. OJ 277
[ ok | | Cancal |

Available settings are explained as follows:

Item Description

Set to Factory Default Click it to clear all indexes.

Index Clicl_< the index number of the profile the view or edit its
settings.

Enable Check to enable the profile.

Name User-entered name that identifies the profile.
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The following setup screen is shown after a profile index has been clicked.
VPN and Remote Access == IPsec Peer Identity

Profile Index : 1

B Enable this account
Profile Name bb

® Accept Any Peer ID

) Accept Subject Alternative Name
Type
IP

IP Address v
IP Address

Domain Name
E-Mail

O Accept Subject Name
Country (C)

State (ST)

Location (L)

Qrginization (0)

Qrginization Unit (OU}

Common Name (CN)

}:l
|
|
|
|
|

Email (E)

| OK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description
Enable this account Check to enable such account profile.
Profile Name A name that allows you to identify this profile. The maximum

length of the name you can set is 32 characters.

Accept Any Peer ID When this option is selected, the router accepts any subject
alternative name or subject name as valid, regardless of the
type and value.

Accept Subject When this option is selected, the router accepts the type and
Alternative Name value of the specified subject alternative name as valid
authentication. Supported subject alternative types are IP
Address, Domain Name and E-Mail.

Accept Subject Name When this option is selected, the router performs peer
authentication by matching the values of the different
subject name fields. These fields include Country (C), State
(ST), Location (L), Organization (O), Organization Unit
(OU), Common Name (CN), and Email (E).

To save changes on the page, select OK; to discard changes, select Cancel; to clear settings
on this page and revert to default settings, select Clear.
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111-1-5 VPN Matcher Setup

Normally, to establish VPN connection, at least one peer must have a public IP address. The
VPN Matcher server can help two Draytek routers behind NAT establish a secure VPN tunnel
for data transmission between each other. Refer to the following figure.

There is one limitation for the VPN connection. Both routers must be behind a cone NAT, but

not symmetric NAT.

Go to VPN and Remote Access>>VPN Matcher Setup to open the following page.

VPN and Remote Access »> VPN Matcher Setup

® Enable

) Disable

WPM Matcher Server:

Router List Key:

Note:

NAT Detection

STUN Server

Group Device List

| vpn-matcher draytek com

| :[31503

You can get your Router List Key on VPN Matcher Dashboard.

Lok |

| Detect |

| Getlist |

Available settings are explained as follows:

Item

Description

Enable / Disable

Click to enable / disable the function of VPN Matcher Setup.

VPN Matcher Server

The IP address of the DrayTek VPN Matcher server is defined
as "vpn-matcher.draytek.com" with the port nubmer "31503".

Router List Key

Enter the authentication key for finding a Vigor router with
the same group of this device from the VPN matcher server.
Then set a VPN link between Vigor routers on both ends via
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VPN wizard.

OK Click to save the settings.

STUN Server Detect - Click to check if the NAT used by Vigor router is core
NAT or not. If not, no VPN can be established.

Group Device List Get List - After entering the Authkey above, click to get
available Vigor router which is within the same group as this
device.
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I11-1-6 OpenVPN

The OpenVPN protocol utilizes public keys, certificates, and usernames and passwords to
authenticate the client. Traffic is carried over secure channels built upon industry-standard
SSL/TLS encryption protocols.

With integrating of OpenVPN, Vigor router can help users to achieve more robust, reliable and
secure private connections for business needs.

OpenVPN offers a convenient way for users to build a VPN between the local end and the
remote end. There are two advantages of OpenVPN:

® |t can be operated on different systems such as Windows, Linux, and MacOS.

® Based on the standard protocol of SSL encryption, OpenVPN can provide you with a
scalable client/server mode, permitting multi-client to connect to a single OpenVPN
Server process over a single TCP or UDP port.

In terms of credentials, the administrator can choose to let the router generate the
certificates, or import certificates issued by third-party certificate authorities (CAs). When
the router generates the certificates, it acts as the root CA to issue the trusted CA certificates
(stored under Certificate Management >> Trusted CA Certificate), which are used to generate
the server and client certificates used by OpenVPN (stored under Certificate Management >>
Local Certificate). If, however, a certificate issued by a third-party CA is used, both the CA's
certificate and the issued certificate need to be imported to the router in the Trusted CA
Certificate and Local Certificate sections, respectively.

[11-1-6-1 OpenVPN Server Setup

OpenVPN requires the use of certificates. Before establishing OpenVPN connection, general
settings for OpenVPN service shall be configured first.

VPN and Remote Access »> OpenVPN d

OpenVPN Server Setup Client Config

Generall Setup

uDp Enable
UDP Port [1194 |
TCP Enable
TCP Port [1194 |
Cipher algorithm
HMAC Algorithm

Certificate Authentication [

Certificates Setup

Certificate Source C Router generated certificates

@® Uploading certificates to Router

Trust CA default hd
Server Certificate

Note: OpenVPN on vigor only support TUN device interface currently. So please setup corresponding
configurations on the client side.
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Available settings are explained as follows:

Item

Description

General Setup

UDbP Enable - Select checkbox to enable UDP protocol for
OpenVPN connections.
UDP Port - Enter the UDP port number.

TCP Enable - Select checkbox to enable TCP protocol for

OpenVPN connections.
TCP Port - Enter the TCP port number.

Cipher Algorithm

Select the desired cipher algorithm. Two encryption
algorithms are supported: AES128 and AES256. AES256 is
more secure than AES128 but may result in lower
performance because it incurs higher computational
overhead.

HMAC Algorithm

HMAC stands for Hash-based Message Authentication Code. It
is used to validate the data integrity and authenticity of the
VPN data.

Select the desired HMAC hash algorithm. Two hash
algorithms, SHA1 and SHA256, are supported. SHA256 is
preferred as it is more robust and reliable than SHAL.

Certificate Authentication

Select this checkbox if you would like to validate that the
client certificate was issued by a trusted CA.

Certificate Setup

Certificate Source

Select a source for the certificate to be used for OpenVPN.

Router generated certificates - Router-generated
certificates that will be used for OpenVPN.

®  GENERATE - Click to generate a certificate.

® Delete all certificates - Click to remove all certificates
generated by the router.

Uploading certificates to Router - Third-party certificates
will be used for OpenVPN.

®  Trust CA - Use the dropdown list to select a trusted CA
certificate that has already been uploaded to the
router. To upload Trusted CA certificates to the router,
click the Trust CA label and you will be taken to the
Certificate Management >> Trusted CA Certificate
page to perform the operation.

® Server Certificate - Use the dropdown list to select a
server certificate that has already been uploaded to
the router. To upload server certificates to the router,
click the Server Certificate label and you will be taken
to the Certificate Management >> Local Certificate
page to perform the operation.

After finishing all the settings here, please click OK to save the configuration.

Vigorl000B Series User’s Guide

215



[11-1-6-2 Client Config

On this page, you can create and export the configuration required for a remote OpenVPN
client to connect to the router.

VPN and Remote Access == OpenVPN

9

OpenVPN Server Setup Client Config
Remote Server @1p [WAN3 118.166.173.34 v |
C pomain | |

(OWPN matcher

Transport Protocol [TCP v|
Auto Dial-Out ® Enable O Disable
Set WPM as Default —_
® Enable [ Disable
Gateway
File Mame .ovpn
Note:

1. Please make sure the CA files are located in the same folder with .ovpn file.
2, Please make sure that WAN can be used as CpenVPN server.

| Export |

Available settings are explained as follows:

Item

Description

Remote Server

The OpenVPN client will use the IP address or domain name
to connect to the router. Select either IP or Domain.

IP - The OpenVPN configuration file will use the numeric IP
address as the server address.

Domain - The OpenVPN configuration file will use the domain
as the server address. You need to ensure that the domain
resolves to the IP address of a router WAN port.

VPN Matcher - The OpenVPN configuration file will use the
IP address /7 URL of VPN matcher server as the remote server.

Transport Protocol

Select UDP or TCP for the protocol to be used by the
OpenVPN client to connect to the router.

Auto Dial-Out

Enable - If selected, the remote client can auto-dial to this
Vigor router to build an OpenVPN tunnel.

Disable - Select to disable the function.

Set VPN as Default
Gateway

Enable - If selected, the Vigor router will be treated as a
"default" gateway for OpenVPN clients. The OpenVPN client
will redirect all the traffic to the Vigor router via the
OpenVPN tunnel.

Disable - Select to disable the function.

File Name

Enter the filename of the configuration file to be
downloaded from the router.

Export

Click this button to download the settings on this page as a
file, which can be imported into a VPN client to establish
OpenVPN connections.
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l11-1-7 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profiles, so that users
can be authenticated via VPN connection. Remote dial-in user profiles can be set up on this

screen.
VPN and Remote Access => Remote Dial-in User d
Remote Access User Accounts: Set to Factory Default
Index Enable User Status Index Enable User Status
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Note:
User Accounts nead to be added into User Group to enable SSL Portal Login.

| oK | | Cancel |
Backup setting to file: Restore From File: | EEEE |EEE§’E“E’§£
| Backup | | Restore |
Download Smart VPN Client:
Smart VPN Client for Windows
Smart VPN Client for Mobile (Android/iOS)
Available settings are explained as follows:

Item Description

Set to Factory Default Click to clear all remote-dial-in user profiles.

Index Click the index number of the profile the view or edit its
settings.

Enable Check to enable the user profile.

User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Status Shows the LAN subnet and IP address assignment method.
Example: LAN1-DHCP means that the IP address of the VPN
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connection will be drawn from the DHCP pool of the LAN1
subnet.

The color of the status indicates the current state of the
profile:

Green - Profile is being used by a dial-in VPN connection.
Red - Profile is not being used.
Black - Profile is disabled.

Backup

Click Backup to save the configuration.

Restore

Click Select to choose a configuration file. Then click
Restore to apply the file.

To save changes on the page, select OK; to discard changes, select Cancel.

The following setup screen is shown after a profile index has been clicked.

VPN and Remote Access == Remote Dial-in User

Index No. 1
User account and Authentication Username |?'_:1? |
|_| Enable this account password |l‘-.-'ls>< 19 characters |
Idle Timeout second(s) [J Enable Mobile One-Time Passwords{mOTP}
Allowed Dial-In Type Cogéw

[ ppTP Secreat

IPsec Tunnel

IKEv1/IKEv2 B IKEv2 EAP B Tpsec Xauth || IKE Authentication Method

L2TP with IPsec Policy Pre-Shared Key

SSL Tunnel — Max Bd cha

OpenVPN Tunnel || Digital Signature(X.509)

[J specify Remote Mode
Remote Client IP IPsec Security Method

Medium{AH)

or Peer ID High(ESP) DES ~ 3DES | AES
Netbios Naming Packet O Block Local ID (optional)
Multicast via VPN @® Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)
Subnet

[J Assign Static IP Address

0.0.0.0
Note:

1. Username can not contain characters ' \" and \\ .

2. OpenVPN tunnel does not support mOTP.

3. When your are trying to use OpenVPN tunnel and the router is behind NAT, you may have to enable the
VPN-Matcher feature to bypass the NAT.

4. VPN-Matcher can only be used behind Cone NAT.

OK | | Clear | | Cancel |

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Select to enable this profile to be used
by remote dial-in users.

Idle Timeout - Allowed idle time before the router
disconnects the VPN connection. Default timeout value is
300 seconds.
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Allowed Dial-In Type

Select all VPN protocols allowed for this profile.
For L2TP, specify how IPsec should be applied. Options are:
® None - IPsec cannot be used with L2TP connections.

® Nice to Have - IPsec is preferred but not mandatory for
L2TP connections.

® Must - IPsec is required when establish L2TP
connections.

Specify Remote Node - The IP address of the remote VPN
client (Remote Client IP) or the Peer ID (used in IKE
aggressive mode) can be optionally specified. The router will
reject the connection if either of these values are entered in
the profile but the remote client does not pass the value, or
passes the wrong value.

Netbios Naming Packet - Specifies whether to allow NetBIOS
naming packets to traverse through the VPN tunnel.

®  Pass - Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Specifies whether to allow multicast
packets to traverse through the VPN tunnel.

®  Pass - Click this button to let multicast packets pass
through the router.

® Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Subnet

The VPN client will receive an IP address from the DHCP pool
or IP address range specified in IP Address Assignment for
Dial-In Users for the selected LAN subnet.

Assign Static IP Address - Alternatively, a static IP address
can be set by selecting the Assign Static IP Address checkbox.

User Name - Used for PPTP, L2TP or SSL Tunnel dial-in type.
The length of the name is limited to 23 characters.

Password - Used for PPTP, L2TP or SSL Tunnel dial-in type.
The length of the password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Select to
enable one-time passwords (Mobile-OTP). Enter the PIN Code
and Secret. DrayTek’s SmartVPN client has built-in support
for mOTP. Third-party mOTP clients can be used to generate
passwords when using other VPN clients. For more
information on mOTP, visit Mobile-OTP's homepage.

® PIN Code - Enter the code for authentication (e.g,
1234).

® Secret - Use the 32 digit-secret number generated by
mOTP in the mobile phone (e.g.,
e759bb6f0e94c7ab4feb).

IKE Authentication
Method

Pre-Shared Key - This checkbox is available when Remote
Client IP or Peer ID is specified. Check the checkbox and
click IKE Pre-shared Key to enter an IKE PSK (1~63
characters) that will be used only for this profile.

Digital Signature (X.509) - To enable authentication using
X.509 Peer IDs, check the checkbox then select an X.509
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profile. X.509 profiles can be configured in VPN and Remote
Access >> |Psec Peer Identity.

IPsec Security Method Select all the IPsec protocols that are allowed to be used for
this profile.

Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is invoked. You can uncheck it to disable it.

High (ESP) - High-Encapsulating Security Payload (ESP)
means payload (data) will be encrypted and authenticated.
You may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

Local ID (Optional)- Specify a local ID to be used when
establishing a LAN-to-LAN VPN connection using IKE
aggressive mode.

To save changes on the page, select OK; to discard changes, select Cancel; to clear settings
on this page and revert to default settings, select Clear.
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[11-1-8 LAN to LAN

This section allows you to configure up to 32 LAN-to-LAN VPN connection profiles. LAN-to-LAN
connections can be configured to allow dial-in only, dial-out only, or both dial-in and dial-out.

The following figure shows the summary table according to the item (All/Trunk) selected for

View.
VPN and Remote Access => LAN to LAN 0
LAN-to-LAN Profiles: Set to Factory Default
View: @ all O Trunk
Index Enable Name I‘?:tr\.r:.-';tri Status Index Enable Name E:rr:";tri Status
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| OK | | Cancel |

[J pass packets from LAN in Routing mode to VPN
Pass Packets to WAN when VPN disconnects

Backup setting to file: Upload From File: | EEREE |5E$EEFE$
| Backup | | Restore |

XK This Dial-out profile has already jeined for VPN Load Balance Machanism]
XXX This Dial-out profile has already joined for VPN Backup Mechanism]

Available settings are explained as follows:

Item Description
Set to Factory Default Click to clear all indexes.
View All - Shows all LAN-to-LAN VPN profiles.

Trunk - Shows all Trunk profiles (see VPN and Remote Access
>> VPN TRUNK Management).

Index Click the index number of the profile to view or edit its
settings.
Enable Check to enable the LAN-to-LAN VPN profile.
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Name Display the name of the LAN-to-LAN profile. The symbol ???
represents that the profile is empty.

Remote Network Display the name of the remote network.

Status Shows the status of the profile.

Online - LAN-to-LAN VPN is connected.
Offline - LAN-to-LAN VPN is disconnected.
--- - Profile is disabled.

Pass packets from LAN in | Check the box to allow the packets from the Routing LAN to
Routing mode to VPN pass over the VPN tunnel.

Default setting is "Disable".

Pass Packets to WAN when | If enabled, the Vigor router will send the packets to the
VPN disconnects default gateway once the VPN disconnects.

Default setting is "Enable".

Backup Click Backup to save the configuration.

Restore Click Select to choose a configuration file. Then click
Restore to apply the file.

The following figure shows profiles joined into VPN Load Balance and VPN Backup mechanism.
VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles:
View: O All ® Trunk
Hame Activate Members Status

Loadbalan1 v VPN-2 Offline
Connection Offline

[ This Dial-out profile has already joined for WPN Load Balance Mechanism]
[OOGOO(:This Dial-out profile has already joined for VRPN Backup Mechanism]

If there is no profile joined yet, this page will be shown as follows:

VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles:
View: O Al ® Trunk
Name Activate Members Status

| OK | | Cancel |

[HHKHHK:This Dial-out profile has already joined for VPN Load Balance Mechanism]
[XHXXHX:This Dial-out profile has already joined for VPN Backup Mechanism]

To edit each profile, click each index to edit each profile.
1. The setup screen is shown after a profile index has been clicked. There are 6 sections:

Common Settings, Dial-Out Settings, Dial-In Settings, Tunnel Settings, 6in4 Settings and
TCP/IP Network Settings.
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VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name

Enable this profile

© Both ® pial-out O Dial-in
) GRE Tunnel

Call Direction

Tunnel Mode

VPN Dial-CQut Through
Metbios Naming Packet
Multicast via VPN

®pass OBlock
Opass @ EBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)}

Always on
Idle Timeout -1 second(s)
[J Enable PING to keep IPsec tunnel alive

PING to the IP

2. Dial-Out Settings

Type of Server | am calling

O pp1P

O Psec Tunnel

O L2TP with IPsec Policy
@® SSL Tunnel

Username |gary_yang ‘
Password J— ‘
PPP Authentication |PAP/CHAP/MS-CHAP/MS-CHAPVZ v |
W1 Compression ® on O off

Server IP/Host Name for VPN.
(such as draytek.com or 123.45.67.89)

[172.16.23

Server Port (fer SSL Tunnel):

IKE Authentication Method
Pre-Shared Key
Digital Signature(X.509)

Peer ID None hd
Local ID

Alternative Subject Name First

Subject Name First
Local Certificate

IPsec Security Method

O Medium(AH)
@ High(ESP) | AES with Authentication  ~

Schedule Profile
~|, [None

[None ~ |, [None ~ |, [Nene ~]

3. Dial-In Settings

Allowed Dial-In Type

Username |??‘7’ |

O peTR

IPsec XAuth

SSL Tunnel

IPsac Tunnal(TKEV1/TKEVZ)

L2TP with IPsec Policy

Password(Max 11 char) |f-.'|ax 11 characters |

® on O off

W] Compression

IKE Authentication Method
Pre-Shared Key

Pear VPN Server IP

or Peer ID | Max: 47 characters

O Specify Remote VPN Gateway

Max: 64 characters
[ Digital Signature(X.509)
MNone

Local ID

@ alternative Subject Name First
) Subject Name First

IPsec Security Method

Remote Network Mask
Local Metwork IP

Local Metwork Mask

Medium{AH)

High{ESP) DES  3DES  AES
4. GRE Settings
) Enable IPsec Dial-Out function GRE aver IPsec
O Logical Traffic My GRE IP | Peer GREIP | |
5. TCP/IP Network Settings
My WAN IP [0000 RIP Direction
Remote Gateway IP |D.D 00 From first subnet to remote network, you have to do
Remote Network IP [192.168.18.1

255.2552550/24

[192.168.11

255255 2550/24

[J change default route to this VPN tunnel { Only active if
one single WAN is up }

Lok ]

Clear | | Cancel

Available settings are explained as follows:

Item

Description
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Common Settings

Profile Name - Specify a name for the profile of the
LAN-to-LAN connection.

Enable this profile - Check here to activate this profile.

VPN Dial-Out Through - Use the drop down menu to choose a
proper WAN interface for this profile. This setting is useful
for dial-out only.

® WANX First- While connecting, the router will use
WANX as the first channel for VPN connection. If WANX
fails, the router will use another WAN interface
instead.

® WANX Only - While connecting, the router will use
WANX as the only channel for VPN connection.

® WANI1 Only: Only establish VPN if WAN2 down - If
WAN?2 failed, the router will use WAN1 for VPN
connection.

® WAN2 Only: Only establish VPN if WAN1 down - If
WAN1 failed, the router will use WAN2 for VPN
connection.

Netbios Naming Packet - Specifies whether to allow NetBIOS
naming packets to traverse through the VPN tunnel.

®  Pass - click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

® Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Specifies whether to allow multicast
packets to traverse through the VPN tunnel.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Call Direction - Specify the allowed call direction of this
LAN-to-LAN profile. Several choices are available for
connection mode:

®  Both:-initiator/responder
®  Dial-Out- initiator only
® Dial-In- responder only.

Tunnel Mode - At present, a tunnel (GRE tunnel) without
encryption is offered to fit the requiarement of specific
client.

Always On - Select this option to maintain an always on
dial-out connection.

Idle Timeout - The router will close connection if no activity
is observed in the VPN connection for this many seconds.
Default value is 300 seconds.

Enable PING to keep alive - This function is to help the
router to determine the status of IPsec VPN connection,
especially useful in the case of abnormal VPN IPsec tunnel
disruption. For details, please refer to the note below. Check
to enable the transmission of PING packets to a specified IP
address.

Enable PING to keep alive is used to handle abnormal IPsec
VPN connection disruption. It will help to provide the state
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of a VPN connection for router’s judgment of redial.
Normally, if any one of VPN peers wants to disconnect the
connection, it should follow a serial of packet exchange
procedure to inform each other. However, if the remote
peer disconnects without notice, Vigor router will by no
where to know this situation. To resolve this dilemma, by
continuously sending PING packets to the remote host, the
Vigor router can know the true existence of this VPN
connection and react accordingly. This is independent of DPD
(dead peer detection).

PING to the IP - Enter the IP address of the remote host that
located at the other-end of the VPN tunnel.

Dial-Out Settings

Type of Server | am calling - Select the VPN protocol to be
used.

Server IP/Host Name - IP address or DNS host name of
remote VPN host.

User Name - Enter a username for establishing VPN
connection.

Password - Enter the password for establishing VPN
connection.

PPP Authentication -

® PAP Only - Authenticate dial-in users using the PAP
protocol only.

® PAP/CHAP/MS-CHAP/MS-CHAPV2 - Attempt to
authenticate dial-in users using various CHAP protocols,
and if the remote VPN client fails to authenticate, fall
back to PAP.

VJ compression - Specifies whether to enable Van Jacobson
(VJ) header compression, which improves throughput on slow
connections.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy.

® Pre-Shared Key - Input 1-63 characters as pre-shared
key.

® Digital Signature (X.509) - Select one predefined
Profiles set in the VPN and Remote Access >>IPsec
Peer ldentity.

Peer ID - Select one of the predefined Profiles set in
VPN and Remote Access >>IPsec Peer Identity.

Local ID - Specify a local ID (Alternative Subject Name
First or Subject Name First) to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is
optional and can be used only in IKE aggressive mode.

® | ocal Certificate - Select one of the profiles set in
Certificate Management>>Local Certificate.

IPsec Security Method - This group of fields is a must for
IPsec Tunnels and L2TP with IPsec Policy.

® Medium AH (Authentication Header) means data will
be authenticated, but not be encrypted. By default,
this option is active.

® High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated.
Select from below:

® DES without Authentication -Use DES encryption
algorithm and not apply any authentication scheme.
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® DES with Authentication-Use DES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

®  3DES without Authentication-Use triple DES
encryption algorithm and not apply any authentication
scheme.

®  3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

®  AES without Authentication-Use AES encryption
algorithm and not apply any authentication scheme.

® AES with Authentication-Use AES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

Advanced - Specify mode, proposal and key life of each IKE
phase, Gateway, etc.

The window of advance setup is shown as below:

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security
proposals to create a protected secure channel. Main mode
is more secure than Aggressive mode since more exchanges
are done in a secure channel to set up the IPsec session.
However, the Aggressive mode is faster. The default value in
Vigor router is Main mode.

® |KE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to
the VPN peers, and get its feedback to find a match.
Two combinations are available for Aggressive mode
and nine for Main mode. We suggest you select the
combination that covers the most schemes.

® |KE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to
find a match. Three combinations are available for both
modes. We suggest you select the combination that
covers the most algorithms.

® |KE phase 1 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
28800 seconds. You may specify a value in between 900
and 86400 seconds.

® |KE phase 2 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
3600 seconds. You may specify a value in between 600
and 86400 seconds.

® Perfect Forward Secret (PFS)-The IKE Phase 1 key will
be reused to avoid the computation complexity in
phase 2. The default value is inactive this function.

® Local ID-In Aggressive mode, Local ID is on behalf of
the IP address while identity authenticating with
remote VPN server. The length of the ID is limited to 47
characters.

Dial-Out Schedule Profile - Connect and disconnect
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according to schedule profiles. The default setting of this
field is blank and the function will always work.

Dial-In Settings

Allowed Dial-In Type - Select permissible VPN protocols for
dial-in connections.

) PPTP - Allow the remote dial-in user to make a PPTP
VPN connection through the Internet. You should set
the User Name and Password of remote dial-in user
below.

® |Psec Tunnel- Allow the remote dial-in user to trigger
an IPsec VPN connection through Internet.

® L 2TP with IPsec Policy - Allow the remote dial-in user
to make a L2TP VPN connection through the Internet.
You can select to use L2TP alone or with IPsec. Select
from below:

®  None - Do not apply the IPsec policy. Accordingly,
the VPN connection employed the L2TP without
IPsec policy can be viewed as one pure L2TP
connection.

B Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the
dial-in VPN connection becomes one pure L2TP
connection.

B Must - Specify the IPsec policy to be definitely
applied on the L2TP connection.

®  SSL Tunnel- Allow the remote dial-in user to trigger an
SSL VPN connection through Internet.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
same with the ID setting in dial-in type) by checking the box.
Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 11 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 11 characters.

VJ Compression - Specifies whether to enable Van Jacobson
header compression, which improves throughput on slow
connections.

IKE Authentication Method - This section is available when
IPsec tunnel is selected as the dial-out protocol. Available
options are IKE Pre-shared key and X.509 digital signature.

® Pre-Shared Key - To use a pre-shared key, select this
radio-button and then click the IKE Pre-Shared Key
button to enter the PSK.

®  X.509 Digital Signature - To use an X.509 digital
signature, select this radio button and then select an
X.509 IPsec Peer Identity profile. To enable
authentication using X.509 Peer IDs. X.509 profiles can
be configured in VPN and Remote Access >> IPsec
Peer ldentity.

B Local ID - Select whether to first match Subject
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Alternative Name or Subject Name during
authentication.

B Alternative Subject Name - The alternative
subject name (configured in Certificate
Management>>Local Certificate) will be
inspected first.

B Subject Name - The subject name (configured in
Certificate Management>>Local Certificate) will
be inspected first.

IPsec Security Method - This setting is available when IPsec
Tunnel is selected as the dial-out protocol.

®  AH- Authentication Header (AH) means data will be
authenticated, but not be encrypted. Select to use
Authentication Header protocol. By default, this option
is active.

®  ESP-DES/ESP-3DES/ESP-AES - Encapsulating Security
Payload (ESP) means payload (data) will be encrypted
and authenticated. You may select encryption
algorithm from Data Encryption Standard (DES), Triple
DES (3DES), and AES.

GRE over IPsec
Settings

Enable IPsec Dial-Out function GRE over IPsec- Check this
box to verify data and transmit data in encryption with GRE
over IPsec packet after configuring IPsec Dial-Out setting.
Both ends must match for each other by setting same virtual
IP address for communication.

Logical Traffic - Such technique comes from RFC2890.
Define logical traffic for data transmission between both
sides of VPN tunnel by using the characteristic of GRE. Even
hacker can decipher IPsec encryption, he/she still cannot ask
LAN site to do data transmission with any information. Such
function can ensure the data transmitted on VPN tunnel is
really sent out from both sides. This is an optional function.
However, if one side wants to use it, the peer must enable it,
too.

My GRE IP - Type the virtual IP for router itself for verified by
peer.

Peer GRE IP - Type the virtual IP of peer host for verified by
router.

TCP/IP Network
Settings

This section configures the whether the local router applies
NAT when linking the local network to the remote network,
and whether IP address translation occurs when.

The view changes depending on the setting of the field From
first subnet to remote network, you have to do. Select NAT if
the remote VPN server expects only one IP address on the
local network; otherwise, select Route. TCP/IP Network
Settings has different settings depending on whether NAT or
Route mode is selected.

My WAN IP -This field is only applicable when you select
PPTP or L2TP with or without IPsec policy above. The default
value is 0.0.0.0, which means the Vigor router will get a PPP
IP address from the remote router during the IPCP
negotiation phase. If the PPP IP address is fixed by remote
side, specify the fixed IP address here. Do not change the
default value if you do not select PPTP or L2TP.

Remote Gateway IP - This field is only applicable when you
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select PPTP or L2TP with or without IPsec policy above. The
default value is 0.0.0.0, which means the Vigor router will
get a remote Gateway PPP IP address from the remote router
during the IPCP negotiation phase. If the PPP IP address is
fixed by remote side, specify the fixed IP address here. Do
not change the default value if you do not select PPTP or
L2TP.

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPsec, this is the destination clients IDs of phase 2 quick
mode.

Local Network IP / Local Network Mask - Display the local
network IP and mask for TCP / IP configuration. You can
modify the settings if required.

More - Click to bring up a dialog box to enter additional
static routes for subnets destined for the remote network.

92163, 1. Lidoc/21 M ELhtm

Profile Index :1

Remote Network

Metwork [P

Metrask
205,205 285 285132 7

Add Delete Edit
Create Phase? SA for each subnet.(IPsec)

[o]24 Close

From first subnet to remote network, you have to do - If
the remote network only allows one IP address for the local
network, select NAT; otherwise, select Route.

RIP Direction - Specifies the direction of Routing Information
Protocol (RIP) packets. Available options are:

® TX/RX Both - can transmit or receive RIP packets

® TXOnly - can only transmit but not receive RIP packets
® RXOnly - can only receive but not transmit RIP packets

Disable - RIP is disabled.

When Route is
selected

When Route is selected, the available fields in the TCP/IP
Network Settings section will be shown as:

IPSec VPN with the Same Subnet - For both ends (e.g.,
different sections in a company) are within the same subnet,
there is a function which allows you to build Virtual IP
mapping between two ends. Thus, when VPN connection
established, the router will change the IP address according
to the settings configured here and block sessions which are
not coming from the IP address defined in the Virtual IP
Mapping list.

After checking the box of IPSec VPN with the Same subnet,
the options under TCP/IP Network Settings will be changed
as shown below:
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Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPSec, this is the destination clients IDs of phase 2 quick
mode.

Translated Local Network - This function is enabled in
default. Use the drop down list to specify a LAN port as the
transferred direction. Then specify an IP address. Click
Advanced to configure detailed settings if required.
Advanced - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Mask
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

e LAN-to-LAM Profile - Google Chrome (=]=] = |

A == | 192.168.1.1/doc/12IMRthtm

Profile Index :1

Remote Metwork

Metwork IP

Metmask
| 255.255 256,255 1 32 ~ |

| Add | | Delete | | Edit |

[Icreate Phase2 SA for each subnet.(IPsec)

Local Network

Translated to |D.D.D.D |
| Add | | Delete | | Edit |

| oKk || Close |

Translated Type - There are two types for you to choose.
® Whole Subnet

®  Specific IP Address

Enable LAN Access - Chect to enable the LAN access.

Virtual IP Mapping - A pop up dialog will appear for you to
specify the local IP address and the mapping virtual IP
address.

When NAT is selected

When NAT is selected, the available fields in the TCP/IP
Network Settings section will be shown as:

Change Default Route to this VPN tunnel - Select this option
to direct all traffic that is not LAN-bound to this VPN tunnel.
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This option is functional when there is only one active WAN.

2. To save changes on the LAN to LAN profile page, select OK; to reset the entire page to
blank, select Clear; to discard changes, select Cancel.
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[11-1-9 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out Tool

and clicking Dial button.

VPN and Remote Access == Connection Management

Dial-out Tool Refresh |
General Mode:| ~| Dial |
Backup Mode: | V| Dial \
Load Balance Mode:| V| Dial |
VPN Connection Status
All VPN Status LAN-to-LAN VPN Status Remote Dial-in User Status
| VPN Type Remote [P Virtual Network Tx Pkts Tx Rate(bps) Rx Pkts Rx Rate(bps) UpTime

)xxxx @ Data is encrypted.
soccooxx @ Data isn't
encrypted.

Available settings are explained as follows:

Item Description

Refresh Click to manually reload the page to refresh VPN connection
information.

Dial-out Tool The Dial-out Tool section can be used to initiate outgoing

LAN-to-LAN VPN sessions.

General Mode - It lists all LAN-to-LAN VPN profiles that do
not belong to enabled VPN Trunk profiles.

To manually dial a LAN-to-LAN VPN profile, select it from the
combo box, and click the Dial button to the right. The VPN
connection built by General Mode does not support VPN
backup function.

Refresh Seconds :

Alfa} 192.168.0.26 3 Dual
Backup Mode: BlA | 15e 150 ot =] oia

Eentley ) 192.168.0.27
Load Balance Mode: || Audi } 192.168.0.28 Dial
EMW )} 192.168.0.2%
Buick } 192.168.0,30
Cadillac } 192.1686.0.31
Chrysler ) 192.168.0,32
Citroen ) 192.168.0.33
Dalhatsu } 192.166.0.34
Farrari ) 192.168.0.35
Fiar |} 192.168.0.36 =|

Page Nn.l

Backup Mode - It lists all Backup VPN Trunk profiles. To
manually dial a Backup VPN Trunk profile, select it from the
combo box, and click the Dial button to the right. The VPN
connection built by Backup Mode supports VPN backup
function.

=] pial_|
=] Dial

Dial

General Mode: I(Alfa } 192.168.0.26

( VpnBackup }192.168.2.103
hl=F D 4 b L)

Load Balance Mode: L0 Backup )|192.168.2.203

Load Balance Mode - It lists all Load Balance VPN Trunk
profiles. To manually dial a Load Balance VPN Trunk profile,
select it from the combo box, and click the Dial button to the
right.
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Dial - Click this button to execute dial out function. If the
connect is successfully made, it will show up in the VPN
Connection Status section below.

VPN Connection Status

VPN - Displays the VPN profile number and the profile name.
Type - Displays the VPN protocol used for the connection

Remote IP - Displays the remote IP address of the VPN
connection.

Virtual Network - Displays the IP subnet used by the VPN
connection.

Tx Pkts - Displays the number of packets that have been
transmitted through the VPN connection.

Tx Rate(Bps) - Displays the current upstream speed of the
VPN connection.

Rx Pkts - Displays the number of packets that have been
received through the VPN connection.

Rx Rate(Bps) - Displays the current downstream speed of the
VPN connection.

UpTime - Displays the elapsed time of the VPN connection.
Drop - Click this button to disconnect this VPN connection.
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l1I-2 SSL VPN

234

SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that encrypts traffic
using SSL, which is the same technology used on secured websites. Because of SSL’s
prominence as an encryption protocol on the Internet, most networks have few restrictions on
SSL traffic, and as a result SSL VPN is more likely to work when other VPN technologies
experience difficulties due to obstacles such as firewalls and Network Address Translation
(NAT).

In short,

® |t is not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

@ There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.
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Web User Interface

l11-2-1 General Setup

The general settings of the SSL VPN Server and SSL Tunnel are entered on this page.

SSL VPN == S5L General Setup

S5L General Setup

Bind to WAN WAN1 WAN3Z WAN4 WANS WANG
Port (Default: 443)
Server Certificate self-signed «

| OK | | Cancel |

Available settings are explained as follows:

Item Description

Bind to WAN Select the WAN interfaces to accept inbound SSL VPN
connections.

Port The port to be used for SSL VPN server. This is separate from
the management port which is configured in System
Maintenance>>Management. The default setting is 443.

Server Certificate When the client does not set any certificate, default
certificate will be used for HTTPS and SSL VPN server.

Specify the certificate to be used for SSL connections. Select a
certificate from imported or generated certificates on the
router, or choose Self-signed to use the router’s built-in
default certificate. The selected certificate can be used in SSL
VPN server and HTTPS Web Proxy.

After finishing all the settings here, please click OK to save the configuration.
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111-2-2 User Account

With SSL VPN, Vigor1000B Series let teleworkers have convenient and simple remote access
to central site VPN. The teleworkers do not need to install any VPN software manually. From
regular web browser, you can establish VPN connection back to your main office even in a
guest network or web cafe. The SSL technology is the same as the encryption that you use for
secure web sites such as your online bank. The SSL VPN can be operated in either full tunnel
mode or proxy mode. Now, Vigor1000B Series allows up to 16 simultaneous incoming users.

SSL VPN authentication and permissions management are implemented through user accounts.
SSL VPN user accounts are shared with the remote dial-in user accounts used by other VPN
protocols such as PPTP and L2TP, and hence SSL VPN’s User Account setup page SSL VPN >>
User Account is identical to VPN and Remote Access >> Remote Dial-in user.

S5L VPN == Remote Dial-in User

Remote Access User Accounts: Set to Factory Default
Index Enable User Status Index Enable User Status
1 ] 777 17, O 277

2. O 27?7 18. O 277
3. ] ?7? - 19. O 77 -
4, O 27?7 20. O 277
5. O 777 2. O 777
6. (] 777 22, O 777
1. O 777 23. O 277
8. O 777 4. [ 2?77
9. O 777 2. O 2?77
10. (] 777 26. O 777
1. (] 272 21. O 277
12. O 27?7 23. O 277
13. ] ?7? - 29. O 77 -
14. O 277 30. O 277
15. O 777 3. O 7?77
16. (] 777 32, O 777
Note:

User Accounts need to be added into User Group to enable SSL Portal Legin.

| OK | | Cancel |
Backup setting to file: Restore From File: | EEER |E%§§’E"E’§$
| Backup | | Restore |

Download Smart VPN Client:
Smart VPN Client for Windows

Smart VPN Client for Mobile (Android/iOS)

Info SSL VPN can work only with Smart VPN Client developed by DrayTek. After
configuring SSL VPN profile, download the utility of Smart VPN Client to
build SSL VPN connection.
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Click each index to edit one remote user profile.

SSL VPN => Remote Dial-in User

Index No. 1

[J Enable this account
Idle Timeout

Allowed Dial-In Type

User account and Authentication

second(s)

Username |?’?? |

Password |r'-.-'ls>< 19 characters |

[ Enable Mobile One-Time Passwords(mOTP)

PIM
Code

[ ppTR
IPsec Tunnel

SSL Tunnel
OpenVFN Tunnel

IKEv1/IKEv2 IKEvZ EAP IPsec XAuth

L2TP with IPsec Policy

Secret

IKE Authentication Method
Pre-Shared Key
Max: 64 characters

[J Digital Signature(X.509)

[J specify Remote Node
Remaote Client IP

or Peer ID

Metbios Naming Packet
Multicast via VPN

Subnet

0.0.0.0

® pass O Block
O pass @ Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

[J Assign Static IP Address

IPsec Security Method
Medium (AH)
High(ESP) DES  3DES| AES

Local ID {optional)

Note:

1. Username can not contain characters " \" and \\ .

2. 0penVPN tunnel does not support mOTP.

3. When your are trying to use OpenVPN tunnel and the router is behind NAT, you may have to enable the
VPN-Matcher feature to bypass the NAT.

4. VPN-Matcher can only be used behind Cone NAT.

| ok || Clear | | Cancel |

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name/password is limited to 23 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name/password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this box
to make the authentication with mOTP function.

® PIN Code - Type the code for authentication (e.g, 1234).
®  Secret - Use the 32 digit-secret number generated by

mOTP in the mobile phone (e.g.,
€759bb6f0e94c7ab4feb).

Allowed Dial-In Type

Select the VPN protocols that this user is allowed to use.
PPTP - Allow the remote dial-in user to establish VPN
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Item

Description

connections with the PPTP protocol. You should set the User
Name and Password of remote dial-in user below.

IPSec Tunnel - Allow the remote dial-in user to establish IPsec
tunnels.

L2TP with IPSec Policy - Allow the remote dial-in user to
establish L2TP VPN connections. You can select to use L2TP
alone or with IPSec. Select one of the following options:

® None - Do not apply the IPSec policy. L2TP connections
are not encrypted.

® Nice to Have - Attempt to establish an IPsec secure
channel first, before starting an L2TP session. If an IPsec
secure channel cannot be established with the remote
client, fall back to an L2TP connection without
encryption.

®  Must - Require that an IPsec secure channel be
established before starting an L2TP connection.
Disconnect if an IPsec secure channel cannot be
established.

SSL Tunnel - Select to allow the remote dial-in user to initiate
SSL VPN tunnels.

OpenVPN Tunnel - Select to allow the remote dial-in user to
initiate OpenVPN tunnels.

Specify Remote Node - Select this option to specify the
remote IP address, ISDN number or peer ID (used in IKE
aggressive mode) used to authenticate the remote dial-in
user. If this option is not selected, the authentication and
security methods specified in the general settings will be used
instead.

Netbios Naming Packet

®  Pass - Select this to allow Netbios name inquiries
between the hosts located on both sides of VPN Tunnel.

®  Block - Select this to block Nethios name inquiries
between remote and local hosts.

Multicast via VPN - Some programs might send multicast
packets via VPN connection.

®  Pass -Select this to allow multicast packets to pass
through VPN connections.

®  Block -Select this to block multicast packets from passing
through the VPN connections. This is the default setting.

Subnet

Select a subnet for this VPN profile.

Assign Static IP Address -If you would like to assign a static IP
address to this user, enter it here.

IKE Authentication
Method

All fields in this section, except for Digital Signature (X.509),
are applicable to IPsec Tunnels and L2TP connections with
IPsec Policy when you specify the IP address of the remote
node (Remote Client IP in Specify Remote Node above).
Digital Signature (X.509) can be used with IPSec tunnels
regardless of the IP address of the remote node is specified or
not.

Pre-Shared Key - Select this checkbox to enable Pre-shared
Key function and enter a string of up to 63 characters as the
pre-shared key.

Digital Signature (X.509) - Select this checkbox to enable
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Item

Description

X.509 Digital Signature and choose a predefined profile that
has been set in VPN and Remote Access >> IPSec Peer
Identity.

IPSec Security Method

When the remote node is specified, all fields in this section are
required for IPsec Tunnels and L2TP connections with IPsec
Policy. Select any combination of Medium, DES, 3DES and AES
security methods as desired.

Medium (AH, Authentication Header) - Data will be
authenticated, but not be encrypted. By default, this option is
enabled. You can uncheck it to disable it.

High (ESP, Encapsulating Security Payload) - Payload (data)
will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in the
LAN-to-LAN Profile setup. This item is optional and can be
used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.
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l1l-3 Certificate Management

240

A digital certificate is an electronic document issued by a certification authority (CA) to an
entity to prove ownership of a public key. It contains identifying information including the
issued-to party’s name, a serial number, expiration dates etc., and the digital signature of
the certificate-issuing authority so that a recipient can verify that the certificate is real.
Vigor router supports digital certificates that conform to the X.509 standard.

In this section, you can generate and manage local digital certificates, and import trusted CA
certificates. Be sure that the system time is correct on the router so that certificates will not
be erroneously considered to be invalid because of an incorrect system time falling outside of
the certificate’s valid time period. The easiest way to accomplish this is by periodically
synchronizing the system time to a Network Time Protocol (NTP) server.

Vigor1000B Series User’s Guide



Web User Interface

Certificate Manage

111-3-1 Local Certificate

You can generate, import or view local certificates on this page.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify

Note:

1.Please setup the "System Maintenance == Time and Date" correctly before signing the lecal
certificate.

2.The Time Zone MUST be setup correctly!!

| GENERATE | [ IMPORT | | REFRESH

Available settings are explained as follows:

Item Description

Name Displays the Name that identifies the certificate.

Subject Displays the Subject Name entries of the certificate.

Status Displays the status of the certificate. Status is one of
Requesting.

Modify View - Click to view details about the certificate. A screen
that looks like the following will be displayed, showing the
Subject Name, Subject Alternative Name, and the certificate
content.
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Delete - Click to remove the certificate.

Generate Click to fill out details about a certificate, and start the
generation process.
Import Click to update an existing certificate.
Refresh Click to refresh the page to display the latest certificate
information.
GENERATE

Use this screen to submit a request to your root CA to generate a certificate.

Certificate Management >> Local Certificate

Generate Certificate Signing Request

Certificate Name

Subject Alternative Name
Type
IP

Subject Name
Country (C)
State (ST)
Location (L)
Qrganization (0)
Qrganization Unit (OU)
Common MName (CN)

Email (E)

Key Type
Key Size
Algorithm

IP Address A4

T I

| Generate

Available settings are explained as follows:

Item

Description

Certificate Name

Name that identifies the certificate.

Type

Select the type of Subject Alternative Name and enter its
value.

242

Vigor1000B Series User’s Guide



Country (C) Country in which your organization is located.

State (ST) State or province where your organization is located.
Location (L) City where you're your organization is located.
Organization (O) Legal name of your organization.

Organization Unit (OU) Department within your organization that you wish to be
associated with this certificate.

Common Name (CN) Fully-qualified domain name / WAN IP that will be used to
reach your server.

Email (E) Email address of the entry.

Key Type Key type is hard set to RSA.

Key Size Choose between 1024 and 2048 bit.

Algorithm Choose between SHA-1 and SHA-256.

Generate Click to submit generate request to the CA server.

Info Please be noted that “Common Name” must be configured with rotuer’s
WAN I[P or domain name.

After clicking the Generate button, you will be taken back to the main Local Certificate
screen, showing the certificate request in progress:

Certificate Management == Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
DrayDDNS /CM=tang-v1000b.drayddns.com Mot Valid Yet | View | | Delete |

- - --- | View | | Delete

- — |‘\.-"|ew | | Delete |

Note:
1.Please setup the "System Maintenance >> Time and Date" correctly before signing the local
certificate.
2.The Time Zone MUST be setup correctly!!
| GENERATE | | IMPORT || REFRESH |
IMPORT

Vigor router allows you to generate a certificate request and submit it the CA server, then
import it as “Local Certificate”. If you have already gotten a certificate from a third party,
you may import it directly. The supported types are PKCS12 Certificate and Certificate with a
private key.

Click this button to import a saved file as the certification information. There are three types
of local certificate supported by Vigor router.
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Certificate Management == Local Certificate

Import X509 Local Certificate

Upload Local Certificate
Select a local certificate file.

Certificate file:

Click Import to upload the local certificate.

Import ] [ Cancel

Upload PKCS12 Certificate
Select a PKCS12 file.

PKCS12 file:
Password:
Click Import to upload the PKCS12 file,
Import ] [ Cancel

Upload Certificate and Private Key
Select a certificate file and a matchable Private Key.

Certificate file:
ey fil:
Password:

Click Import to upload the local certificate and private key.

[ Import ] [ Cancel ]

Available settings are explained as follows:

Item Description

Upload Local Certificate | Certificate file - Click Browse to select a local certificate file.
Import - Click to import selected certificate file to router.
Cancel - Click to return to the main Local Certificate screen.

If you have done well in certificate generation, the Status of
the certificate will be shown as “OK”.

Import X509 Local Certificate

Congratulation!
Local Certificate has been imported successfully

Please click [ Back | to view the certificate.

X509 Local Certificate Configuration
Name Subject Status Modify
draytekdemo /O=Draytek/OU=Draytek Sales/... OK | View ‘ Delete

[View | [Delete

—_ - s |M Delete
[ GENERATE | [ MPORT | [ REFRESH |
Upload PKCS12 It allows users to import the certificate whose extensions are
Certificate usually .pfx or .p12. And these certificates usually

need passwords.

Note that PKCS12 is a standard for storing private keys and
certificates securely. It is used in (among other things)
Netscape and Microsoft Internet Explorer with their import
and export options.

PKCS12 file - Click Browse to select a PKCS12 certificate file.
Password - Enter the password associated with the certificate
and key files.

Import - Click to import selected certificate file to router.
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Cancel - Click to return to the main Local Certificate screen.

Upload Certificate and
Private Key

It is useful when users have separated certificates and private
keys. And the password is needed if the private key is
encrypted.

Certificate file - Click Browse to select a local certificate file.
Key file -

Password - Enter the password associated with the certificate
and key files.

Import - Click to import selected certificate file to router.
Cancel - Click to return to the main Local Certificate screen.

If the import was successful, you will see the following confirmation screen:

Import X509 Local Certificate

Congratulation!

Local Certificate has been imported successfully.

Please cIickl Back | to view the certificate.

X509 Local Certificate Configuration

Name Subject Status Modify
draytekdemo /O=Draytek/OU=Draytek Sales/... OK | View l Delete
S --- --- | View ‘ Delete
= == -=- |View Delete |
GENERATE IMPORT REFRESH |
REFRESH

Click this button to refresh the information listed below.
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111-3-2 Trusted CA Certificate

Trusted CA certificate lists three sets of trusted CA certificate. In addition, you can build a
RootCA certificate if required.

When the local client and remote client are required to make certificate authentication (e.g.,
IPsec X.509) for data passing through SSL tunnel and avoiding the attack of MITM, a trusted
root certificate authority (Root CA) will be used to authenticate the digital certificates
offered by both ends.

However, the procedure of applying digital certificate from a trusted root certificate
authority is complicated and time-consuming. Therefore, Vigor router offers a mechanism
which allows you to generate root CA to save time and provide convenience for general user.
Later, such root CA generated by DrayTek server can perform the issuing of local certificate.

Info Root CA can be deleted but not edited. If you want to modify the settings
for a Root CA, please delete the one and create another one by clicking
Create Root CA.

You can create, import and view root and trusted certificate authority certificates on this
screen.

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root Ca --- --- Create
Trusted CaA-1 --- --- Wiy Delete
Trusted CA-2 =oo =oo U Delete
Trusted CA-3 --- --- Wiy Delete
Note:
1.Please setup the "System Maintenance == Time and Date" correctly before you try to generate a
RootCal!

2. The Time Zone MUST be setup correctly!!
IMPORT REFRESH

Available settings are explained as follows:

Item Description

Create Click to create a new root CA.

Name Name that identifies the certificate.

Subject Shows the Subject Name of the certificate.

Status Displays the status of the certificate.

Modify Create - Click to fill out details about a certificate, and start
the generation process.
View - Click to view details of the certificate.
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@) Certificate Information - Google Chrome == &

A Tz | 192168.1.1/doc/XCaCfVil.htm

Certificate Detail Information

Certificate Name: Trusted CA-1

Issuer: ‘

Subject: ‘

Subject Alternative Mame: ‘

valid From:
Valid To:

Delete - Click to delete the certificate.

Import Click to import an existing certificate.
Refresh Click to refresh the page to display the latest certificate
information.
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Creating a RootCA
Click Create to open the following page.

Certificate Management >=> Root CA Certificate

Generate Root CA

Certificate Name Root CA

Subject Alternative Name
Type IP Address v

IP

Subject Name
Country (C)

State (5T)

Location (L)
Organization (O)
Qrganization Unit {(OU)

Common Name (CN)

Email (E)

Key Type RSA v

Key Size 1024 Bit v

Algorithm SHA-256 v

Generate
Available settings are explained as follows:
Item Description
Certificate Name Display the name of root CA.
Type Select the type of Subject Alternative Name and enter its
value.

Country (C) Country in which your organization is located.
State (ST) State or province where your organization is located.
Location (L) City where you're your organization is located.
Organization (O) Legal name of your organization.

Organization Unit (OU) Department within your organization that you wish to be
associated with this certificate.

Common Name (CN) Fully-qualified domain name / WAN IP that will be used to
reach your server.

Email (E) Email address of the entry.

Key Type Key type is hard set to RSA.

Key Size Choose between 1024 and 2048 bit.

Algorithm Choose between SHA-1 and SHA-256.

Generate Click to submit generate request to the CA server.
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Importing a Trusted CA

To import a pre-saved trusted CA certificate, please click IMPORT to open the following

window.

Certificate Management >= Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted CA certificate file.
|g=es | seEzass

Click Import to upload the certification.

Import | | Cancel |

Available settings are explained as follows:

Item Description

Browse Click Browse to select a local certificate file.

Import Click to import selected certificate file to router. The one you
imported will be listed on the Trusted CA Certificate window.

Cancel Click to return to the main Trusted CA Certificate screen.

111-3-3 Certificate Backup

You can back up Local and Trusted CA certificates on the router to a file.

Certificate Management >> Certificate Backup

Certificate Backup / Restoration

Backup

Confirm password:

Restoration

Decrypt password:

Encrypt password: (Max: 23 characters

Click | Backup | to download certificates to your local PC as a file.

Select a backup file to restore.

BEER FRETRAEE

Click | Restore | to upload the file.

Available settings are explained as follows:

Item

Description

Backup

Encrypt password /
Confirm password

Enter the password with which you wish to encrypt the
certificate.

Backup

Click to download the certificate.

Restoration

Select a backup file to
restore

Click Browse to select the backup file you wish to restore.

Decrypt password

Enter the password that was used to encrypt the certificates.
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Restore Click to retrieve the certificate.

l11-3-4 Self-Signed Certificate

A self-signed certificate is a unique identification for the device (e.g., Vigor router) which
generates the certificate by itself to ensure the router security. Such self-signed certificate is
signed with its own private key.

The self-signed certificate will be applied in SSL VPN, HTTPS, and so on. In addition, it can be
created for free by using a wide variety of tools.

Certificate Management >> Self-Signed Certificate

Self-Signed Certificate Information

Certificate Name : self-signed
Issuer : C=TW, ST=HsinChu, L=HuKou, 0=DrayTek Corp., OU=DrayTek
' Support, CN=Wigor Router
Subiect : C=TW, ST=HsinChu, L=HuKou, O=DrayTek Corp., OU=DrayTek
] ’ Support, CN=Vigor Router

Subject Alternative Name : DNS:www.draytek.com

Walid From : Oct 27 17:25:01 2020 GMT

valid To : Nov 26 17:25:01 2021 GMT

PEM Format Content : -----BEGIN CERTIFICATE-----
MIIDp3CCAOEEANTBAET JATMERVGT1kmVMABGCSgGS Th3DQEBCWUANHEXCZATEg
Ny
BAYTALRXMRAWDEYDVQQIDAAIc21uQ2h1MQ4wDAYDYQQHDAY IdUtvd TEWMBOGAL
UE
CgwNRHIheWR1ayBDb3IwLj EYMBYGALUECWWPRHIheVRlayBTdXBwb3J@MRUWEW
¥D
VQQDDAXMaWdY ciBShIVAZX IwHhcNMAXMD I 3MT cyNTAXWh cNMJEXMTI2ZMT cy NT
Ax
WjB4MQswCQYDVQQGEWIUVZ EQMA4GALUECAWHSHNpb kNod T EOMAWGALUEBWWF SH
VL
b3UxF jAUBENVBAOMDURYYX LUZWsgQ29y cC4xGDAWB gNVEBASMDBRy YX1UZWsgU3
Vi
cG9ydDEVMBMGALIUEAvwMVmLnb3TgUm3 1dGVyMIIBI jANBgkghkiGOweBAQEFAA
oc
AQBAMIIBCEKCAQEAZUKATY XyHFoTwdfnNDgP7FtetqITUSeERVTKIZgKX0kMAR
7a
AXsxCtHhrI196yla+LlunfTledTvrB6lILDiaVIWa My LS/ YSTre,/ p@ovoyYzQP
£j
er/hFOOREKuyPcsPWgEPhz gHoKuluwIoslsuspdSXCSYNAP@dBDoSSNCAXVIDD
Bn h
TcdNMyMf2160pnUdefAYay FpxUaVoFKyfSIEpWLTIaVugTBagqd j1GKX+WEDLyg 4

Note:

1. Please setup the System Maintenance => Time and Date correctly before you try to regenerate a self-
signed certificate!!

2.The Time Zone MUST be setup correctly!!

| Regenerate |

Click Regenerate to open the Regenerate Self-Signed Certificate window. Enter all requested
information including certificate name (used to differentiate different certificates), subject
alternative name type and relational settings for subject name. Then click GENERATE.
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Part IV Securi

While the broadband users demand more bandwidth
for multimedia, interactive applications, or distance
learning, security has been always the most
concerned. The firewall of the Vigor router helps to
protect your local network against attack from

Firewall unauthorized outsiders. It also restricts users in the
local network from accessing the Internet.

CSM is an abbreviation of Central Security Management
which is used to control IM/P2P usage, filter the web
content and URL content to reach a goal of security
management.
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V-1 Firewall

252

Basic

A network firewall monitors traffic travelling between networks, with the ability to
selectively allow or block traffic using a predefined set of security rules. This helps to
maintain the integrity of networks by stopping unauthorized access and the exchange of
sensitive information.

Firewall Facilities

LAN users are provided with secured protection by the following firewall facilities:
® User-configurable IP filter (Call Filter/ Data Filter).
®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data

® Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection
IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

® Call Filter - Whenever the router needs to initiate a PPP connection (such as PPPoE,
PPPoA, and VPN connections) to route traffic to the Internet, the traffic pattern that
triggers the connection is checked against the Call Filter rules. If the traffic is not
blocked by the filter, the router establishes the PPP connection to send the packet to
the Internet.

® Data Filter - All traffic, both incoming and outgoing, that does not trigger a PPP
connection attempt (either because a PPP connection is not necessary, or the required
PPP connection has already been established) is checked against the Data Filter, and
will be allowed or blocked according to the rules configured within.

The following flowcharts show how the router treats incoming traffic and outgoing traffic
respectively.
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Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy

static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all

interfaces of the firewall and makes sure they are valid. The stateful firewall of Vigor router

not only examines the header information also monitors the state of the connection.

Denial of Service (DoS) Defense

DoS attacks are categorized into two types: flooding-type attacks and vulnerability attacks.

Flooding-type attacks attempts to exhaust system resources while vulnerability attacks
attempts to paralyze the system by exploiting vulnerabilities of protocols or operation

systems.

Vigor’s DoS Defense functionality detects DoS attacks and mitigates their damage by

inspecting every incoming packet, and malicious packets will be blocked. If Syslog is enabled,
alert messages will also be sent. Abnormal traffic flow such as flood and port scan attacks
that exceed allowable thresholds are also blocked.

The below shows the attack types that DoS/DDoS defense function can detect:
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1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route
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Web User Interface

Below shows the menu items for Firewall.

IV-1-1 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you can
configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

General Setup Page

Such page allows you to enable / disable Call Filter and Data Filter, determine general rule
for filtering the incoming and outgoing data.

Firewall > General Setup

General Setup

General Setup Default Rule
Call Filter @® Enable Start Filter Set
) Disable
Data Filter @® Enable Start Filter Set
) Disable

Allow pass inbound fragmented large packets (required for certain games and
streaming)

Enable Strict Security Firewall

Block routing connections initiated from WAN [ 1pva IPvE

Note:
Packets are filtered by firawall functions in the following order:
1.Data Filter Sets and Rules 2.Block routing connections initiated from WAM 3.Default Rule

| OK | | Cancel

Available settings are explained as follows:

Item Description
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Call Filter

Check Enable to activate the Call Filter function. Assign a
start filter set for the Call Filter.

Data Filter

Select Enable to activate the Data Filter function, and then
choose a Start Filter Set.

Allow pass inbound
gragmented large...

Certain games and video streaming service use fragmented
UDP packets to transfer data. Enabling this option allows
these applications to function properly.

If this option is not enabled, the router will attempt to
reassemble fragmented packets up to a certain value (e.g.,
15xx~2102) kilobytes long. Packets larger than the certain
value will be discarded.

If this option is enabled, the router always passes
fragmented packets without reassembling them, regardless
of the size of the packet.

Enable Strict Security
Firewall

If this option and the Web Content Filter (WCF) are both
enabled, web traffic will be blocked if the WCF server fails
to respond to lookup requests.

Block routing packet from
WAN

IPv6 - IPv6 does not make use of Network Address Translation
(NAT), so all LAN hosts receive public IPv6 IP addresses that
are exposed to the WAN. Enable this option to block WAN
hosts from connecting to LAN hosts using IPv6.

IPv4 - For LAN hosts receiving WAN IPv4 addresses using the
IP routed subnet, enable this option to prevent WAN hosts
from connecting to LAN hosts. This option has no effect on
LAN hosts on private LAN subnets.

To save changes on the page, click OK. To discard changes, click Cancel.

Traffic is filtered by firewall functions in the following order:

1. Data Filter Sets and Rules

2. Block connections initiated from WAN

3. Default Rule
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Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, for data transmission via Vigor router.

The default rule applies to all traffic that is not constrained by other filters or rules.

Firewall »> General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter O
Sessions Control 0 /150000 (]
Quality of Service [l
User Management [None v O
APP Enforcement [l
URL Content Filter [}
Web Content Filter [}
DNS Filter O
Advance Setting [ Edit |

| oK | | Cancel |

Available settings are explained as follows:

Item

Description

Filter

Select Pass or Block for the packets that do not match with
the filter rules. When the setting is Block, all other fields on
the page are disabled because they are not applicable.

Sessions Control

The current number of sessions is shown before the slash,
followed by the maximum number of concurrent sessions
allowed, which is configurable. The default maximum is
60000, which is also the upper limit of the value.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

User Management

This setting is only available when Rule-Based is selected in
User Management>>General Setup. The default firewall
rule will be applied to the selected user or user group. Refer
to the chapter on User Management for more details on the
feature.

® None: User Management does not apply to the default
rule.

®  User Object: The default rule only applies to the
selected user.

® [Create New User]: Select this to create a new user.
®  User Group: The default rule only applies to the
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selected User Group.

® [Create New Group]: Select this to create a new user
group.

® ALL: The default rule applies to all defined users.

® Create New User or Create New Group item will
appear for you to click to create a new one if there is
no user profile or group profile existed.

Syslog - Select to allow User Management to log messages in
Syslog.

APP Enforcement

Select an APP Enforcement profile for application blocking,
or None to disable APP Enforcement for the Default Rule.
Select [Create New] from the dropdown list to create a new
profile. Refer to the chapter on APP Enforcement for more
details on the feature.

Syslog - Select to allow APP Enforcement to log messages in
Syslog.

URL Content Filter

Select a URL Content Filter profile to be used, or None to
disable URL Content Filter for the Default Rule. Select
[Create New] from the dropdown list to create a new
profile. Refer to the chapter on URL Content Filter for more
details on the feature.

Syslog - Select to allow URL Content Filter to log messages in
Syslog. Logging action is configured at the profile level in
CSM>>URL Content Filter Profile, Log.

Web Content Filter

Select a Web Content Filter profile to be used, or None to
disable Web Content Filter for the Default Rule. Select
[Create New] from the dropdown list to create a new
profile.

Syslog - Select to allow Web Content Filter to log messages in
Syslog. Logging action is configured at the profile level in the
Web Content Filter Profile Table section in CSM>>Web
Content Filter Profile, Log.

DNS Filter

Select the DNS Filter profile to be used, or None to disable
DNS Filter for the Default Rule. Select [Create New] from
the dropdown list to create a new profile.

Syslog - Select to allow DNS Filter to log messages in Syslog.
Logging action is configured at the profile level in the DNS
Filter Profile Table section in CSM>>DNS Filter Profile,
SysLog.

Advance Setting

Click Edit to open the configuration window for Advanced
Settings. However, it is recommended to use the default
settings.

Firewall >> General Setup

Advance Setting

Codepage ARSI 253-Latin | r
wWindow size: f5535
Session timeout: 1440 Minute

Qk Cloze

Codepage - Sets the codepage used by the URL content filter
to match URLs against keywords in profiles. Choosing the
appropriate codepage can increase the accuracy of the URL
Content Filter. The default value is ANSI 1252 Latin I. If the
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setting is None, no decoding of URL will be performed.

If you are unsure of which codepage to use, please start the
Syslog application, and the recommended codepage will be
shown in the Codepage Information tab in the Setup dialog
box.

Window size - Sets the TCP window size as described in RFC
1323. Valid values are from 0 to 65535. The more the value
is, the better the performance will be. However, if the
network is not stable, small value will be proper.

Session timeout - Sets the timeout sessions are allowed to
idle before they are removed from the system.

After finishing all the settings here, please click OK to save the configuration.
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IV-1-2 Filter Setup

Click Firewall and click Filter Setup to bring up the setup page.

Firewall == Filter Setup d
Filter Setup | Set to Factory Default |

Set Comments Set Comments

1. Default Call Filter 26.

2. Default Data Filter 21.

3. 28,

4. 29.

5.

6.

1.

8.

9.

10

[ | R N [ | N R [ R e B e e e e N N
FRERRERRERERRERE

To edit a filter set, click on its set number. The following Filter Set page will be shown. Each
filter set contains up to 30 rules.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |Default Call Filter |

CSM MSve Move

Rule Enable Comments Direction SrcIP DstIP Service Type Action Down

LAN/RT/VPN
Elock NetBios == Any Any TCP/UDP, Port: from 137~139 to any Block Immediately Down
WAN

LAN/RT/VEN
(] - Any  Any Any Pass Immediately UP  Down
WAN

I~

LAN/RT/VPN
-> Any  Any Any Pass Immediately UP  Down
WAN

LAN/RT/WVPN
O - Any Any Any Pass Immediately UP  Down
WAN

LAN/RT/VPN
= Any  Any Any Pass Immediately UP  Down
WAN

LAN/RT/VPN
- Any  Any Any Pass Immediately UP  Down
WAN

LAN/RT/VPN
- Any  Any Any Pass Immediately UP  Down
WAN

e
O

=

ln
O

I
O

I~
O

LAN/RT/VPN
- Any  Any Any Pass Immediately UP  Down
WAN

co
O

LAN/RT/VPN
= Any Any Any Pass Immediately UP  Down
WAN

leor
(]
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Available settings are explained as follows:

Item Description

Rule To edit the filter rule, click the filter rule number (1 ~ 30) to
bring up the Edit Filter Rule page. See the following section
for details on the Edit Filter Rule page.

Enable Select to enable the filter rule.

Comments Optional comment entered in the settings page to identify
the rule.

Direction Displays the direction of packet.

Src IP / Dst IP Displays the IP address of source /destination.

Service Type

Displays the type and port number of the packet.

Action

Displays the packets to be passed /blocked.

CSM

Displays the content security managed

Move Up/Down

Use Up or Down link to change the order of the filter rules.

Next Filter Set

Select the filter set for the firewall to process after the
current filter set, or None if the current filter set is the last
one to be processed. Be careful not to create a loop when
setting next filter sets.

Wizard Mode

Allow to configure frequently used settings for filter rule via
several setting pages.

Advance Mode

Allow to configure detailed settings of filter rule.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.

2. Click Index 1. The setting page will appear as follows:

Firewall »» Edit Filter Set »> Edit Filter Rule Wizard

Filter Set 1 Rule 1

Firewall Rule applies to packets that meet the following criteria
Comments: |Blocl-< NetBios |
Direction: [ LAN/RTAVPN = WAN v
Source IP:
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Destination IP:
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Protocol:
Source Port [= ~| |13? |~|139 |
Destination Port [= ~] |1 |~| 65535 |
| MNext | | Cancel |

Available settings are explained as follows:
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Iltem Description

Comments Enter filter set comments/description. Maximum length is
14- character long.

Direction Set the direction of packet flow. It is for Data Filter only.

For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.

LAN/RTNEPN -> WAN v
LAN/RT/VPN = WAN

WAN -= LAN/RTNVPN
LAN/RTAPN -= LAN/RTAVEN

Note: RT means routing domain for 2nd subnet or other
LAN.

Source/Destination IP

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address as
the Address Type and type them in this dialog.

Protocol

Specify the protocol(s) which this filter rule will apply to.

Source Port /
Destination Port

(=) - when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

('=) - when the first and last value are the same, it
indicates all the ports except the port defined here; when
the first and last values are different, it indicates that all
the ports except the range defined here are available for
this service type.

(>) - the port number greater than this value is available.

(<) - the port number less than this value is available for
this profile.

3. Click Next to get the following page.

Firewall >> Edit Filter Set >> Edit Filter Rule Wizard

Filter Set 1 Rule 1

Based on the settings in the previous pages, we guess you want to have: Pass
The current setting is :
@® pass Immediately

APP Enforcement:

URL Content Filter:

Web Content Filter:

DNS Filter
O Block Immediately

| Back | | Next | | Cancel |

Available settings are explained as follows:

Item

Description

Pass Immediately

Packets matching the rule will be passed immediately.

APP Enforcement - Select an APP Enforcement profile for
application blocking, or None to disable APP Enforcement
for the Default Rule. Select [Create New] from the
dropdown list to create a new profile. Refer to the chapter
on APP Enforcement for more details on the feature.
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URL Content Filter - Select a URL Content Filter profile to
be used, or None to disable URL Content Filter for the
Default Rule. Select [Create New] from the dropdown list
to create a new profile. Refer to the chapter on URL
Content Filter for more details on the feature.

Web Content Filter - Select a Web Content Filter profile to
be used, or None to disable Web Content Filter for the
Default Rule. Select [Create New] from the dropdown list
to create a new profile.

DNS Filter - Select the DNS Filter profile to be used, or
None to disable DNS Filter for the Default Rule. Select
[Create New] from the dropdown list to create a new
profile.

Block Immediately

Packets matching the rule will be dropped immediately.

4. After choosing the mechanism, click Next to get the summary page for reference.

Firewall == Edit Filter Set == Edit Filter Rule Wizard

Filter Set 1 Rule 1 Configuration Summary

Comments :
Direction
LAN/RT/WPN -= WAN
Criteria
Source IP
Destination IP
Protocol

More options

Pass Immediately

Block MetBios

Any
Any
TCP/UDP, Port: from 137 ~ 139 to any

APP Enforcement : Mone
URL Content Filter : Mone
Web Content Filter : 1 - Default
DNS Filter : Mone

Back Next Finish Cancel

5. If there is no error, click Finish to complete wizard setting.
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.
2. Click Index 1 to access into the following page.

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1

Enable
Comments |Block NetBios |
Schedule Profile [None ~|, [None v, [None v, [None hd
[J clear sessions when schedule is ON
Diraction [LAN/RT/VPN - WAN v| [ Advanced |
Source IP/Country |An\,r | | Edit |
Destination IP/Country |An\,r | | Edit |
Service Type [TCPIUDP, Port: from 137~138 to any | [ Edit |
Fragments Don't Care v
Application Action/Profile Syslog
Filter |Block Immediately w O
Branch to Other Filter Set
Sessions Control 0 /150000
MAC Bind IP
Quality of Service
User Management
APP Enforcement
URL Content Filter
Web Content Filter
DNS Filter
Advance Setting
| QK | | Clear | | Cancel

Available settings are explained as follows:

Item Description

Enable

Check this box to enable the filter rule.

Comments

Enter filter set comments/description. Maximum length is
14- character long.

Schedule Profile

Select Schedule indexes to allow the rule to be enabled at
specific times. You may choose up to 4 out of the 15
schedules in Applications >> Schedule. The rule is always
enabled when no indexes have been selected.

Clear sessions when
schedule is ON

Select this option to clear existing sessions when the rule is
changes is enabled by a schedule profile. All connections
will be reset.

Direction

Specify the direction of traffic flow to which this filter rule
applies. Note that when the rule belongs to the Call Filter,
the WAN -> LAN/RT/VPN option has no effect as Call Filter
applies only to outgoing traffic.

LAN/RTMNVPN -= WAN ~
LAN/RTAVPN -> WAN

WVVAN -= LAN/RTNVPM
LAN/RTAVPM -» LAN/RTNVPN
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Note: RT stands for the routing domain for 2nd subnet or
other LAN.

Advanced - After choosing the direction, click the
Advanced button to specify interfaces for traffic flow.

@ Direction Edit - Google Chrome [=[=] = ]
A T2 | 192168.1.1/doc/AdvDirtion.htm

Direction Advanced

LAN/RT/VPN - WAN

| Selectal || ClearAll | | Selectall || Clear Al |
LAN1 WANL

LAN2Z WANZ

LAN3 WAN4

LAN4 WANS

LANS WANG

LANG WANL3

LANT WANL4

LANS WANLS

LANS WAN16

LAN1O - WAN17 -

| OK | | Close |

Source IP/ Country Click Edit to bring up the following dialog box to configure

and the source and destination IP addresses or country objects.
Destination |P/ eIPfVcir'E:i;d-t—Gnaglsj{l"\rnmal ‘ == & |
Country A FZZ | 192.168.1.1/doc/ipfipedt.htm
IP Address Edit
Address Type Any Address N
Start IP Address 0000
End IP Address 0.0.0.0
Subnet Mask
Invert Selection
IP Group
IP Object
IPv6 Group
IPv6 Object
Country Object
[ ok | | Clse |
To set the IP address manually, please choose an Address
Type and enter required information.
Address Type - Select from one of the following:
®  Any Address - All IP addresses
®  Single Address - Enter one IP address in Start IP
address
® Range Address - Enter the Start and End IP Addresses
[ Subnet Address - Enter the Start IP Address and the
Subnet Mask. Example: Start IP Address 192.168.1.1
and Subnet Mask 255.255.255.128 means is the same
as having the Start IP Address as 192.168.1.1 and the
End IP Address as 192.168.1.127.
® Group and Objects - Allows selection of predefined IP
Groups and IP Objects. For details on IP Groups and
Objects, see the chapter on Objects Setting.
® Country Object - Allows selection of predefined
country objects.
Service Type Click Edit to bring up the following dialog box to configure

the Service Type.
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@ Service Type Edit - Google Chrome = =] = |
A == | 192.168.1.1/doc/ipfstedt.htm

Service Type Edit

Service Type User defined ~

Protocol

Source Port

Destination Port
Service Group
Service Object

Service Type - To set the service type manually, please
choose User defined as the Service Type.

® User defined - Configure the protocol, source and
destination ports manually.

® Group and Objects - Select preconfigured Service
Groups or Objects.

Protocol - Specify the protocol(s) which this filter rule will
apply to.

Source/Destination Port -

® (=) - any port that falls within the specified range

® (I=) - any port that falls outside of the specified range

® (>) - a port whose number is greater than the
specified value

® (<) -a port whose number is smaller than the
specified value

Service Group/Object - Use the drop down list to select
the desired Service Groups or Objects.

Fragments Action to be taken for fragmented packets. This option is
valid for Data Filter rules only.

) Don’t care -No action will be taken towards
fragmented packets.

® Unfragmented -Apply the rule to unfragmented
packets.

® Fragmented - Apply the rule to fragmented packets.

® Too Short - Apply the rule only to packets that are too
short to contain a complete header.

Filter Action to be taken when packets match the rule.

Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be
passed immediately.

Block If No Further Match - Block the packet if this the last
matching rule for this packet in the filter.

Pass If No Further Match - Pass the packet if this is the last
matching rule for this packet in the filter.

Branch to other Filter | If the packet matches the filter rule, and the Filter action is
Set Block If No Further Match or Pass If No Further Match, you
can specify the next filter set to be applied, thus skipping
the rest of the rules in the current filter set.

Sessions Control The current number of sessions is shown before the slash,
followed by the maximum number of concurrent sessions
allowed, which is configurable. The default maximum is
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60000, which is also the upper limit of the value.

MAC Bind IP

Strict - Ensure that both the MAC address and the IP
address of the source and/or destination clients.

Non-Strict - Do not check the IP address when processing IP
Objects that specify MAC addresses.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

User Management

This setting is only available when Rule-Based is selected
in User Management>>General Setup. The default firewall
rule will be applied to the selected user or user group.
Refer to the chapter on User Management for more details
on the feature.

® None: User Management does not apply to the default
rule.

®  User Object: The default rule only applies to the
selected user.

® [Create New User]: Select this to create a new user.

®  User Group: The default rule only applies to the
selected User Group.

® [Create New Group]: Select this to create a new user
group.

® ALL: The default rule applies to all defined users.

® Create New User or Create New Group item will

appear for you to click to create a new one if there is
no user profile or group profile existed.

Syslog - Select to allow User Management to log messages
in Syslog.

APP Enforcement

Select an APP Enforcement profile for application blocking,
or None to disable APP Enforcement for the Default Rule.
Select [Create New] from the dropdown list to create a
new profile. Refer to the chapter on APP Enforcement for
more details on the feature.

Syslog - Select to allow APP Enforcement to log messages in
Syslog.

URL Content Filter

Select a URL Content Filter profile to be used, or None to
disable URL Content Filter for the Default Rule. Select
[Create New] from the dropdown list to create a new
profile. Refer to the chapter on URL Content Filter for more
details on the feature.

Syslog - Select to allow URL Content Filter to log messages
in Syslog. Logging action is configured at the profile level in
CSM>>URL Content Filter Profile, Log.

Web Content Filter

Select a Web Content Filter profile to be used, or None to
disable Web Content Filter for the Default Rule. Select
[Create New] from the dropdown list to create a new
profile.

Syslog - Select to allow Web Content Filter to log messages
in Syslog. Logging action is configured at the profile level in
the Web Content Filter Profile Table section in CSM>>Web
Content Filter Profile, Log.

DNS Filter

Select the DNS Filter profile to be used, or None to disable
DNS Filter for the Default Rule. Select [Create New] from
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the dropdown list to create a new profile.

Syslog - Select to allow DNS Filter to log messages in Syslog.
Logging action is configured at the profile level in the DNS
Filter Profile Table section in CSM>>DNS Filter Profile,
SysLog.

Advance Setting Click Edit to open the configuration window for Advanced
Settings. However, it is recommended to use the default
settings.

@ 1921681 1/doc/ipfedradv.htm - Google Chrome == = ]
A FF2 | 192.168.1.1/doc/ipfedradv.htm

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting
Codepage |ANS\(1252)—LaIinI v
window size: 65535
Session timeout: Minute
DrayTek Banner:
Strict Security Checking
’7 [CJapp Enforcement
| ok | | cClose |

Codepage - Sets the codepage used by the URL content

filter to match URLs against keywords in profiles. Choosing
the appropriate codepage can increase the accuracy of the
URL Content Filter. The default value is ANSI 1252 Latin I. If
the setting is None, no decoding of URL will be performed.

If you are unsure of which codepage to use, please start the
Syslog application, and the recommended codepage will be
shown in the Codepage Information tab in the Setup dialog
box.

Window size - Sets the TCP window size as described in
RFC 1323. Valid values are from 0 to 65535. The more the
value is, the better the performance will be. However, if
the network is not stable, small value will be proper.

Session timeout - Sets the timeout sessions are allowed to
idle before they are removed from the system.

DrayTek Banner - Select to display the following screen for
web pages that are blocked by the Firewall. The default
setting is Enabled.
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The requested Web page has been blocked by Web Content Filter.
Please contact your system administrator for further information.

[Powered by Dravtek]

Strict Security Checking

APP Enforcement - If this option is selected, when the
router cannot identify the application that generated the
outbound traffic due to limited system resources, the
session will be blocked; if this option is not selected, the
session will be allowed.

3. When you finish the configuration, please click OK to save and exit this page.
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IV-1-3 Defense Setup

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

IV-1-3-1 DoS Defense

To configure DoS Defense, select DoS Defense under the Firewall menu item on the Web Ul
menu bar.

Firewall => Defense Setup

DoS Defense Spoofing Defense
DoS defense
[ Enable DoS Defense |  SelectAll || White/Black List Option | Log:

Enable SYN flood defense Threshold 2000 packets / sec
Timeout 10 sec

Enable UDP flood defense Threshold 2000 packets / sec
Timeout 10 sec

Enable ICMP flood defense Threshold 250 packets / sec
Timeout 10 sec

Enable Port Scan detection Threshold 2000 packets [ sec

Block IP options Block TCP flag scan

Block Land Block Tear Drop

Block Smurf Block Ping of Death

Block trace route Block ICMP fragment

Block SYM fragment Block Unassigned Numbers

Block Fraggle Attack

P

| oK || ClarAl | | Cancel |

Available settings are explained as follows:

Item Description

Enable Dos Defense Select to enable DoS Defense.
Select All - Click to select all DoS Defense options.

White/Black List Option - Set white/black list of IPv4/IPv6
address.

Enable SYN flood defense | Select to enable SYN flood defense. When the arrival rate
of SYN packets exceeds the Threshold value, the router will
start to randomly discard TCP SYN packets for a period of
time as defined in Timeout. This is to prevent TCP SYN
packets from exhausting router resources.

The default values of threshold and timeout are 2000
packets per second and 10 seconds, respectively.

Enable UDP flood defense | Select to enable UDP flood defense. When the arrival rate
of UDP packets exceeds the Threshold value, the router
will start to randomly discard TCP SYN packets for a period
of time as defined in Timeout.

The default values of threshold and timeout are 2000
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packets per second and 10 seconds, respectively.

Enable ICMP flood defense

Select to enable ICMP flood defense. When the arrival rate
of ICMP packets exceeds the Threshold value, the router
will start to randomly discard TCP SYN packets for a period
of time as defined in Timeout.

The default values of threshold and timeout are 250
packets per second and 10 seconds, respectively.

Enable PortScan detection

Select to enable Port Scan detection. Port Scans attack
your network by sending packets to a range of ports in an
attempt to find services that would respond. When Port
Scan detection is enabled, the router sends warning
messages when it detects port scanning activities that
exceed the Threshold rate.

The default threshold is 2000 packets per second.

Block IP options

Select to enable Block IP options. The Vigor router will
ignore IP packets with IP option field set in the datagram
header. IP options are rarely used and could be abused by
attackers as they carry information about the private
network otherwise not available to the external network,
such as security, TCC (closed user group) parameters, a
series of Internet addresses, routing messages, etc, which
external eavesdroppers can use to discover details about
the private network.

Block Land Select to Block LAND attacks. LAND attacks happen when
an attacker sends spoofed SYN packets with both source
and destination addresses set to that of the target system,
which causes the target to reply to itself continuously.

Block Smurf Select to Block Smurf attacks. The router will ignore any

broadcasting ICMP echo request.

Block trace route

Select to Block traceroutes. The router will not forward
traceroute packets.

Block SYN fragment

Select to Block SYN packet fragments. The router will drop
any packets having both the SYN and more-fragments bits
set.

Block Fraggle Attack

Select to Block Fraggle Attacks. Broadcast UDP packets
received from the Internet are blocked.

Activating this feature might block some legitimate
packets. Since all broadcast UDP packets coming from the
Internet are blocked, RIP packets from the Internet could
also be dropped.

Block TCP flag scan

Select to Block TCP Flag Scans. TCP packets with abnormal
flag settings will be dropped. TCP flag scanning activities
that are blocked include no flag scan, FIN without ACK
scan, SYN FIN scan, Xmas scan and full Xmas scan.

Block Tear Drop

Select to Block Tear Drop attacks. Some clients may crash
when they receive ICMP datagrams (packets) that exceed
the maximum length. The router discards any fragmented
ICMP packets having lengths greater than 1024 octets.

Block Ping of Death

Select to Block Ping of Death, where fragmented ping
packets are sent to target hosts so that those hosts could
crash as they reassemble the malformed ping packets.

Block ICMP Fragment

Select to Block ICMP Fragments. ICMP packets with the
more-fragments bit set are dropped.
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Block Unassigned Numbers

Select to Block Unassigned Protocol Numbers, and the
router will block packets having unassigned protocol
numbers. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over
the upper layer. However, the protocol types greater than
100 are reserved and undefined at this time. Therefore, the
router should have ability to detect and reject this kind of

packets.

Warning Messages

We provide Syslog function for user to retrieve message
from Vigor router. The user, as a Syslog Server, shall receive
the report sending from Vigor router which is a Syslog

Client.

All the warning messages related to DoS Defense will be
sent to user and user can review it through Syslog daemon.
Look for the keyword DoS in the message, followed by a
name to indicate what kind of attacks is detected.

System Maintenance >> SysLog | Mail Alert Setup

SysLog / Mail Alert Setup

SysLog Access Setup
EEnable
Syslog Save to
M Syslog Server
Router Name DrayTek

]

Destination Port 514

Server IP/Hostname

Mail Syslog [JEnable
Enable syslog message:
Firewall Log
VPN Log
User Access Log / Hotspot User Information
WAN Log
Router/DSL information

Mail Alert Setup
B Enable
Interface
SMTP Server
SMTP Port
Mail To
Sender Address
Connection Security
[ authentication
Username
Password
Enable E-Mail Alert:
DoS Attack
APPE
VPN LOG
[J Debug Log

[ Send a test e-mail |

1

Note:
1. Mail Syslog feature will send the Syslog when it is full

[ ok

| [ Clear |

After finishing all the settings here, please click OK to save the configuration.
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IV-1-3-2 Spoofing Defense
Click the Spoofing Defense tab to open the setup page.

Firewall »> Defense Setup

DoS Defense Spoofing Defense

ARP Spoofing Defense Log:

EBlock ARP replies with inconsistent source MAC addresses,

Ed Block ARP replies with inconsistent destination MAC addresses,
B Decline VRRP MAC into ARP table.

IP Spoofing Defense

B Block 1P packet from WAN with inconsistent source IP addresses,

[JBlock 1P packet from LAM with inconsistent source IP addresses.

OK | | Cancel

IV-1-4 Diagnose

The purpose of this function is to test when the router receiving incoming packet, which
firewall rule will be applied to that packet. The test result, including firewall rule profile, IP
address translation in packet transmission, state of the firewall fuctions and etc., also will be
shown on this page.

Info The result obtained by using Diagnose is offered for RD debug. It will be
different according to actual state such as netework connection, LAN/WAN
settings and so on.

Firewall »> Diagnose

Mode
O 1cmp @ upp O TCP

Direction
Test View
A ] | 5
e A T - »
] |
— L] ]
Packet & Payload
Packet Enable Direction Protocol
1 A>B v DP:Customize
2 I UDP:Customize

Note:
This is firewall live test which need setup WAN and plug cable in.

Available settings are explained as follows:

Item Description

Mode To have a firewall rule test, specify the service type (ICMP,
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UDP, TCP) of the packet and type of the IP address
(IPv4/IPv6).

Direction Set the way (from WAN or from LAN) that Vigor router
receives the first packet for test. Different way means the
firewall will process the connection initiated from LAN or
from WAN.

Test View This is a dynamic display page.

According to the direction specified, test view will display
the figure to guide you typing IP address, port number, and
MAC address.

Later, after clicking the Analyze button, the information for
the firewall rule profile and address translation will be
shown on this page.

Src IP Enter the IPv4/1Pv6 address of the packet’s source.

Src Port Enter the port number of the packet’s source.

Src MAC Enter the MAC address of the packet’s source.

Dst IP Enter the IPv4/IPv6 address of the packet’s destination.

Dst Port Enter the port number of the packet’s destination.

Packet & Payload

In firewall diagnose, two packets belong to one connection.
In general, two packets are enough for Vigor router to
perform this test.

Enable - Check the box to send out the test packet.

Direction - The first packet of the firewall test will follow
the direction specified above. However, the direction for
the second packet might be different. Simply choose the
direction (from Computer A to B or from the B to A) for the
second packet.

Protocol - It displays the mode selected above and the
sate. If required, click the mode link to configure advanced
setting. The common service type (Customize, Ping, Trace
Route / Customize, DNS, Trace Route / Customize,
Http(GET) related to that mode (ICMP / UDP / TCP) will be
shown on the following dialog box.

@ ICMP Protocol Setting - Google Chrome [=[@] 5= ]
A FF2Z2 | 192.168.1.1/doc/fwdiagicmp.htm

Type ® Customize O Ping ) Trace Route
| Echo Request V|
Payload |
L OK |

® Type - Choose Customize, Ping, Trace Route /
Customize, DNS, Trace Route / Customize, Http
(GET).

@® Payload - It is available when Customzie is selected.
Simply type 16 HEX characters which represent
certain packet (e.g., DNS packet) if you want to set
the data transfered with protocol (ICMP/UDP/TCP)
which is different to Type setting.

Analyze

Execute the test and analyze the result.
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The following figure shows the test result after clicking Analyze. Processing state for the
fuctions (MAC Filter, QoS, User management, etc.,) related to the firewall will be displayed

by green or red LED.

Firewall >> Diagnose

Mode
ICMP upp TCP |IPv4 ¥
Direction
FromLAN ¥

Test View

A

|

. e

«REPLY

WANL «

7.7.7.7:51348
172.16.2.234:62004«

192.168.1.111:22222 ORIGIN Firewal
-7.7.7.7:51348
Status Packet Set Rule UCFIWCF
Pass 2 default default nia
Packet & Payload
Packet Enable Direction Protocol
1 v A=B ¥ UDP:Customize
3 Acceleration
2 v B-2A ¥ UDP:Customize
3 Acceleration
- P # - - s #
SESS CTL MAC FILTER PCAP USER MGT APPE UcF WCF
- r - & a .
DNSE SESS LMT BW LMT Qos APP QOS HW Acc

APP.The APP need 1o check.
APP:The APP doesn't need to check.

Note:
PCAP is "ip pcap” in teinet command.

<<Back Reset

r
:The APP is completed.
. :The APP is processing
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V-2 CSM (Central Security Management)

Content Security Management (CSM) allows the network administrator to restrict Internet
traffic based on the content type, thus ensuring appropriate use of network resources and
also reducing the likelihood of threats from malicious network content.

APP Enforcement Filter

The APP Enforcement Filter can be used to prevent users from using undesirable or
inappropriate network applications such as online chat and peer-to-peer programs. The filter
works by detecting and blocking network traffic of applications by means of traffic patterns.

URL Content Filter

The URL Content Filter scans URL strings in HTTP requests for predefined keywords to restrict
browsing activities.

Web Content Filter

Users can also be prevented from browsing certain types of websites by using the Web
Content Filter. This filter classifies website domain names into different categories, which
can be selectively blocked.

Filter profiles must first be created before these CSM Filters can be enabled. Once profiles
have been configured, they can be applied to the Default Rule under Firewall>>General Setup,
or Filter Rules in Filter Sets under Firewall>>Filter Setup.

Info The priority of URL Content Filter is higher than Web Content Filter.
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Web User Interface

IV-2-1 APP Enforcement Profile

Up to 32 policy profiles for APP Enforcement can be configured.

CSM == APP Enforcement Profile

APP Enforcement Profile Table: | Setto Factory Default |
Profile Hame Profile Mame

17.

8.

[

T O [ [ O [ X
I el el Il Pl

EERREBREB PN @ N

Available settings are explained as follows:

Item Description
Set to Factory Default Clear all profile settings.
Profile Index of the profile.

Click to bring up the configuration page of the profile.

Name Name of the profile.
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To configure a profile, click on its profile number, and the following profile configuration

page will appear:

CSM == APP Enforcement Profile

Profile Index : 1

Profile Name: | | | Clone Profile |
Category Application
Instant Message [J AIM Login O alivw [ Ares
Select Al [ BaiduHi |:|Facebookj]2nstagram [JFetion
Clear All [ GaduGadu Protocol Oi1cg [ispg
Okc CJLINE [J LinkedIn
[ paltalk O pocoecall [Jgnext
[ signal [Jslack [Jsnapchat
O Telegram [JTencent QQ Duc
[JwebIM URLs [Jwhatsapp
VolP
| Select Al | [JRC voice [ skype [JTeamspeak
| Clear All | CTelTel [JwecChat
Available settings are explained as follows:
Item Description
Profile Name Name that identifies this profile. Maximum length is 15
characters.
Category Apps are classified into several categories. Each category
contains several apps to be blocked.
Select All Click to select all of the items on this page.
Clear All Click to deselect all selected items.
Enable Select this checkbox to block the app.

To save changes on the page, click OK. To discard changes, click Cancel.
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IV-2-2 URL Content Filter Profile

To set up URL Content Filter Profiles, click CSM on the Main Menu bar, and then click URL
Content Filter Profile to open the profile setting page.

CSM == URL Content Filter Profile d
URL Content Filter Profile Table: Set to Factory Default
Profile Name Profile Name

1 3.

2 6.

5 1.

4 8.
Note:

To make URL Content Filter profile effective, please go to Firewall == Filter Setup page to create a
firewall rule and select the desired profile.

Administration Message (Max 255 characters) Default Message

<body:<center><br><p>The requested Web page has been blocked by URL Content Filter.<p:Please
contact your system administrator for further information.</centers</body>

OK

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all profile settings.

Profile

Index number of the profile.

Name

Name that identifies the profile.

Administration Message

The message to be displayed in the browser when access to a
URL has been blocked. A custom message can be entered with
HTML formatting in the text box.

Default Message - Click to reset the administration message to
the factory default.

To set up a profile, click the profile number under Index column to bring up the configuration

page.
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CSM == URL Content Filter Profile

Profile Index: 1

Profile Name:

Priority: | Either : URL Access Control First v|  Log:
URL Access Control
[CJEnable URL Access Control [Jprevent web access from IP address
Action: Group/Object Selections
| | [Edt]
Exception List | | | Edit |
Web Feature
[CJEnable Web Feature Restriction
Action:
File Extension Profile: O cookie Cproxy upload
| OK || Clear | | Cancel |

Available settings are explained as follows:

Item

Description

Profile Name

Name that identifies the URL Content Filter profile. The
maximum length of the Profile Name is 15 characters.

Priority

The order of evaluation of URL Access Control and Web
Feature below:

Both: Pass - Router will allow access only to web resources
that match conditions specified in both URL Access Control
and Web Feature. The Action setting of both URL Access
Control and Web Feature will be disabled and the values set
to Pass.

Both:Block - Router will block access to web resources that
match conditions specified in both URL Access Control and

Web Feature. The Action setting of both URL Access Control
and Web Feature will be disabled and the values set to Block.

Either: URL Access Control First - Router will block or allow
access to web resources that match conditions specified in
either URL Access Control or Web Feature. URL Access
Control is applied first, followed by Web Feature.

Either: Web Feature First - Router will block or allow access
to web resources that match conditions specified in either
URL Access Control or Web Feature. Web Feature is applied
first, followed by URL Access Control.

Log

Pass - Only passed access attempts will be recorded in
Syslog.

Block - Only blocked access attempts will be recorded in
Syslog.

All - Both passed and blocked access attempts will be
recorded in Syslog.

URL Access Control

Enable URL Access Control - Select to activate URL Access
Control.

Prevent web access from IP address - URLs containing IP
addresses (e.g., 192.168.1.1) will be blocked. Only URLs with
domain addresses (e.g., www.draytek.com) will be allowed.
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This is to prevent users from circumventing URL Access
Control.

Action - This setting is enabled only when Priority is set to
Either: URL Access Control First or Either: Web Feature First.

® Pass - Allows access to web pages with URLs containing
keywords that are in the selected keyword groups or
objects. Access to other URLs is blocked.

® Block - Blocks access to web pages with URLs
containing keywords that are in the selected keyword
groups or objects. Access to other URLs is allowed.
Exception List - Specify the object profile(s) as the
exception list which will be processed in an opposite manner
to the action selected above.

Group/Object Selections - Shows the Keyword Groups
and/or Objects selected for this URL Content Filter Profile.

To add or remove Keyword Groups and Objects to the
selection, click the Edit button to bring up the following
screen.

Object/Group Edit

Keyword Object Mone »
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
| oKk || Close |

Up to 8 Keyword Objects and 8 Keyword Groups can be
selected. To add, remove or modify Groups or Objects, click
the Keyword Object or Keyword Group hyperlinks to bring up
the Objects Setting >> Keyword Object or Objects Setting
>> Keyword Group pages.

Web Feature

Enable Restrict Web Feature - Check to enable the web
feature restriction.

Action - This setting is enabled only when Priority is set to
Either: URL Access Control First or Either: Web Feature
First.

® Pass - Allows access to web pages with URLs containing
keywords that are in the selected keyword groups or
objects. Access to other URLs is blocked.

® Block - Blocks access to web pages with URLs
containing keywords that are in the selected keyword
groups or objects. Access to other URLs is allowed.

File Extension Profile - Choose one of the profiles that you

configured in Object Setting>> File Extension Objects
previously for passing or blocking the file downloading.
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Cookie - Select to block cookies from Internet websites.

Proxy - Select to block web proxy servers that relay HTTP
traffic.

Upload - Select to block HTTP uploads from the LAN to the
Internet.

To save changes on the page, click OK. To discard changes, click Cancel. To clear all settings,
click Clear.
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IV-2-3 Web Content Filter Profile

Trial WCF service can be activated using the Service Activation Wizard.

If you wish to continue using WCF beyond the trial period, you can obtain a full WCF
subscription by contacting your local DrayTek channel partner or dealer. WCF subscriptions
can be activated using the Activate link on CSM >> Web Content Filter Profile (described in
this section) or System Maintenance.

From the main menu, click CSM, followed by Web Content Filter Profile to load the profile
configuration page.

Info 1 Web Content Filter (WCF) is not a built-in service of Vigor router but a
service powered by Commtouch. If you want to use such service (trial or
formal edition), you have to perform the procedure of activation first. For
the service of formal edition, please contact with your dealer/distributor
for detailed information.

Info 2 Commtouch is merged by Cyren, and GlobalView services will be continued
to deliver powerful cloud-based information security solutions! Refer to:

http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239

025151.html
CSM == Web Content Filter Profile d
Web-Filter License Activate

[Status: Activated] [Provider:Cyren] [Start Date:2021-07-01 Expire Date:2021-07-31]

Setup Query Server |auto—selected | Find more

Setup Test Server |auto-selected | Find more

Look up category by URL, or report inappropriate categorization.

Web Content Filter Profile Table: Cache : | Setto Factory Default |
Profile Name Profile Name
1. Default 5.
2. 6.
3. 1.
4. 8.
Note:

To make Web Content Filter profile effective, please go to Eirewall > Filter Setup page to create a
firewall rule and select the desired profile.

Administration Message (Max 255 characters) | Default Message |

<body><center><br:<br><br><p>The requested Web page <br> from ¥5IPX <br:>to BURLE <br>that is
categorized with ¥CL¥ <br:has been blocked by XRMAMEX Web Content Filter.<p»Please contact
your system administrator for further information.</center»</body:>

Legend:
%SIP% - Source P , %DIP% - Destination IP %URLY - URL
%CL% - Category , %RNAME% - Router Name

L Ok |
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Available settings are explained as follows:

Item

Description

Activate

Click to visit the MyVigor webnsite to activate WCF service.
You will need to log in to your MyVigor account to proceed
with the activation process. If you do not already have a
MyVigor account, you can create one at this time.

Setup Query Server

Specify a WCF query server by typing address of the server.
Click the Find more for a list of query servers. When the
default value auto-selected is used, the server is determined
automatically by looking up the geolocation of the WAN IP
address.

It is recommended that the default setting auto-selected be
used.

Setup Test Server

Specify a WCF test server by typing address of the server.
Click the Find more for a list of test servers. When the
default value auto-selected is used, the server is determined
automatically by looking up the geolocation of the WAN IP
address.

It is recommended that the default setting auto-selected be
used.

Cache

None - The router verifies every HTTP URL requested by
communicating with the WCF server on the Internet. This
mode provides the most precise URL matching but has the
lowest performance.

L1 - The router caches the HTTP URLs that have been
checked against the WCF server. URLs will be looked up in
the L1 cache before reaching out to the WCF server. When
the cache is full, the oldest entry will be deleted to
accommodate new URLs.

L2 - After a URL has been checked and found to pass WCF,
the source and destination IPs are cached for about 1 second
in the L2 cache. This is to allow a webpage to be loaded
without further verifying the same URLs against the L1 cache
or the WCF server.

L1+L2 Cache - The router will utilize both L1 and L2 caches.

Set to Factory Default

Clear all profile settings.

Profile

Index number of the profile.

Name

Name that identifies the profile.

Administration Message

The message to be displayed in the browser when access to a
website has been blocked. A custom message can be entered
with HTML formatting in the text box.

You can embed the following variables in the message:

%SIP% - The source IP address that attempted the HTTP
access.

%DIP% - The destination IP address to which access was
attempted.

%URL% - The URL of the destination website.
%CL% - The category to which the URL belongs.
%RNAME% - The name of the router.

Default Message - Click to reset the administration message
to the factory default.
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Up to 8 WCF profiles can be set up. To configure a profile, click its profile number to bring up
its configuration page. Filter profile settings are specific to WCF providers. If you already
have an active WCF subscription, activating a WCF subscription to a provider that is different
from your current provider will clear all existing profile configuration.

CSM == Web Content Filter Profile

Profile Index: 1

Profile Name: |Default Log:
Black/White List
[JEnable
Action: URL keywords:
| [Edit]
Action:
Groups Categories
Child Protection M alcohol & Tobaceo B Criminal Activity M Gambling
| Select All |  EHate & Intolerance B 1llegal Drug E Nudity
| Clear All |  HEprorn & Sexually M violence B weapons
B school Cheating B sex Education B Tasteless

B child Abuse Images

Leisure _ . _
T (] i L (]
| Select Al | — Entertainment :Games :Sports
—————— | Travel |_JLeisure & Recreation |_JFashion & Beaut
[ ClearAll | ¥
Business

Available settings are explained as follows:

Item Description

Profile Name Name that identifies the WCF profile. The maximum length
of the Profile Name is 15 characters.

Log Pass - Only passed access attempts will be recorded in
Syslog.
Block - Only blocked access attempts will be recorded in
Syslog.

All - Both passed and blocked access attempts will be
recorded in Syslog.

Black/White List Keyword objects and groups can be applied to the URL to
override WCF category filtering.

Enable - Select to enable blacklisting or whitelisting.

Action - Action to take when a URL matches keyword group
and object selections.

) Pass - Allow access to the URL.
) Block - Disallow access to the URL.

URL Keywords - Displays selected keyword group and
objects. Click the Edit button to modify keyword selections.

Groups and Categories Select categories to be included in the filter.

Action - Action to take when a URL matches keyword group
and object selections.

) Pass - allow access to the URL.
) Block - disallow access to the URL.
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Select All - Click to select all categories within the group.
Clear All - Click to deselect all categories within the group.

To save changes on the page, click OK. To discard changes, click Cancel.

IV-2-4 DNS Filter Profile

DNS Filter blocks or allows traffic to the WAN by intercepting DNS queries, and applying UCF
and WCF rules to hostnames. DNS filtering is especially useful when you wish to restrict access
of protocols other than HTTP, such as HTTPS. Note that a WCF license must have already been

activated before WCF rules could be used.

To configure DNS Filter Profiles, select CSM >> Web Content Filter Profile from the main

menu.

CSM >= DNS Filter

DNS Filter Profile Table Set to Factory Default|
Profile Name Profile Name
1 5.
2 6.
3. L
4 8.
Note:

To make DNS Filter profile effective, please go to Firewall == Filter Setup page to create a firewall rule
and select the desired profile.

DNS Filter Local Setting

DMNS Filter [JEnable

Web Content Filter
URL Content Filter

Syslog

Black/White List Enable
Address Type

Start IP Address 0000
End IP Address 0000
Subnet Mask 0.0.00
IP Group

or IP Group

or |P Object

or IP Object

Administration Message (Max 255 characters) Default Message

<body><center><br:<br><br><p>The requested Web page <br: from XSIPX <br:to X¥URLE <br:xthat is
categorized with ¥CL¥ <brrhas been blocked by ¥RMAMEX DNS Filter.<p>Please contact your
system administrator for further information.</center»</body>

Legend:
%SIP% - Source P , Y%URL%Y - URL
%CL% - Category , %RNAME% - Router Name

| QK || Cancel

Available settings are explained as follows:
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Item

Description

DNS Filter Profile Table

DNS Filter Profiles take effect when DNS servers on the WAN
are used for DNS queries. The router intercepts all outgoing
DNS queries on UDP port 53 and applies WCF and UCF rules
on the domain names before passing the queries to the DNS
servers. IP addresses of the domains are then blocked or
allowed as per applicable WCF and UCF rules.

DNS Filter Profiles can be applied by selecting from Firewall
filter rules.

Profile - Index number of the profile. Click to bring up the
configuration page for the profile entry.

Name - Name that identifies the profile.

Set to Factory Default

Clear all DNS Filter profile settings.

DNS Filter Local Setting

By setting the IP address of the DNS lookup server to the
router’s address, the router serves as a DNS lookup proxy
server. When DNS Filter Local Setting is enabled, all DNS
queries sent to the router will have WCF and UCF rules
applied to the hostnames, and access to the resolved IP
addresses will be allowed or blocked as configured in the
rules.

DNS Filter - Select to enable DNS Filter Local Setting.
Web Content Filter - Select a WCF profile.
URL Content Filter - Select a UCF profile.

Syslog - The filtering result can be recorded according to the
setting selected for Syslog.

® None - No log file will be created for this profile.

® Pass - Only passed access attempts will be recorded in
Syslog.

® Block - Only blocked access attempts will be recorded in
Syslog.

® Both - Both passed and blocked access attempts will be
recorded in Syslog.

Black/White List - Specify IP address, subnet mask, IP
object, or IP group as a black list or white list for DNS
packets passing through or blocked by Vigor router.

Administration Message

The message to be displayed in the browser when access to a
website has been blocked. A custom message can be entered
with HTML formatting in the text box.

You can embed the following variables in the message:

®  %SIP% - The source IP address that attempted the HTTP
access.

) %DIP% - The destination IP address to which access was
attempted.

) %URL% - The URL of the destination website.
®  %CL% - The category to which the URL belongs.
) %RNAME% - The name of the router.

Default Message - Click to reset the administration message
to the factory default.

To save changes on the page, click OK. To discard changes, click Cancel.
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Application Notes

A-1 How to Create an Account for MyVigor

The website of MyVigor (a server located on http://myvigor.draytek.com) provides several
useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.) to filtering

the web pages for the sake of protecting your system.

To access into MyVigor for getting more information, please create an account for MyVigor.

Create an Account via Vigor Router

1. Click CSM>> Web Content Filter Profile. The following page will appear.

CSM == Web Content Filter Profile

Web-Filter License
[Status: Inactivated]

Activate

Setup Query Server
Setup Test Server

| auto-selected

| Find more

| auto-selected

| Find more

Web Content Filter Profile Table:

Cache :|L1+ L2 Cache v Set to Factory Default

Profile

[ = =

Name
Default

ol e

Name

2. Click the Activate link. A login page for MyVigor web site will pop up automatically.

usemame
carmeni

Password

DrayTek

MyVigor

Termns of Service / Privacy Palicy

3. Click the link of Create an account now.

4. The system will ask if you are 16 years old or over.

B If yes, click | am 16 or over.
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Terms of Service / Privacy Policy

Agreement

DrayTek provides MyVigor (myvigor.draytek.com) service according to this agreement. When you use MyVigor service, it means that you have read,
understood and agreed to accept the items listed in this agreement. DrayTek reserves the right to update the Terms of Use at any time without notice
you. It is suggested for you to notice the modifications or changes at any time. If you still use MyVigor service after knowing the modifications and
changes of this service, it means you have read, understood and agreed to accept the modifications and changes. If you do not agree the contents of
this agreement, please stop using MyVigor service.

Registration
To use this service, you have to agree the following conditions:

B If not, click | am under 16 years old to get the following page. Then, click | and my
legal guardian agree.

5. After reading the terms of service/privacy policy, click Agree.
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6. In the following page, enter your personal information in this page and then click
Continue.

7. Choose proper selection for your computer and click Continue.

DrayTek MyVigor English -

Thank you Draytek_Document, Your account
has been created and an activation link has
been sent to dr****k@draytek.com.

Note that you must activate the account by
following the activation link in the email before
you can login.

reCAPTCHA
Privacy - Terms

I'm not a robot

Resend the activation mail

Return to Login

8. Now you have created an account successfully.

9. Check to see the confirmation email with the title of New Account Confirmation Letter
from myvigor.draytek.com.
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*FHHEE This 13 an automated message from mywigor. draytels com #¥¥+*

Thank you (Mary) for creating an account.
Flease click on the activation link below to activate vour account

Link : Activate my Account

10. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this Site| |[ GO J

Register Confirm

Thank for your register in VigorPro Web Site
The Register process is completed

11. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password.

ded after login for security purposes.

Usemame

cameni

Password

DrayTek

MyVigor

Create Account / Get Help

Termns of Sefvice / Privacy Palicy

12. Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.
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A-2 How to Block Facebook Service Accessed by the Users via Web Content
Filter / URL Content Filter

There are two ways to block the facebook service, Web Content Filter and URL Content Filter.

Web Content Filter,

Benefits: Easily and quickly implement the category/website that you want to block.

Note: License is required.

URL Content Filter,

Benefits: Free, flexible for customize webpage.

Note: Manual setting (e.g., one keyword for one website.)

l. Via Web Content Filter

1. Make sure the Web Content Filter license is valid.

2. Open CSM >> Web Content Filter Profile to create a WCF profile. Check Social
Networking with Action, Block.

Action:
Groups
Child Protection
Select All
Clear All
Leisure
Select All
Clear All
Business
Select All
Clear All
Chatting
Select All
Clear All
Computer-Internet
Select All
Clear All
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Categories

B Alcohol & Tobacco
EdHate & Intolerance
B rorn & Sexually

M school Cheating

B child Abuse Images

[JEntertainment
CTravel

[JBusiness

CJchat

[J anonymizers
[Jpownload Sites
[Jsearch Engine,Portals
[IMalware

B Criminal Activity
H1llegal Drug
Eviolence

B Sex Education

DGEII’TIES

[JLeisure & Recreation

[J3ob Search

[J1instant Messaging

[JForums & Newsgroups

L ctroaming Downloads

B social Networking

[ IBotnets

M Gambling
H nudity

Weapons
M Tasteless

[Jsports
[JFashion & Beauty

O web-based Mail

[Jcomputers, Technology
[JPhishing & Fraud
[Jspam sites

[JHacking
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3. Select this profile in Firewall>>General Setup>>Default Rule.

Firewall == General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter O
Sessions Control 0/ O
Quality of Service O
User Management | None v| O
APP Enforcement O
URL Content Filter O
Web Content Filter O
DNS Filter plone O
[Create New]
1-Default
Advance Setting I'_‘

o

K | | Cancel |

4. Next time when someone accesses facebook via this router, the web page would be
blocked and the following message would be displayed instead.

The requested Web page
from 192.168.2.114
to www facebook.com/
that is categorized with [Social Nelworking]
has been blocked by Web Content Filter.

Flease contact your system administrator for further information.

[Fowered by DrayTek]

Il. Via URL Content Filter

A. Block the web page containing the word of “Facebook”

1. Open Object Settings>>Keyword Object. Click an index humber to open the setting
page.

2. In the field of Contents, please type facebook. Configure the settings as the following
figure.
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3.

4.

5.

Objects Setting >> Keyword Object Setup

Profile Index : 1

Mame |Faceh00k
Contents

|faceh00k

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%2Z0out

Result:
1. backdoor
2. virus
3. keep out

[ oK ] [ Clear ] [ Cancel ]

Open CSM>>URL Content Filter Profile. Click an index number to open the setting

page.
Configure the settings as the following figure.

CSM == URL Content Filter Profile

Profile Index: 1

Profile Name: |Facebook |
Priority: | Either : URL Access Control First V| Log:
URL Access Control
B Enable URL Access Control [Jprevent web access from IP address
Action: Group/Object Selections
|Faceh00k

[JException List |

Web Feature

[JEnable Web Feature Restriction
Action:

File Extension Profile: Ccookie Oprroxy

| OK | | Clear | | Cancel |

When you finished the above steps, click OK. Then, open Firewall>>General Setup.
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6. Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

Firewall >» General Setup

General Setup

General Setup Default Rule

Actions for default rule:
Application Action/Profile Syslog
Filter O
Sessions Control o/ O
Quality of Service O
User Management O
APP Enforcement ’NOﬁ—‘d O
URL Content Filter O

S——retreTTETTETTE L — O
DNS Filter O
Advance Setting

B. Disallow users to play games on Facebook

1. Open Object Settings>>Keyword Object. Click an index humber to open the setting
page.

2. In the field of Contents, please type apps.facebook. Configure the settings as the
following figure.

Objects Setting == Keyword Object Setup

Profile Index : 2

Name |facehnnk—apps

Contents |apps.faceh00k

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

oK ] ’ Clear ] ’ Cancel
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3.  Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.

4.  Configure the settings as the following figure.

CSM => URL Content Filter Profile

Profile Index: 2

Profile Name: |face.apps |
Priority: | Eitner : URL Access Control First |  Log:
URL Access Control
B Enable URL Access Control [Jprevent web access from IP address
Action: Group/Object Selections
[fcebosk. IED
[JException List | | | Edit |
Web Feature
[JEnable Web Feature Restriction
Action:
File Extension Profile: Clcookie O Proxy O Upload
| OK | | Clear | | Cancel |

5.  When you finished the above steps, please open Firewall>>General Setup.

6. Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

Firewall => General Setup

General Setup

General Setup Default Rule

Actions for default rule:

Application Action/Profile Syslog
Filter O
Sessions Control a/ O
Quality of Service O
User Management |None v| O
pam—N ] N =R blon ke O
URL Content Filter O
Web Content Filter None v O
DNS Filter O

Advance Setting
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A-3 How to use APP Enforcement to block application like Facebook, YouTube
or TeamViewer?

APP Enforcement helps network administrator to block applications on LAN network. Draytek

routers provide a few categories to set up the profiles e.g., IM, P2P, Protocol, Stream,
Remote control.

This section is going to demonstrate how to use APP Enforcement to block Facebook, Skype,
YouTube and TeamViewer.

Vigor Router

LAN Client

Create an APP Enforcement Profile: Click on an Index number to create a new profile at
CSM >> APP Enforcement Profile.

CSM >> APP Enforcement Profile

APP Enforcement Profile Table:

Set to Factory Default
Profile Name Profile Name
1i.
2. 18.
3. 19.
4. 20.
il

o]
==
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2.

3.

Set up the details in the profile.

Profile Index : 1
Profile Name: |Block d

Category Application
Instant Message AIM [3 AIM Lagin Aliww
Select All Ares BaiduHi 7 Facebook b
Clear All Fetion GaduGadu Protocol Google Hangouts
ICQ iMessage iSpQ
KC LINE Paltalk
PocoCall Qnext Tencent QQ
uc WebIM URLs Whatsapp
Yahoo! Messenger |3
VolP
Select All RC Voice ¢ Skype TeamSpeak
Clear All TelTel
_Q
Stream FlashVideo MMS protacol MySee
Select All PPStream PRTV QQLive
Clear All QvodPlayer RTSP protocol SilverLight
Slingbox SopCast TVUPlayer
UUSee 2008 “ YouTube (]
Remote Control Ammyy Admin LogMeln Pro2 Radmin
Select All ShowMyPC SpyAnywhere 4 TeamViewer @
Clear All Timbuktu VNC protocol Windows Live Sync
WindowsRDP
Web HD )

Select All ADrive . Box F)ropbox
I—‘Clear = Google Service HTTP Upload iCloud
b Microsoft Office Live Microsoft OneDrive Mozy

f | OK | Cancel |
(@) Enter Profile Name.
(b) Choose the Facebook in Instant Message.
(c) Choose Skype in VolP.
(d) Choose YouTube in Stream.
(e) Choose TeamViewer in Remote control.

(f) Click OK to save.

Apply the APP Enforcement Profile to a Firewall Filter Rule. Go to Firewall >> Filter

Setup, and click an available set.

Firewall == Filter Setup

Filter Setup

9

Set to Factory Defau

t

Comments
Default Call Filter
Default Data Filter

LS un
|.|.|.|.~(:)a2

w
14

R2 B ke e

Comments
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4.  Click on a Filter Rule index to set up a filter.

Firewall >> Filter Setup >> Edit Filter Set

Filter Set 2
Comments : Default Data Filter
" . Src Dst Move Move
Rule Enable c Di P P Service Type Action csm Up Down
2 LAN/DMZ/RT/VPN s
xNetBios -> TCP/UDP, Port: from 137~139 to Block
S DNS e Any  Any Immediately a—
LAN/DMZ/RT/VPN
2 -> Any  Any Any Pass Immediately UP Down
WAN
LAN/DMZ/RT/VPN
3 -> Any Any Any Pass Immediately UP Down
WAN
LAN/DMZ/RT/VPN
4 -> Any  Any Any Pass Immediately UP  Down
WAN
LAN/DMZ/RT/VPN
5] -> Any  Any Any Pass Immediately UP Down
WAN
LAN/DMZ/RT/VPN
G - Any  Any Any Pass Immediately UP Down
WAN
LAN/DMZ/RT/VPN
I -> Any Any Any Pass Immediately up
WAN

Filter Set 12 3456789101112
Wizard Mode: most frequently used settings in three pages
® Advance Mode: all settings in one page

5. Set up the details in the profile.

Firewall >»> Edit Filter Set »> Edit Filter Rule

Next Filter Set None v

Filter Set 2 Rule 2

¢ Enable 3
Comments Block_by_APFE D
Schedule Profile Mone ¥ | None ¥ |, MNone v |, |None A
Clear sessions when schedule is ON
Direction LAN/DMZ/RT/VEN = WAN ¥ | | Advanced | (C
Source IP/Country Any Edit d
Destination IP/Country Any Edit
Service Type Any Edit
Fragments Don't Care v
Application Action/Profile Syslog
Filter Pass Immediately A
Branch to Other Filter Set None v
Sessions Control 0 /50000
MAC Bind IP MNon-Strict v
Quality of Service Mone
User Management None v
APP Enforc.eme_nl 1-Block v f ‘g
URL Content Filter None v
Web Content Filter None v
DNS Filter Mone v
Advance Setting Edit
h | Ok || Cla || Cancel

(@) Enable the Filter Rule.

(b) Put the comments of this rule.

(c) Select the Direction as LAN/DMZ/RT/VPN -> WAN.
(d) Edit the Source IP which should be blocked from the APP.

(e) Select Filter as Pass Immediately.

(f) Select APP Enforcement as the profile we created in Step 2.

(9) You may also check the Syslog if needed.
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(h) Click OK to save.
6.  With the above configuration, LAN clients cannot be able to use the APP and website.

This site can't provide a secure connection

www.facebook.com sent an invalid response.

Try running Windows Network Diagnostics.

ERR_SSL_PROTOCOL_ERROR
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Part V Management
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b,

System
Maintenance

Bandwidth
Management

User
Management

There are several items offered for the Vigor router
system setup: System Status, TR-069, Administrator
Password, User Password, Login Page Greeting,
Configuration Backup, Configuration Export, Syslog
/Mail Alert, Time and Date, SNMP, Management,
Self-Signed Certificate, Reboot System, Firmware
Upgrade, Internal Service User List, Dashboard Control
and NAT Sessions.

It is used to control the bandwith of data transmission

through configuration of Sessions Limit, Bandwidth
Limit, and Quality of Servie (QoS).

It is a security feature which disallows any IP traffic



V-1 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
System Status, TR-069, Administrator Password, User Password, Login Page Greeting,
Configuration Backup, Syslog /Mail Alert, Time and Date, Management, Panel Control, Reboot
System, Firmware Upgrade, Internal Service User List, Dashboard Control and NAT Sessions.

Below shows the menu items for System Maintenance.

System Maintenance
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Web User Interface

V-1-1 System Status

The System Status displays basic network information of Vigor router including LAN and WAN
interface status. Also available is the current firmware version and firmware related
information.

System Status

Model Name : Vigor1000B
Firmware Version :3.9.6.2
Build Date/Time : May 26 2021 22:37:34
LAN
MAC Address IP Address  Subnet Mask DHCP Server DNS
LAN1 14-49-BC-14-C4-30 192.168.1.2 255.255.255.0 Yes 8.8.8.8
IP Routed Subnet 14-49-BC-14-C4-30 192.168.0.1 255.2553.255.0 Yes 8.8.8.8
WAN
Link Status MAC Address Connection IP Address Default Gateway
Disconnected 14-49-BC-14-C4-31 DHCP Client  ---
Disconnected 14-49-BC-14-C4-33 DHCP Client  ---
Disconnected 14-49-BC-14-C4-34 DHCP Client  ---
Disconnected 14-49-BC-14-C4-35 DHCP Client  ---
Disconnected 14-49-BC-14-C4-36 CHCP Client  ---
IPvG
Address Scope  Internet Access Mode
LAN FES80::200:5EFF:FE00:101/64 Link ===
FES0::1649:BCFF:FE14:C430/64 Link
User Mode is OFF now.
Available settings are explained as follows:
Item Description
Model Name Displays the model name of the router.
Firmware Version Displays the firmware version of the router.
Build Date/Time Displays the date and time of the current firmware build.
LAN MAC Address
- Displays the MAC address of the LAN Interface.

IP Address

- Displays the IP address of the LAN interface.

Subnet Mask

- Displays the subnet mask address of the LAN interface.
DHCP Server

- Displays the current status of DHCP server of the LAN
interface.

DNS
- Displays the assigned IP address of the primary DNS.

WAN Link Status
- Displays current connection status of the WAN interface.
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MAC Address

- Displays the MAC address of the WAN Interface.
Connection

- Displays the connection type of the WAN interface..

IP Address

- Displays the IP address of the WAN interface.

Default Gateway

- Displays the assigned IP address of the default gateway.

IPv6 Address - Displays the IPv6 address for LAN.

Scope - Displays the scope of IPv6 address. For example,
IPv6 Link Local is non-routable and can only be used for
local connections.

Internet Access Mode - Displays the connection mode of the
WAN interface.
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V-1-2 TR-069

This device supports the TR-069 standard for remote management of customer-premises
equipment (CPE) through an Auto Configuration Server, such as VigorACS.

V-1-2-1 ACS and CPE Settings

System Maintenance »> TR-069 Setting

ACS and CPE Settings Reporting Configuration Export Parameters
TR-069 O Disable @ Enable
ACS Server On
Note: For LAM interface ,only support LAN1 ~ LAN16.
ACS Server
URL |https:.-’;'acsZ.draylek.com:443;’ACSSeNerIservices:‘ACSSewlet | Wizard |

[J Acquire URL from DHCP option 43

Username |ch |
Password i |
Event Code [PERIODIC -
Last Inform Response Time: Thu Jul 1 8:9:13 2021 @
CPE Client
Protocol @®HTTP  OHTTPS
URL |
Username |vigor |
Password sereneas |

Note: Please enable TR-069 server to allow access from Internet on System Maintenance ==
Management page.

Periodic Inform Settings

® Enable O Disable

Time Interval second(s)

STUN Settings

@® Enable O Disable

Server Address |acs2.draytek.com

Server STUN Port

Minimum Keep Alive Period second(s)
Maximum Keep Alive Period second(s)

Apply Settings to APs

) Enable @ Disable
AP Password

Specify STUN Settings for APs

[ oK | [ Clear

Available settings are explained as follows:
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Item

Description

TR-069

Enables or disables TR-069 functionality.

ACS Server On

Choose the interface for connecting the router to the Auto
Configuration Server.

ACS Server

This section specifies the settings of the ACS Server.

URL - Enter the URL for connecting to the ACS. Please refer

to the Auto Configuration Server user’s manual for detailed

information.

® Wizard - Click it to enter the IP address of VigorACS
server, port number and the handler.

®  Acquire URL form DHCP option 43 - Select to acquire
the ACS URL from DHCP option 43.

Username/Password - Enter the credentials required to

connect to the ACS server.

®  Test With Inform - Click to send an inform message
using the selected Event Code to test if the CPE is able
to communicate with the VigorACS server.

® Event Code - Select an event for the inform test.

Last Inform Response Time - Displays the time of the most

recent Inform Response message received from the
VigorACS.

CPE Client

This section specifies the settings of the CPE Client.

Http / Https - Select Https if the connection is encrypted;
otherwise select Http.

Port - In the event of port conflicts, change the port number
of the CPE.

Username and Password - Enter the username and password
that the VigorACS will use to connect to the CPE.

Periodic Inform Settings

Enable - The default setting is Enable, which means the CPE
Client will periodically connect to the ACS Server to update
its connection parameters at intervals specified in the
Interval Time field.

® Time Interval - Set interval time or schedule time for
the router to send notification to CPE.

Disable - Select Disable to turn off periodic notifications.

STUN Settings

STUN allows the ACS Server to connect to the CPE Client
even when the client is behind a network address translator
(NAT).

Disable - The default setting is Disable.

Enable - Please Enter the relational settings listed below:

[ ) Server Address - Enter the IP address of the STUN
server.

® Server STUN Port - Enter the port number of the STUN
server.

®  Minimum Keep Alive Period - If STUN is enabled, the
CPE must periodically transmit binding requests to the
server for the purpose of maintaining the binding with
the Gateway. Enter the minimum interval between
keep-alive messages that the CPE client sends to the
ACS server. The default setting is 60 seconds.

® Maximum Keep Alive Period - If STUN is enabled, the
CPE must send binding request to the server for the
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purpose of maintaining the binding with the Gateway.
Enter the maximum interval between keep-alive
messages that the CPE client sends to the ACS server. A
value of -1 indicates that no maximum period is
specified.

Apply Settings for APs This feature is able to apply TR-069 settings (including STUN
and ACS server settings) to all of APs managed by Vigor1000B
at the same time.

Disable - TR-069 and Related settings will not be applied to
VigorAPs.

Enable - TR-069 settings will be applied to VigorAPs after
clicking OK. The VigorAP password must be specified.

® AP Password - Enter the password of the VigorAP that
you want to apply Vigor router's TR-069 settings.

Specify STUN Settings for APs - After clicking the Enable
radio button for Apply Settings to APs, if you want to apply
specific STUN settings (i.e., different from the Vigor1000B
STUN settings) to VigorAPs to meet specific requirements,
check this box and enter the server IP address, server port,
and minimum and maxmum keep alive periods respectively.

Select OK to save changes on the page, or Clear to reset all settings to factory defaults.

V-1-2-2 Reporting Configuration

Information related to the router's health are divided into several categories and listed in this
field. After checking the item(s), Vigor router will arrange and send corresponding data to
VigorACS as a reference for the system administrator.
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System Maintenance == TR-069 Setting

ACS and CPE Settings

Reporting Configuration Export Parameters

Health Parameters

[J cpu Usage

[ Memary Usage

[ wAN Bandwidth Usage

[J ARP Table status
[] routing Table Status
[J Login Attempts

[J woIP R-Factor

CPE Notification Settings
Enable
[J web Login
[J web Changead
[ High availability
Bandwidth Utilization

Time Period

WAN

[ waN Ping to Keep Alive Status

Threshold Level

] 1p/Subnet Conflict

[] pDos status
] VPN Connection Status
[] session Usage

Threshold
Warning Critical

Line Speed

[ wan1
[ wanz
[ wang
[ wans
[ wane

Medium@ Yo High@ % of TX:
Medium@ Yo High@ % of TX:
Medium@ Yo High@ % of TX:
Medium@ Yo High@ % of TX:
Medium@ Yo High@ % of TX:

Mbps RX Mbps

Mbps RX: Mbps
Mbps RX Mbps

Mbps RX Mbps

00
100

Mbps RX: Mbps

Lok |

Available settings are explained as follows:

Item

Description

Health Parameters

Check the one that Vigor router will send the status
information to VigorAcCS.

Threshold (for VolP R-Factor) - Once the quality of VoIP is
lower than warning limit value or critical limit value, the
router will send the result to VigorACS.

CPE Notification Settings

CPE Notification Settings - Check the Enable box to
configure the following settings.

Web Login / Web Changed / High Availability - After
checking the box, Vigor device will inform VigorACS server
when the action of web login, the web changed and high
availability performed.

Bandwidth Utilization - Check the box to enable this
function. To administrator, this feature is useful to monitor
the bandwidth utilization of CPE(s). When the bandwidth
used is over the threshold level (percentage defined in
medium and high fields), a notification will be sent to
VigorACS. After a long time observation, the administrator
can determine if it is necessary to increase the bandwidth
setting for that CPE or not. The default is disabled.

® Time Period - Choose the time interval (15 mins, 30
mins, 1lhour, 3 hours, or 6 hours) for CPE to send a
notification of bandwidth utilization to VigorACS.
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® WAN - Choose the WAN interface for applying the
bandwidth utilization notification mechanism.

® Threshold Level - Set the percentage of bandwidth in
transmission and receiving data as threshold values for
CPE to detect bandwidth utilization.

® Line Speed - Set the transmission rate and receiving
rate for specified WAN interface.

Click OK to save changes on the page.

V-1-2-3 Export Parameters

Click Export to save the TR-069 parameter settings as an ".xml".

System Maintenance == TR-069 Setting

ACS and CPE Settings Reporting Configuration Export Parameters
Export

Export tr069 parameters by xml.
Export
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V-1-3 Administrator Password

This page allows you to set or change the administrator password.

System Maintenance => Administrator Password Setup

Administrator Password

Old Password |T'\-1ax 83 characters

Mew Password |I'\-1a)=: 83 characters

Confirm Password |T'\-1ax 83 characters

Enable 'admin’ account login to Web UI from the Internet
[J Use only advanced authentication method for Admin "WAN" login

Mobile one-Time Passwords(mOTP)
PIN Code

Pe——

Sacret | *reerressesseess

2-Step Authentication
Send Auth code via

SMS Profile 1-722 M Recipient Number
Mail Profile 1-727 ~ Mail Address

Note:

Password can contain enly a-z A-Z 0-9,;:."<>"+=[|2@=~1(])

Administrator Local User

[J Enable Local User

Use only advanced authentication method for Admin "WAN" login
Local User List

Specific User

User Name: Max: 15 characters

Authentication method:
Basic -
Local Password

Password:

Max: 15 characters Confirm Password:

Advanced -
Mobile one-Time Passwords{mOTF)
PIM Code
Secret
2-Step Authentication

Password:

Max: 19 characters Confirm Password:

Send Auth code via

SMS Profile 1-777 v Recipient Number

Mail Profile 1-977 ~ Mail Address

Administrator LDAP Setting

) Enable LDAR/AD login for admin users
LDAP Server Profiles Setup

Note:
If Local User is enabled, you will need te select 'admin' group when log into Web UL
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Available settings are explained as follows:

Item

Description

Administrator Password

The administrator can login web user interface of Vigor
router to modify all of the settings to fit the requirements.

Old Password - Enter the current password. The factory
default is “admin”.

New Password - Enter the new password. The maximum
length of the password is 23 characters.

Confirm Password - Enter the new password again for
confirmation.

Enable ‘admin’ account login to Web Ul from the Internet -
Select to allow the administrator to log in from the Internet.
This option is enabled when Administrator Local User is
enabled (see below).

Use only advanced authentication method for Admin
“WAN” login - Advanced authentication method can offer a
more secure network connection. Select to require mOTP or
2-step authentication when logging in from the WAN.

® Mobile one-Time Password (mOTP) - Select to allow
the use of mOTP passwords. Enter the PIN Code and
Secret settings for getting one-time passwords.

®  2-Step Auth code via SMS Profile and/or Mail Profile -
Select the SMS and/or Mail profiles and the destination
SMS number and/or email address for transmitting the
password.

Administrator Local User

Usually, the system administrator has the highest privilege to
modify the settings on the web user interface of the Vigor
router. However, in some cases, it might be necessary to
have other users in LAN to access into the web user interface
of Vigor router.

This feature allows you to add more administrators who can
then log in to the web interface, with the same privileges as
the administrator.

Enable Local User - Check the box to allow other users to
administer the router.

® Use only advanced authentication method for Admin
“WAN”” login - Advanced authentication method can
offer a more secure network connection. In general,
the above basic password setting will be used for
authentication if such option is disabled. Simply check
the box to enable the following settings.

®  |ocal User List - Shows all the users that are set up to
administer the router.

®  Specific User - Create the new user account as the
local user. Then specify the authentication method
(dividing into Basic and Advanced) for the user account.
»  User Name - Enter a user name.

) Authentication method - Select from Basic or
Advanced authentication methods.

Basic - Static passwords will be used to authenticate
users.

»  Local Password - Enter the password for the local
user.

Advanced - Mobile One-time Passwords (mOTP) or
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2-step authentication will be used to authenticate
users.

»  Mobile one-Time Password (mOTP) - Select to
allow the use of mOTP passwords. Enter the mOTP
PIN Code and Secret that will be used to generate
the one-time passwords.

»  2-Step Authentication via SMS Profile and/or
Mail Profile - Select the SMS and/or Mail profiles
and the destination SMS number and/or email
address for transmitting the password.

® Add - After entering the user name and password
above, click this button to create a new local user. The
new user will be shown on the Local User List
immediately.

®  Edit - If you wish to change a user in the Local User List,
select it, perform the necessary modifications, and
click this button to update the user.

® Delete - If you wish to delete a user in the Local User
List, select it and click this button to remove it.

Administrator LDAP
Setting

Enable LDAP/AD login for admin users - Select to allow
authentication using an LDAP/Active Directory Server.

LDAP Server Profiles Setup - Click to set up the LDAP/Active
Directory server.

Click OK to save changes on the page, and you will be directed to the login screen. Please log

in with the new password.

Vigor1000B Series User’s Guide



Vigorl000B Series User’s Guide

V-1-4 User Password

This page allows you to set new password for user operation.

System Maintenance = User Password

B Enable User Mode for simple web configuration
User Password Set to Factory Default

Password |[.1Ex 23 characters |

Confirm Password |[.1Ex 23 characters |

Password Strength:

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter.
2. Including non-alphanumeric characters is a plus.

Note:
1. Password can contain a-z A-Z0-9,;:. "< =" +=[2@ &~ 1()

2. Password can't be all asterisks(™). For example, ™" or "™**" is illegal, but '123*" or '*453' iz QK.

| oK |
Available settings are explained as follows:
Item Description
Enable User Mode for Check this box to enable User Mode for web user interface

simple web configuration | with the password typed here for simple web configuration.

The simple web user interface settings differ from those on
the full web user interface seen when logged in using the
administrator password.

Password Enter the password. The maximum length of the password is
31 characters.

Confirm Password Enter the password again for verification.

Password Strength Shows the security strength of the password specified above.

Set to Factory Default Click to return to the factory default setting.

Click OK to save changes on the page, and you will be directed to the login screen. Please
window will appear. Please log in with the new password.

Here are the steps involved in setting up the router for User Mode Access:
1. Navigate to System Maintenance>>User Password in the web user interface.

2. Check the box of Enable User Mode for simple web configuration to enable user mode
operation. Enter a new password in the field of New Password and click OK.
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System Maintenance == User Password

B4 Enable User Mode for simple web configuration

User Password Set to Factory Default
Password |.. |
Confirm Password ]

Password Strength: m

Strong password requirements:
1. Have at least one upper-case letter and one lower-case lettar.
2. Including non-alphanumeric characters is a plus.

Note:
1. Password can contain a-z A-Z 0-9, ;. "< > +=|?@# ~ ! ()
2. Password can't be all asterisks(™). For example, ™' or "=**'"is illegal, but '123™' or "*45' is QK.

The following screen will appear. Simply click OK.

System Maintenance == User Password

Active Configuration

Passwaord | mEmmmE

Log out the Vigor router web user interface by clicking the Logout button.

EEEEaE

The following window will be shown. Enter the new user password in the Password field

and click Login.

Username

admin

DrayTek

Vigor1000B

Copyright @ 2000-2021 DrayTek Corp. All Rights Reserved
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6. The main screen with User Mode will be shown on the screen:

Only basic settings are available in User Mode. These are a subset of the Admin Mode
settings.

Info Setting in User Mode can be configured as same as in Admin Mode.
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V-1-5 Login Page Greeting
When you want to access into the web user interface of Vigor router, the system will ask you
to offer username and password first. At that moment, the background of the web page is
blank and no heading will be displayed on the Login window. This page allows you to specify
login URL and the heading on the Login window if you have such requirement.

This section allows you to customize the login page by adding a message and/or setting the
page title.

System Maintenance >> Login Page Greeting

Login Page Greeting

Enable
Login Page Title Router Login |
Welcome Message and Bulletin (Max 511 characters) Preview| Setto Factory Default |

<hlx<br<font color=red>Welcome Message</font>«</b></hl><p>This welcome message is
displayed in the Login page of the router. Replace this text with your own
message. </pr<ol»<li»The welcome message can be written in HTML so lists such as
this one can be created </li»<li»Other markup tags such as p, font or img can be
used</li></ol>

Examples of Welcome Message and Bulletin:
<hl><b><font color=red=wWelcome Message</font></b></hl>
<p=Message</p>

| OK || Cancel |

Available settings are explained as follows:

Item Description

Enable Check this box to enable the login customization function.

Login Page Title Enter a brief description (e.g., Welcome to DrayTek) which
will be shown on the heading of the login dialog.

Welcome Message and Enter words or sentences here. It will be displayed for

Bulletin bulletin message. In addition, it can be displayed on the

login dialog at the bottom.
Note that do not enter URL redirect link here.

Preview Click to preview the customized login window based on the
settings entered on this page.

Set to Factory Default Click to return to the factory default setting.

Below shows an example of a customized login page with the values entered in the Login Page
Title and Welcome Message and Bulletin fields.
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Username

admin

DrayTek

Vigor1000B

Just for Carrie

Welcome Message

This welcome message is displayed in the Login page of the router. Replace this text with your own message.

1. The welcome message can be written in HTIML 5o lists such as this one can be created
2. Other markup tags such as p, font or img can be used

Copyright @ 2000-2021 DrayTek Corp. All Rights Reserved.
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V-1-6 Configuration Backup

This function allows the backup and restoration of Vigor router settings.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration

Backup

Restoration
Restore settings from an cfg file.

[(JThis file is encrypted with password:

® | zza= |szscaes

Backup current settings into an cfg file.
® nNormal backup.

O protect full file with password.

Available settings are explained as follows:

Item

Description

Restore

Restore settings from an cfg file - Click the Select File
button to specify a file to be restored or click USB Storage (if
a USB storage disk connected) to choose the configuration
file.

This file is encrypted with password - Select to specify a
password.

Restore - Click to initiate restoration of configuration. If the

backup file is encrypted, you will be asked to enter the
password.

Backup

Click it to perform the configuration backup of this router.
Normal backup - Select to backup without a password.

Protect full file with password- Select to encrypt the
backup with a password. You will be prompted to enter the
password as shown below:

Backup
Backup current settings into an cfg file.
O Normal backup.

@® protect full file with passwaord.

Password ‘ ‘ (Max. 22 characters allowed)

Confirm Password ‘ ‘ (Max. 22 characters allowed)

MNote: Only 1-9, A-Z, a-z, and ,;:<>+=|?@="!() are allowed.

| Backup |

®  Password - Enter a new password for encrypting the
configuration file.

® Confirm Password - Enter the new password again for
confirmation.

Backup - Click to initiate the backup process.
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Backing up the Configuration

Follow the steps below to backup your configuration.
1. Go to System Maintenance >> Configuration Backup.

2.  Click the Backup button, and the File Download dialog will be shown. Depending on your

browser, you may be prompted to select a location to save the file, or the file may be
saved in the default download location of your browser.

The configuration will download automatically to your computer as a file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or Linux
platform will appear different windows, but the backup function is still available.

Info Configuration Backup does not include certificates stored on the router.

Please back up certificates separately by going to Certificate Management
>> Certificate Backup.

Restoring the Configuration

1. Go to System Maintenance >> Configuration Backup. The following windows will be
shown.

2. Click the Choose File button under Restoration to bring up the open file dialog box to
select the configuration file to be uploaded and restored.

3. Click the Restore button and wait for few seconds.
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V-1-7 Configuration Export

Configuration for Vigorl000B can be exported as an user-readable text-based (.exp) file

which can be applied to other Vigor router.

In addition, it is possible to import an ".exp" file from other DrayTek routers onto the

Vigor1000B .

System Maintenance >> Configuration Export

Configuration Export / Import

Import
Import settings from an exp file.
[JThis file is encrypted with password:
® | mEe= |zEscoEs

| Impaort |
Export

O Do not encrypt.

@® Encrypt password fields.

O Protect full file with password.
| Export |

Export current settings into an exp file for different draytek models.

Available settings are explained as follows:

Item

Description

Import

This file is encrypted with password - Check the box and
enter a password for dencrypting the configuration file (if
the.exp file is encrypted).

Click the Select File button to specify an exp file.

Import - Click to import a configuration file. If the file is
encrypted, you will need to enter the password set on the
above password field.

Export

Do not encrypt - The configuration file (.exp) will be output
as an fully user-readable text-based file.

Encrypt password fields - The configuration file (.exp) will
be output as a user-readable text-based file except for
password related fields (user passwords will be encrypted).

Protect full file with password - The configuration file is
protected by full encryption. The password will be needed
when importing the "exp" file on Vigor router.

Export - Click it to export the configuration of Vigor router
as a file with the extension of "exp".
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V-1-8 Syslog/Mail Alert

SysLog function is provided for users to monitor router.

System Maintenance >> SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

SysLog Access Setup
B Enable
Syslog Save to:
@ Syslog Server
[JusB Disk

Maximum Syslog folder space| 1 |GE hd

When Syslog folder is full: [ Overwrite oldest logs v |

Mail Alert Setup
[JEnable
Interface
SMTP Server
SMTP Port 2
Mail To
Sender Address

o

Router Name Vigor1000B-P
Connection Security
Server IP/Hostname | |
o Authentication
Destination Port 514
) — Username
Mail Syslog [ JEnable
Password
Enable syslog message: Enable E-Mail Alart
) nable E-Mail Alert:
Firewall Log
VPN Log DoS Attack
User Access Log / Hotspot User Information APPE
WAN Log VPN LOG
Router/DSL information Debug Log

Note:

1. USB Syslog space is available from 256-1024 MB or 1-16 GB.
2. Mail Syslog cannot be activated unless USBE Disk is ticked for "Syslog Save to".

3. Mail Syslog feature will send the Syslog when it is full.

[ ok || Clar |

Available settings are explained as follows:

Item

Description

SysLog Access Setup

Enable - Check Enable to activate function of syslog.

Syslog Save to - Check Syslog Server to save the log to Syslog
server. Check USB Disk to save the log to the attached USB
storage disk.

® Maximum Syslog folder space - Set the storage space
as 1 GB or 1000MB.

® When Syslog folder is full - When Syslog folder is full,
simply overwrite the oldest logs or stop logging.

Router Name

Shows the name of the router set in System Maintenance >>
Management. This name will be used to identify the router
in the Syslog entries.

To set or modify the router name, click the hyperlink and you
will be taken to System Maintenance >> Management where
you can enter the value.

Server IP Address /Hostname - Enter the IP address /
hostname of the Syslog server.

Destination Port - Enter the port for the Syslog server.

Mail Syslog - Select to enable sending Syslog messages by
email.

Enable syslog message - Select the events to be recorded by
syslog.
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Mail Alert Setup

Enable - Select to enable the Mail Alert.

Send a test e-mail - Click to send a test email message using
the settings below.

Interface - Specify the WAN interface for a mail passing
through.

SMTP Server - Enter the address of the SMTP server used to
send email.

SMTP Port - Enter the port of the SMTP server. Default
setting is 25.

Mail To - Enter the email address of the recipient.

Connection Security - Select a method (Plaintext, SSL or
StartTLS) to ensure the connection security. SSL means to
use port 465 for SMTP server for some e-mail server uses
https as the transmission method.

®  Accept using plain text if StartTLS connection failed.
®  Force StartTLS. Stop if StartTLS connection failed.

Authentication - Select this checkbox and enter the
username and password if the SMTP server requires
authentication.

® User Name - Enter the user name for authentication.
® Password - Enter the password for authentication.

Enable E-mail Alert - Select the event types that will trigger
email alerts.

Select OK to save changes on the page, or Clear to reset all settings to factory defaults.

To view the Syslog message, please follow the steps below:

1.

IP Address field.

IP Address field.

ﬁ Eouter Toolz W35

On the Syslog / Mail Alert Setup screen, enter the monitor PC’s IP address in the Server

On the Syslog / Mail Alert Setup screen, enter the monitor PC’s IP address in the Server

W About Router Tools

ﬁ Finmware Tpgrade Ttility

7 Syslog

i3 Uninstall Router Tools ¥3.5.1
@] Visit DrayrTek Web Site
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3. In the Syslog application, select the router you wish to monitor. Rember to select the
network adapter to be used to connect to the router under Network Information, or else
Syslog traffic cannot be received from the router.

==
DrayTek Syslog Utility
. ________________________________________________________________d

= ¢o e
ré‘ =‘ Eil ‘ m‘ Q‘ S Q‘ L72.16.3.130 bt TXRate  RiRate
Log Filter b/ | |

Keyword P

Apply ta: e ————
e Tool Setup | Telnet Read-ont Sstup || Codepage Information | Recovervl Network Information |Ne1 State |

im r Hast Narme cartie-0c7ch251

NIC Description |Atheros ARE1Z1JARE113/ARE1 14 PCI-E Ethernet Controller - Packet Schedul v |

Syskem| MIC Information 2 Line Routers

MAC Address ED:COAEDAA%ED IP Address | Mask MAC

1P Address 192 165.1.10 = 192.166.1.5  255.255.25.. 00-50-7F-CD-0...
Subnet Mask 255,255.255.0

DMS Servers

0844
08488

Defaul: Geteway 192,168.1.5
DHCP Server 192.168.1.5

Lease Obtained Tue Aug 27 00:04:10
2013

Lease Expires Fri Aug 30 00:04:10

|~
|~
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V-1-9 Time and Date

This section allows you to configure settings related to the system date and time.

System Maintenance == Time and Date

Time Information

Current System Time 2021 Jul 5 Mon 3 : 22 - 40 | | Inquire Time |

Time Setup

() Use Browser Time

® Use Internet Time

Time Server |poo|.mp.org |
Priority

Time Zone | (GMT) Greenwich Mean Time : Dublin v|
Enable Daylight Saving O |m|

Automatically Update Interval
Send NTP Request Through

| oK | | Cancel |

Available settings are explained as follows:

Item Description

Current System Time Click Inquire Time to retrieve the current time from the
time server.

Use Browser Time Select this option to let the router set its system time using

the time reported by the web browser.

Use Internet Time Select this option to let the router set its system time by
retrieving time information from the specified network time
server using the Network Time Protocol (NTP).

Time Server Enter the IP address / Host name of the time server.
Priority Select Auto or IPv6 First as the priority.

Time Zone Select the time zone where the router is located.

Enable Daylight Saving Check the box to enable Daylight Saving Time (DST) if it is

applicable to your location.
Advanced - Click to enter a custom schedule to enable DST.

Daylight Saving Advanced

@ Default
Start: Last Sunday in March
End: Last Sunday in October
() Customized: By Date
Start: [Month v| [Day  ~| [00:00 |
End: [Month w| [Day ~| [00:00 v|
") Customized: By Weekday
Start: [Januaryw| [First | [Sunday v| [00:00 v|
End: |Januaryv| |First V| |Sundayv| |DO:I}O v|

| oK | | Close |

Use the default time setting or set user defined time for your
requirement.
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Default - Uses the default DST schedule for the time zone.

By Date - Select this option if DST starts and ends on fixed
dates.

By Weekday - Select this option if DST starts and ends on
certain days of the week.

Automatically Update Select the time interval at which the router updates the
Interval system time.

Send NTP Request Specify a WAN interface to send NTP request for time
Through synchronization.

Select OK to save changes on the page, or Cancel to discard changes without saving.

V-1-10 SNMP

This section allows you to configure settings for SNMP and SNMPV3 services.

The SNMPv3 is more secure than SNMP through the use of encryption (supports AES and DES)
and authentication (supports MD5 and SHA) for the management needs.

System Maintenance => SNMP

SNMP Setup
B enable SNMP Agent
EEnable SNMPV1 Agent
F Enable SNMPVZC Agent
Get Community |puh|ic |
Set Community |pri'.*ate |
Manager Host IP(IPv4) Index IP Subnet Mask
r I v]
2| I vl
| I vl
Manager Host IP(IPv6) Index IPve Address / Prefix
Length
t o |
2| o |
3 lfo___]
Trap Community |pub|ic |
Motification Host IP(IPv4) Index 1P
1| |
2| |
Motification Host IP(IPvG) Index IPv6 Address
1| |
2| |
Trap Timeout |10
[JEnable SNMPV3 Agent
USM User
Auth Algorithm
Auth Password
Privacy Algorithm
Privacy Password
Available settings are explained as follows:
Item Description
Enable SNMP Agent Check to enable SNMP function. Then, enable SNMPV1
agent/SNMPV2C agent.
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Get Community

Enter the Get Community string. The default setting is
public. Devices that send requests to retrieve information
using get commands must pass the correct Get Community
string.

The maximum allowed length is 23 characters.

Set Community

Enter the Set Community string. The default setting is
private. Devices that send requests to change settings using
set commands must pass the correct Set Community string.

The maximum length of the text is 23 characters.

Manager Host IP (IPv4)

Enter the IPv4 address of hosts that are allowed to issue
SNMP commands. If this field is left blank, any IPv4 LAN host
is allowed to issue SNMP commands.

Manager Host IP (IPv6)

Enter the IPv6 address of hosts that are allowed to issue
SNMP commands. If this field is left blank, any IPv6 LAN host
is allowed to issue SNMP commands.

Trap Community

Enter the Trap Community string. The default setting is
public. Devices that send unsolicited messages to the SNMP
console must pass the correct Trap Community string.

The maximum length of the text is 23 characters.

Notification Host IP (IPv4)

Enter the IPv4 address of hosts that are allowed to send
SNMP traps.

Notification Host IP (IPv6)

Enter the IPv6 address of hosts that are allowed to send
SNMP traps.

Trap Timeout

The default setting is 10 seconds.

Enable SNMPV3 Agent

Check it to enable SNMPV3.

USM User

USM means user-based security mode.

Enter the username to be used for authentication. The
maximum allowed length is 23 characters.

Auth Algorithm

Choose one of the hashing methods to be used with the
authentication algorithm.

Auth Password

Enter a password for authentication. The maximum allowed
length is 23 characters.

Privacy Algorithm

Choose an encryption method as the privacy algorithm.

Privacy Password

Enter a password for privacy. The maximum allowed length is
23 characters.

Select OK to save changes on the page, or Cancel to discard changes without saving.
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V-1-11 Management

This page allows you to manage the settings for Internet/LAN Access Control, Access List from
Internet, Management Port Setup, TLS/SSL Encryption Setup, CVM Access Control and Device
Management.

The management pages for IPv4 and IPv6 protocols are different.

V-1-11-1 IPv4 Management Setup

System Maintenance »> Management o
IPv4 Management Setup IPv6 Management Setup LAN Access Setup
Router Name Vigor1000B-P |
Default: Disable Auto-Logout Management Port Setup
[ Enable validation Code in Internet/LAN Access ® user Define Ports O Default Ports
Telnet Port (Default: 23)
Internet Access Control HTTP Port (Default: 80)
Allowl management from the Internet HTTPS Port (Default: 443)
Domain name allowed| £TP Port (Default: 21)
L) FTP Server TROG9 Port (Default: 8069)
HTTP Server [JEnforce HTTPS Access P (Default: 22)
HTTPS Server iSol:eF.’or‘t '

[J Telnet Server

Ports 8001 and 8043 are used for Hotspot Web Portal.
[J TRO69 Server

[J ssH server Brute Force Protection
[J snMP server [J Enable brute force login protection
Disable PING from the Internet [J FTP server

Access List from the Internet L HTTP Server

[J apply Access List to PING L) HTTPS Server

List Type Index Description [J Telnet server

1 |IP Object v|| Nane V| ] TROBG Server

2 [IP Object v |[None v ) sSH server

3 [IP Object v|[Naone v| [J vPN Server

4 ||p Object v” None v| Maximum login failures II' times
5 ||p Object v” None v| Penalty period II' seconds
5 |IP Object VH None v| Blocked IP List

7 [IP Object v |[None v] TLS/SSL Encryption Setup

8 [IP Object v|[None ~| B Enable TLS 1.2

2 [IP Object v|[None v B Enable TLS 1.1

10 ||P ObjecthNone v| B Enable TLS 1.0

[JEnable sSL 2.0

AP Management
B Enable AP Management

Device Management
[JRespond to external device

Available settings are explained as follows:

Item Description

Router Name Enter the router name as provided by ISP.

Default: Disable If enabled, the auto-logout function for the web user
Auto-Logout interface will be disabled.
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The web user interface will not terminate until you manually
click the Logout icon.

Enable Validation Code in
Internet/LAN Access

If enabled, Vigor router will require users to enter a
validation code as shown in an image when they log in.

Internet Access Control

Allow management from the Internet - Enable the checkbox
to allow system administrators to login from the Internet,
and then select the specific services that are allowed to be
remotely administered.

Domain name allowed - This setting is only available if DNS
filtering is enabled, applying DNS filter profile in firewall
rules, or enabling DNS Filter Local Setting. The router will
only allow connections to the WebUI using domain addresses
configured in either DDNS profiles or this section.

If DNS filtering is disabled, this setting will be disabled, and
any domain address that resolves to the router’s WAN IP
address can be used to connect to the WebUI.

Disable PING from the Internet - Select to reject all PING
packets from the Internet. For increased security, this
setting is enabled by default.

Access List from the
Internet

The ability of system administrators to log into the router
can be restricted to up to 10 specific hosts or networks.

Apply Access List to PING - When this option is checked and
Disable PING from the Internet is unchecked, pings
originating from the Internet will be accepted only if they
are from one of the IP addresses and/or subnet masks
specified below. This option has no effect if Disable PING
from the Internet is checked, which blocks all pings from
the Internet.

Type - Select IP Object.

Index - Select the index number of a configured IP object.

Description - Shows a brief comment for the selected IP
object (with subnet mask).

Management Port Setup

User Define Ports - Check to specify user-defined port
numbers for the Telnet, HTTP, HTTPS, FTP, TR-069 and SSH
servers.

Default Ports - Check to use standard port numbers for the
Telnet and HTTP servers.

Brute Force Protection

Any client trying to access into Internet via Vigor router will
be asked for passing through user authentication. Such
feature can prevent Vigor router from attacks when a hacker
tries every possible combination of letters, numbers and
symbols until find out the correct combination of password.
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Enable brute force login protection - Select to enable
detection of brute force login attempts.

Maximum login failure - Specify the maximum number of
failed login attempts before further login is blocked.

Penalty period - Set the lockout time after maximum
number of login attempts has been exceeded. The user will
be unable to attempt to log in until the specified time has
passed.

Blocked IP List - Display, in a new browser window, IP
addresses that are currently blocked from logging into the
router.

TLS/SSL Encryption Setup | Enable SSL 3.0 and TLS 1.0/1.1/1.2 - Check the box to
enable SSL 3.0/1.0/1.1/1.2 encryption protocols.

For improved security, the HTTPS and SSL VPN servers that
are built into the router have been upgraded to TLS 1.x
protocol. If you are using an old web browser (eg. IE 6.0) or
an old version of the SmartVPN Client, you may need to
enable SSL 3.0 to connect to the router. However, it is
recommended that you instead upgrade your web browser or
SmartVPN client to a version that supports TLS protocols that
are far more secure than SSL.

AP Management Enable AP Management - Check to enable the access point
management function. If not, menu items related to Central
Management>>AP will be hidden.

Device Management Check to enable the device management function.

Respond to external device - If selected, Vigorl1000B will
function as a slave device. When an external device (master
device) sends packets to the Vigor1000B to attempt to
manage it, the Vigor1000B will respond to the request
coming from the external device which is able to manage
Vigor1000B.

Select OK to save changes on the page.
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V-1-11-2 IPv6 Management Setup

System Maintenance >> Management

IPv4 Management Setup

IPv6 Management Setup LAN Access Setup

Management Access Control
[J Allew management from the Internet
Telnet Server ( Port : 23)
HTTP Server { Port : 80)
HTTPS Server { Port : 443)
SSH Server ( Port : 22)
SMMP Server ( Port : 161)
Disable PING from the Internet

Access List from the Internet
) apply Access List to PING

Enforce HTTPS Access

Description

IPv4.

List Type Index

1 [IPv6 Object v|  [None M
2 [IPv6 Object v|  [None M
3 [IPvE Object |  [None v|
4 [IPv6 Object | [None M
5 [IPv6 Object v|  [None M
6 [IPvE Object v|  [None v|
7 [IPv6 Object v|  [None M
8 [IPv6 Object v|  [None M
9 [IPv6 Object v|  [None v
10 [IPv6 Object v|  [None M
Note:

Telnet / Http server port is the same as

Available settings are explained as follows:

Item

Description

Management Access

Control

Allow management from the Internet - Select to allow
system administrators to login from the Internet, and then
select the specific services that are allowed to be remotely
administered.

Disable PING from the Internet - Select to reject all PING
packets from the Internet. For increased security, this
setting is enabled by default.

Access List from the

Internet

The ability of system administrators to log into the router
can be restricted to up to 10 specific hosts or networks.

Apply Access List to PING - When this option is checked and
Disable PING from the Internet is unchecked, pings
originating from the Internet will be accepted only if they
are from one of the IP addresses and/or subnet masks
specified below. This option has no effect if Disable PING
from the Internet is checked, such that no pings from the
Internet are accepted.

Type - Select IPv6 Object.

Index - Select the index number of a configured IPv6 object.

Select OK to save changes on the page.
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V-1-11-3 LAN Access Control

System Maintenance => Management a

IPv4 Management Setup IPv6 Management Setup LAN Access Setup

Allow management from LAN
FTP Server
HTTP Server [JEnforce HTTPS Access
HTTPS Server
Telnet Server
TRO69 Server

SSH Server
Apply To Subnet Index in IP Object

MEiLant
ELanz
MEiLanz
HELans
ELans
HELans
ELan7
HLans
HLans

Available settings are explained as follows:

Item Description

Allow management from Enable the checkbox to allow system administrators to login
LAN from LAN interface. There are several servers provided by
the system which allow you to manage the router from LAN
interface. Check the box(es) to specify.

Apply To Subnet Check the LAN interface for the administrator to use for
accessing into web user interface of Vigor router.

Index in IP_Object- Type the index number of the IP object
profile. Related IP address will appear automatically.

Select OK to save changes on the page.
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V-1-12 Self-Signed Certificate

A self-signed certificate is a unique identification for the device (e.g., Vigor router) which
generates the certificate by itself to ensure the router security. Such self-signed certificate is
signed with its own private key.

The self-signed certificate can be used for services such as SSL VPN and HTTPS. In addition, it
can be created for free by using a wide variety of tools.

System Maintenance >> Self-Signed Certificate

Self-Signed Certificate Information

Certificate Name : self-signed

C=TW, ST=HsinChu, L=HuKou, O=DrayTek Corp., OU=DrayTek

Issuer : Support, CMN=Vigor Router

cubiect : C=TW, ST=HsinChu, L=HuKou, O=DrayTek Corp., OU=DrayTek
) ' Support, CN=Vigor Router

Subject Alternative Name :

valid From : Aug 5 18:08:23 2019 GMT
Valid To : Aug 4 18:08:23 2049 GMT
PEM Format Content: —  |----- BEGIN CERTIFICATE-----

MIIDijCCANKEgAWIBARIJALidtKDoIUDeMABRGCSqaSIb3DQEBCWUAMHEXCZATBGNY
BAYTALRXMRAWDZYDVQQIDAAIc 21uQ2h 1MQ4wDAYDVOQHDAY IdUtvdTEWMBQGALUE
CgwMNRHIheVR1ayBDb3IwLjEYMBYGALUECwwPRHIheVRlayBTdXBwb3 JIBMRUWEWYD
VQODDAxWakdve 1BSb3VAZXIwHh cNMT kwODALIMT gwOD I zWhcNNDkwODABMTgwoDIz
WjiB4MQswCQYDVQQGEwWIUVZ EQMA4GALUECAWHSHNpbkNod T EOMAWGATUEBwwF SHYL
b3UxFjAUBgNVBAOMDURY YX1UZWs 2029y c C4xGDAWB gNVBASMDERYYX1UZWsg U3V
CG9ydDEVMBMGATUE AvwwMVmlnb3IgUms1dGWyMITIBI JANBEkghkiGSwWeBAQEFAADC
AQBAMITECEKCAQEAYSXQK]z@rijEjlepRO7nlUgREQp1kGRgKINACI20572Y 2z +md
401DzMeDD2qGkFy4EKgTHaPSEZFwyirQLWsS5VuzQDE/OcEd/I85s5Y1CiBCO/ 520k
wAVGSI287Yq/ tSPIurzPOLUBk AY jrpjoWEBFbSPBIUSEFOVpasThEHLYMS 1g1E
6ZbWIgBVeV1aTHFSCDSmhRHjowHmst++09F /xi3TRN/CJQ2gq8sCDCohSE3Qk2/a
+@rjk8bwIR2QNtt45a4n9LgpEKRSexBaQrDcBHpt@e/GvkCSUlrzgivduB3oMRDW
WZIX8/16e39LiVvxoXCd3LwDSMLzPyhGugbzv2VwIDAQABOXCWF TATBENVHSUEDDAK
BggrBgEFBQCcDATANEgkghkiGO9wa@BAQs FAAOCAQEAVNNEKxpARAGQEU+PSTWIABL4Q
SigED712nrG5ATNLs 26amgCkCXNMgxEBoNsYxydvo7SmkIhBxVxBoyWNic7YIWEN
6KbhNxZ932iWaD0GEPpxu@skPUldxkDy JiWhhCPwy+rUg@HhyDHKoHa+MnSyisLf
NEwWPPXj7f482cVI3rzlal zMwdNCs oWSZuFvdxheYjulhQevKr4bgMSUFmK@2 ZI1DM
6tZQBK+Kg/kRDBQzRXRKHBEhbHrbS3/EABZraBi2PmbLTvkt4jS1ySXTAVUSFNAK
BHExOLlkcHhQqc i4WwyR/IAdarpP52drRg/riP7I1fe/ykeQLZaXgRhp+PE/424==
————— END CERTIFICATE-----

e

Note:

1. Please setup the System Maintenance =» Time and Date correctly before you try to regenerate a self-
signed certificate!!

2.The Time Zone MUST be setup correctly!!

Regenerate

Click Regeneration to open Regenerate Self-Signed Certificate window.
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System Maintenance »=> Regenerate Self-Signed Certificate

Regenerate Self-Signed Certificate

Certificate Name self-signed

Subject Alternative Name
Type IP Address

IP

Subject Name
Country (C)

State (ST)
Location (L)
Organization (0)

Organization Unit (OU)

Common Mame (CN)

Email {E)
Key Type RSA v
Key Size 2048 Bit v
Generate

Enter all requested information including certificate name (used to differentiate different
certificates), subject alternative name type and relational settings for subject name. Then

click GENERATE.
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V-1-13 Reboot System

The Web user interface may be used to restart your router. Click Reboot System from System
Maintenance to bring up the following page.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

@® using current configuration
() Using factory default configuration

| Reboot Now |
Auto Reboot Time Schedule

Schedule Profile : [None v|, [None ~|, [None ~|, [None v

Note:
Action and Duration Time settings will be ignored.

| ok | | cCancel |

Available settings are explained as follows:

Item Description

Reboot System Select one of the following options, and press the Reboot
Now button to reboot the router.

Using current configuration - Select this option to reboot
the router using the current configuration.

Using factory default configuration - Select this option to
reset the router’s configuration to the factory defaults
before rebooting.

Auto Reboot Time Schedule Profile - Select up to 4 user-configured schedules
Schedule to reboot the router on a scheduled basis.

Select OK to save changes on the page, or Cancel to discard changes without saving.

Info When the system pops up Reboot System web page after you configure web
settings, please click Reboot Now to reboot your router for ensuring normal
operation and preventing unexpected errors of the router in the future.
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V-1-14 Firmware Upgrade

Click System Maintenance>> Firmware Upgrade to upgrade firmware upgrade.

System Maintenance >> Firmware Upgrade d

Firmware Version Status

Current Firmware Version: 3.9.6.2 | Check The Latest Firmware

Web Firmware Upgrade

Select a firmware file.
| 2=Es | sescaes

Click Upgrade to upleoad the file. | Upgrade | | Preview |

Note:

Upgrade using the ALL file will retain existing router configuration, whereas using the RST file will reset
the configuration to factory defaults.

Available settings are explained as follows:

Item

Description

Firmware Versiono Status

Check The Latest Firmware - Click to check for updated
firmware.

Any available new firmware files will be displayed and you
can download any one of them by clicking Download. After
the file has been downloaded, click Select followed by
Upgrade to perform the firmware upgrade.

&) T ezl rare - Errgled e [=[=] = ]

A F=2 | 192.168.1.1/doc/frmupCheckFW.HTM

| Language Version Firmware Download |

Web Firmware Upgrade

Click Browse... to select the firmware file, followed by
Upgrade to start the upgrade process, or Preview to display
detailed information about the selected firmware file:
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V-1-15 Internal Service User List

User profiles (clients) defined and enabled in User Management>>User Profile will be
displayed in this page.

Such page allows you to turn on or turn off security authentication service (offered by inernal
RADIUS) for each user profile without accessing into the User Management configuration

page.

System Maintenance == Internal Service User List

User Name Radius User Name Radius

No valid User Profile

QK Cancel

Note:

1. Only the user profiles which is enabled in User Management == User Profile will be listed here.

2. If you enable RADIUS for a user profile here, it will use the default authentication methods; however, you may
change its authentication methods via User Management >> User Profile.

Available settings are explained as follows:

Item Description

User Name Display the name of the existed user profile. To modify the
detailed settings, simply click the user name link to access
into the web page for modification.

Radius Check the box to turn on the security authentication service
offered by internal RADIUS server for the user profile.

Uncheck the box to turn off ecurity authentication service
offered by internal RADIUS server for the user profile.

If you check the box next to such item, all of the user profiles
listed in this page will be enabled with RADIUS service
enabled vice versa.

Info For the detailed setting (such as IP address, port number) configuration of
internal RADIUS, refer to Applications>>RADIUS/TACACS+.
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V-1-16 Dashboard Control

There are nine groups of setting information which can be displayed on Dashboard as a
reference for administrator/user. Except for Front Panel and System Information, the settings
information regarding to the groups listed on this page can be hidden if required.

System Maintenance >> Dashboard Control

Front Panel
System Information
E 1pva LAN Information
IPv4 Internet Access
B 1Pv6 Internet Access (shown when enabled)
Interface
Security
System Resource
Quick Access

OK | | Cancel

V-1-17 NAT Sessions

Set the maximum NAT session number.

NAT Sessions

Max. NAT session number ® 150K O 300K O so0kK O 1000K

Note:

It is recommended to choose a max. session number that just satisfies your need. Since a higher max. session number
consumes more memoery and leaves less memory for other features.
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V-2 Bandwidth Management

338

Sessions Limit

When LAN clients share a common public IP address by means of Network Address Translation
(NAT), the router must track NAT sessions so that traffic to and from the WAN can reach the
intended destinations. There is a finite number of sessions that can be tracked by the router,
and by setting session limits will ensure that the router does not run out of resources. This is
especially important when P2P applications are used. P2P applications, such as BitTorrent,
that attempt to simultaneously establish connections to as many WAN hosts as possible.

Bandwidth Limit

Bandwidth Limit ensures LAN clients get their fair share of network bandwidth by placing
restrictions on upstream and downstream network speeds.

Quality of Service (QoS)

QoS (Quality of Service) ensures that all LAN clients receive their fair share of bandwidth that
is required for applications to function properly and efficiently.

Without QosS, it is possible that certain applications may consume excessive network
resources that they degrade performance of more important applications, especially ones
that are less tolerant of jitter (delay variation) or lost or delayed packets. Additionally, at
times of network congestion, QoS is able to prioritize different types of traffic according to
their predefined priority, thus ensuring traffic of higher importance gets processed first.

A typical QoS deployment consists of two components:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

® Scheduling: Prioritizing packets by assigning them to different queues and service types
according to service levels.

APP QoS

APP QoS allows QoS to be applied to select protocols and applications.

Protocols and applications fall into two categories: Traceable and Untraceable. Traceable
applications are those whose traffic can be 100% traced, and can be assigned a specific QoS
class. Untraceable applications, on the other hand, are detected when they attempt to
establish connecti